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Agenda

• Introduction to safety-instrumented systems (SIS)

• SIS applications in the oil and gas industry

• Standards and guidelines

• Implications of SIL requirements on SIS design

• Implications of SIL requirements in operation
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Learning objective

After this lecture, you  may be able to:

• Identify some of the puzzle pieces:
To get a high level perspective on what 
frames SIS design and operation

• Get directions on how to build the 
complete puzzle: 
Be able to identify how pieces are 
connected (“complete the puzzle”)

• Raise curiosity – be able to find a topic 
to study in more into

Puzzle: How to design and operate a SIS 
in a safe way

Puzzle piece: A method 
or a requirement that 
must or can to be used
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Safety-
instrumented 

systems

Safety-instrumented system (SIS): 
The term used by process industry for a safety-critical system 
that employs electrical/electronic/programmable electronic 
(E/E/PE) technologies
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A SIS is a type of safety-critical system

Safety-critical system based 
on

E/E/PE technologies
(Electrical/electronic/programmable 

electronic)
Sensors

Logic 
unit

Actuated 
elements

Feedback

Safety critical systm based 

on other risk reducing 

measures

OR
Characteristics of safety-critical system using 
E/E/PE technologies:
• Programmed /software functions
• Diagnostics and monitoring
• Communication technologies
• Interaction with hydraulically and pneumatically 

operated equipment
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Subsystem: 
final elements

Subsystem: 
logic solver

Main elements of a SIS

Sensors
Logic 
unit

Actuated 
elements

Feedback

Illustration: www.instrumentationforum.com

Subsystem: 
input 

elements

http://www.instrumentationforum.com/
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Sensor

Sensors
Logic 
unit

Actuated 
elements

Feedback

“In the broadest definition, a sensor is an electronic component, module, or subsystem whose purpose is 

to detect events or changes in its environment and send the information to other electronics, frequently a 

computer processor. A sensor is always used with other electronics, whether as simple as a light or as complex 
as a computer.” (Wikipedia)

Example: http://www.pcb.com/Resources/Technical-Information/Tech_Pres

http://www.pcb.com/Resources/Technical-Information/Tech_Pres
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Sensor

Sensors
Logic 
unit

Actuated 
elements

Feedback

NB: Manual push-buttons are also 
regarded as “sensors”, as they will, 
when activated, send signals.
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Logic solver

Sensors
Logic 
unit

Actuated 
elements

Feedback

“A logic solver is required to receive the sensor input signal(s), make appropriate decisions 
based on the nature of the signal(s), and change its outputs according to user-defined logic. The logic 

solver may use electrical, electronic or programmable electronic equipment, such as relays, trip amplifiers, or 
programmable logic controllers.” (Wikipedia)

Old logic solver

Modern logic solver

Input 
cards

Output 
cards

Central processing 
unit (CPU)

+ +
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Logic solver

Sensors
Logic 
unit

Actuated 
elements

Feedback

Central processing unit contains “software” (or application program) that carry out the logical 
operations needed to interpret the sensor signals, make decisions, and change output settings.

Before: Logic 
operations by 
hardware

Now: Logic 
operations by 
software

Input 
cards

Output 
cards

Central 
processing unit

+ +
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Application program

Sensors
Logic 
unit

Actuated 
elements

Feedback

Application program: The programmed/software implemented logical operation

Specification of logical operations 

(“Software Requirements”)

Software programming

Software testing: Comparing results 
of logical operations requirements
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Actuated elements

Sensors
Logic 
unit

Actuation 
elements

Feedback

An actuated element is a component that is responsible for moving or controlling a 
mechanism or system, for example by actuating (opening or closing) a valve or a 
electrical switch.  Also referred to as «final element».
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Alternative terms: Final elements

Sensors
Logic 
unit

Final 
elements

Feedback

Final elements (term often used in process sector): Components of a safety 
function (such as valves) which directly prevents the harmful event and brings the 
process to a safe state. (Exida)

In our context: Final elements and actuated elements mean the same thing
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Other key elements of a SIS

• Operator stations

• Critical alarm panel (CAP)

• Remote I/O (input/output)

• Communication:

– Between operator stations, servers and PLCs

– Between PLCs and field devices

• Analogue signal transmission

• On/off

• Digital communication, e.g. fieldbus like Profibus DP/PA, 
ProfiSafe, Fieldbus foundation, HART, Modbus,…
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SIS vs SIF

SIF: A safety-instrumented 
function carried out by a SIS

A SIS usually comprise several
SIFs
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Evacuation & emergency response

Firewalls, dikes, …

Fire and gas detection and distinguishing

Emergency shutdown system

Process shutdown system

Process control system

More than one SIS

• A process facility has 

usually more than one 

SIS 

• These are part of the 

layers of protection (or 

barriers) against major 

accidents
Process facility design & 

layout
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Examples of SIS systems

• Emergency shutdown (ESD) system, incl. isolation of 

ignition sources

• Process shutdown (PSD) system

• Fire and gas (F&G) detection system

• High integrity pressure protection system (HIPPS)

• Fire extinguishing:

– Fire pump start

– Release of foam/water mist
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Examples of how SISs operate

Hazardous 
event

Hazard: Gas 
leakage

F&G 
detection

Explosion
ESD: sectioning, blowdown & 
isolation of ignition source

Fire pump 
start & 
extinguishing

Fire

Hazard: 
Process upset

PSD: Stop 
production

PSV

Hydro-carbon 
releaseHIPPS

Pressure above 
test/design pressure

Hazardous 
event
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SIS examples
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Example 1: F&G detection & 

extinguishing
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Examples: Fire and gas(F&G) equipment

http://www.groveley.com/

www.crowcon.com

www.silvertech-me.com www.graphicsnational.com

http://www.groveley.com/
http://www.crowcon.com/
http://www.silvertech-me.com/
http://www.graphicsnational.com/
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Example: An example of a F&G-system

Fire detection:
• Smoke
• Heat
• Flame
• Manual call points

Gas detection:
• Flammable gases
• Toxic gases
• Acoustic
• Manual call points

Fire central 
(e.g. 

Autronica)

Gas 
detection 

system

Actions via other systems
• Isolation of ignition sources (stop of hot 

equipment, isolation of electrical power)
• Production shutdown
• Depressurization to flare system
• ….

Direct actions
• Alarms (control room, Public announcements)
• Activation of automatic fire 

extinguishing systems
• Control of fans and dampers
• Start of fire pumps
• Light signals
• …
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Example: F&G system AND power 

isolation

F&G 
central

Emergency 
shutdown 

system
(«ESD»)

G

Electrical equipment/consumers

Fuse

B&G detection and 
extinguishing

Isolation of ignition sources

Flame 
detector

Generator

Signals (red points) can corresponds to the power being cut
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Additonal details: e.g. Siemens
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Example 2: Instrumented 

overpressure protecting a subsea 

pipeline against burst
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Subsea protection of pipelines

Maximum wellhead shut-

in pressure (MWSP)

Design pressure < MWSP 

Any closure of valve or 
plugging in pipeline can result 
in too high pressure upfront

Any shutdown of facility topside can 
result in overpressure of riser and 
pipeline

Source: http://www.offshore-mag.com/articles/print/volume-
67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-
conditions.html

http://www.offshore-mag.com/articles/print/volume-67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-conditions.html
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Riser PSV

3

2

HIPPS control logic
(local)

PT (2x) PT (2x)

Subsea PSD System
(located topside)

SCM
Located subsea

SCSSV

PMV PWV PT

1

Source: http://www.offshore-mag.com/articles/print/volume-
67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-
conditions.html

PSD system (first safety 
barrier): Process shutdown 
system

HIPPS (second safety barrier): High 
integrity pressure protection system

PSV (third safety barrier):
Pressure safety valve. 
Only relevant in some 
scenarios

http://www.offshore-mag.com/articles/print/volume-67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-conditions.html
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HIPPS design example
Sensors (4 off):

• 4-20 mA (analogue current 

signal)

Logic Solver: 

• E.g. Yokogava Prosafe SLS
• https://www.yokogawa.com/solutions/products-

platforms/control-system/safety-instrumented-systems-

sis/process-safety-system-prosafe-sls/

Actuating devices:

• Control valves (2 off, 

electro/mechanical)

• Shutdown valves (2 off, 

mechanical)

https://www.yokogawa.com/solutions/products-platforms/control-system/safety-instrumented-systems-sis/process-safety-system-prosafe-sls/
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Additional details: Siemens
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SIS design 
attributes

A SIS must be reliable both in the execution of the 
required safety function and the response to detected 
faults.
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Key design attributes
• Fault tolerance (hardware): 

– Is N-K in a voted KooN system

• Safe state:
– The state that the SIS must 

bring the process upon 
detected hazardous events and 
in case the SIS fails.

– What is the safe state is 
dependent on the process to 
be protected

• Fail-safe:
– Design attribute that ensures 

that the SIS element, upon 
detected faults, enters a state 
which can bring the process to 
the safe state

Fail-to-close or 
fail-to-open 

position upon 
loss of power?

Force signal 
out of range 
if detected 

fault?

Act if loss of 
signal from 

multiple 
sensors?
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SIS performance

• SIS performance is about the ability to carry out the 

safety functions

• Performance not linked to SIS as such, but to each 

safety-instrumented function (SIF)

• A SIS performs several SIFs

• A SIF consists of specific sensors and final elements

• The logic solver is common for all SIFs
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SIL – The main performance measure

INTEGRITY: About trust

SAFETY INTEGRITY: 

About trust with 
respect to safety

Probability of an E/E/PE safety-related system 
satisfactorily performing the specified safety 
functions under all the stated conditions within a 
stated period of time

SAFETY INTEGRITY 
LEVEL: 

To what extent we can 
trust

Discrete level (one out of a possible four), 
corresponding to a range of safety integrity values, 
where safety integrity level 4 has the highest level 
of safety integrity and safety integrity level 1 has 
the lowest
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Required SIL & achieved SIL

• Required SIL or SIL requirement:

– The SIL requirement that is specified for the SIF

– Risk-based, i.e. determined in a risk analysis

• Achieved SIL:

– The SIL level demonstrated for a SIF, based on analyses

– Achieved SIL in design (predicted SIL)

– Achieved SIL in operation («actual» or experienced SIL)
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SIL & mode of operation

• Needed (“demanded”) seldom

• Needed (“demanded”) often

• Needed (“demanded”) all the 

time

“On the demand”/ 
“Low-demand” systems

“High-demand” 
systems
“Continuous” 
systems

“High/ 
continuous 
mode”
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SIL linked to mode of operation

Low-demand

High/continuous demand mode 

• Four SIL levels
• Two tables: Different reliability measures 

used for the two modes of operation
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PFD (low-demand) vs PFH 

(high/continuous demand)
• PHD: The average probability of failure on demand

– The average probability of being unavailable at a random point in time, so that the safety 
function is not able to respond in case a demand occurs.

Applies to “low demand” because: 

– SIF is normally inactive and we may not know if SIF equipment is failed or not

– It is therefore of interest to know how likely it is that the SIF is unavailable on the average

• PFH: The average frequency of dangerous failures per hour

Applies to “high/continuous demand” because: 

– SIF needs to act almost all the time, and a SIF failure may have an immediate impact on 
safety of facility (accident)

– It is therefore of interest to know how often the SIF is likely to fail.
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How to derive at a SIL requirement?

Methods used:

• Risk graph

• Layers of Protection 

Analysis (LOPA)

• Risk Matrix

• (Application of minimum 

SIL requirements*)

*Norwegian oil and gas guideline GL 070

Hazardous events & their 
consequences: Identified 
in a hazards and risk 
analysisRisk acceptance 

criteria

Additional risk reduction 
using ALARP

SIL allocation methods decide how reliable 
each safety function must be to achieve 
actual risk reduction
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Example: LOPA

• Starting point is a hazards and 
operability study (HAZOP)

• Events leading to same high 
severity consequence are 
gathered

• A realistic assumption is made 
on how reliable each available 
and relevant safety function 
(protection layer) is

• A new SIF, or enhanced 
reliability of an existing 
function, suggested if 
acceptance criterion not met)

http://frigg.ivt.ntnu.no/ross/reports/stud/lassen.pdf

http://frigg.ivt.ntnu.no/ross/reports/stud/lassen.pdf


Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) – Project 111 – Beijing 10-15 June 201941

SIS related 
standards

Standards on functional safety have been developed to 
ensure a systematic specification, realization, and 
operation/maintenance.
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R A M S

RAM(S) management standards(generic)

RAM(S) analysis methods (generic)

FMECA

IEC 60812

FTA

IEC 61025

Markov

IEC 61165

RBD

IEC 61078

Petri Nets

IEC 62551

Vocabulary
(http://www.el
ectropedia.org

/ )

IEC 60500-192

ETA

IEC 62502

Dependability
(generic)

IEC 60300

Functional 
safety E/E/PE

(generic)

IEC 61508

Maintainability
(generic)

IEC 60706

Sector specific
standardsSector specific

standards
Sector wise 
functional 

safety 
standards

Functional safety: 
The safety achieved by the 
correct functioning of SIS(s), 
often in combination with other 
risk reduction measures

http://www.electropedia.org/
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Functional safety standards
IEC 61508 – a generic standard on functional safety of E/E/PE 
safety-related systems:
• Generic safety concepts and best practice principles
• To be used for sectors without their own standards
• To be used by manufacturer  producing E/E/PE technologies 

targeted for safety applications

IEC 61511IEC 62304 IEC 62061
(ISO 13849)

IEC 61513 ISO 26262 EN 50126
EN 50128
EN 50129

ISO 22201
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Oil and 

gas

R A M S

RAM(S) management (oil and gas)

RAM(S) analysis (oil and gas)

Dependability
(general)

ISO 20815

SIS process 
industry

IEC 61511

Subsea reliability, 
technical risk, and 

integrity 
management 

API 17V

SIS –
oil and gas 

Norway

GL 070

Reliability modelling 
and calculation of 

safety systems

ISO TR 12489

PDS 
method & 
data 
handbook

OREDA 
data 
handbook

Data 
handbook
s Exida

Related

Technical safety incl. 
SIS Norway

NORSOK S-001

Procedure for data 
collection

ISO 14224

Process design

NORSOK P-002

Functional 
safety E/E/PE

(generic)

IEC 61508

Manu-
facturers

End user, system 
integrator

Norway
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Scope of IEC 61508

• Presents a Unified approach to ensure consistency 
→ Applies to all application areas in principle

• Identifies all important life phases of a safety-critical 
or safety-related system

• Main aim is to:

– Facilitate development of product and sector 
specific standards

– In some sectors: be the manufacturer’s standards

• Covers design of E/E/PE technologies, but the 
more general principles /processes applies to all 
elements involved in a safety function.



Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) – Project 111 – Beijing 10-15 June 201946

IEC 61508 – one standard, in SEVEN

parts
Normative (shall be used)

- Part 1: General

- Part 2: Hardware design and hardware and 
software integration

- Part 3: Software development (“Application 
program”)

- Part 4: Definitions

Informative (may be used, supportive)

- Part 5: Guidelines on part 1 and methods to 
determine SIL requirements

- Part 6: Guidelines on the application of part 2 
and 3, including quantification methods and 
formulas for PFD and PFH

- Part 7: Overview of various measures and 
techniques referenced in part 2 and 3
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DEFINITION AND ANALYSIS

• To understand the risks associated with your facility

• Identify needs for risk reduction and by what means

Lifecycle in IEC 61508

DESIGN AND CONSTRUCTION

• Select components and architectures

• Prepare documentation

• Carry out analyses for demonstration 

of conformance

• Prepare procedures for installation, 

commissioning, start-up, and 

operation/maintenance/regular testing

Focus: Design, construction, and installation of SIS

Focus: 

Understanding risks at the facility

Focus: SIS performance at facility
OPERATION AND MAINTENANCE:
• Maintain performance

• Ensure that modifications consider reverts to earlier phases

(to consider new risks, selection of design, testing,…)
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1-5 DEFINITION AND ANALYSIS

• Definition of EUC and related hazards

• Hazards and risk analysis

• SIL allocation or targeting (LOPA, risk graph, risk matrix)

• Safety requirements specification (SRS)

• Preparation of Management of functional safety plans

Scope of IEC 61508

6-13 DESIGN AND 

CONSTRUCTION

• Design specification

• Design reviews

• Architectural constraints

• Reliability (PFD/PFH) calculation

• Preparation/review of SIL certificates, 

safety manuals

• Factory acceptance tests

• Site acceptance tests

• Preparing O&M procedures M
a

n
a

g
e

m
e

n
t 
o

f 
fu

n
c
ti
o
n

a
l 
s
a

fe
ty

14-16 OPERATION AND MAINTENANCE:
• Registration and classification of failures

• Update reliability(PFD/PFH)  calculations

• Perform regular testing & evaluate test intervals

• Check of use restrictions/fulfilment of assumptions from design

• Impact evaluation of modifications

• Monitor types of demands and demand rate
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IEC 61508 & IEC 61511 (process industry)

SIS design for process sector

SoftwareHardware

In need for 
development of 
NEW hardware

components

IEC 61511-1

Using components 
that are prior use 
or in compliance 
with IEC 61508

IEC 61508-1,2,3

Components 
included in SIL 4 

functions

IEC 61508-1,2,3

Developing 
embedded 
application 
programs 

(components)

IEC 61508-3

Developing 
application 

programs using full 
variability language 

(FVL)

IEC 61508-3

Developing 
application 

programs using 
limited or fixed 
programming 

language (LVL, FPL)

IEC 61511-1
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IEC 61511 (Process industry sector)

• For SIS designers, integrators, 
and (end) users

• Similar safety lifecycle

• Adapted to process industry 
terms, concepts, and practices

• Primarily for low-demand 
systems

• Simplified set of requirement for 
development of hardware, 
software, incl. Integration

• Many of the same analyses, 
validation tasks, and planning 
tasks required (as for IEC 61508)
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May be downloaded from: https://www.norskoljeoggass.no/en/working-
conditions/retningslinjer/

2018 ed.

GL 070 – Norwegian best practise

https://www.norskoljeoggass.no/en/working-conditions/retningslinjer/
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• Choice of reliability data and reliability calculation using PDS 
method to verify that minimum SIL requirements are achieved.

• Functional safety assessments
• Structure and content of specification/design documents:

• Follow-up in operation
• Some additional guidance on various topics, like e.g., 

independence

Compliance
Report

Safety analysis 
report (SAR)

SRS
Rev.

• Suggestions for min SIL requirements (typical SIFs for topside 
and subsea SIFs)

• May replace the application of SIL allocation methods like Risk 
Matrix, Layers of Protection Analysis, Risk Graph

• Distinguished between topside local (PSD) SIFs and topside 
global (ESD, F&G) SIFs, and SIFs for subsea, workover and 
drilling

Scope of GL 070
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GL 070: Minimum SIL - Example

1. Agree on best 
practice design 
(e.g. following 
ISO 10418 & 
NORSOK S-001)

2. Calculate PFD 
using oil and gas 
data (OREDA, 
PDS*)

*PDS data handbook: See www.sintef.no/pds for more information

http://www.sintef.no/pds
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NORSOK S-001 – Norwegian practise

• Identifies all safety barriers at 
an oil and gas facility

• Defines functional and 
survivability requirements

• Make reference to GL 070

• Identifies specific 
requirements to e.g.:
– Fire and gas detection systems

– Emergency shutdown systems
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NORSOK S-001: Examples for F&G
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NORSOK-S-001: Examples for ESD
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Implications 
of SIL 

requirements

A SIL requirement places several requirements on the 
realization of a SIF, e.g.:
• Structure (fault tolerance)
• Work processes
• Maximum tolerable failure probability or rate 

(PFD/PFH)
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How to demonstrate achieved SIL

SIL 4

SIL 3

SIL 2

SIL 1

Demonstrate PFD og PFH

Demonstrate PFD og PFH

Demonstrate PFD og PFH

Demonstrate PFD og PFH

Rules about 
architectural 
constraints 

(hardware fault 
tolerance)

Other requirements in IEC 61508 or related standards: management of functional safety, functional safety 
assessments, validation/verification, …..

Systematic 
safety 

integrity

Hardware safety integrity

Rules about 
systematic 

safety 
integrity

Software safety 
integrity

Rules about 
softare safety 

integrity
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Relationship to failure classification

Failure classification

According to cause

Random failure

Random hardware 
failure

Other random failures

According to effect

Systematic failure Dangerous failure Safe failure
No part/no effect 

failure

Dangerous undetected (DU) 
failure

Dangerous detected (DD) 
failure

Common cause failure (CCF)
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Relationship to failure classification

Failure classification

According to cause

Random failure

Random hardware 
failure

Other random failures

According to effect

Systematic failure Dangerous failure Safe failure
No part/no effect 

failure

Dangerous undetected (DU) 
failure

Dangerous detected (DD) 
failure

Common cause failure (CCF)

Must be avoided by work 
process and selection of 

tools/methods.
Sometimes included in 
devices’ failure rates. 

Reoccurring 
failures. Always 

included in 
devices failure 

rate

Must be 
considered for 

PFD/PFH 
calculation

Not relevant for 
PFD/PFH calculation. 
Used to determine 
safe failure fraction 

(SFF)

Fraction of DD 
failures determined 

by diagnostic 
coverage (DC). 

Must be 
considered for 

PFD/PFH 
calculation
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Architectural constraints

“Architectural constraints” is a set of rules applied to each subsystem where 

the outcome is a requirement about minimum hardware fault tolerance 

(HFT), given the SIL requirement and some additional information.

Rules for 
minimum 

HFT

SIL requirement of subsystem

Safe failure fraction (SFF) of 
component

Minimum HFT

=0

=1

=2

1oo1, 2oo2, …

1oo2, 1oo3, 2oo3,…

1oo3, 2oo4, …

Decision on type A or type B

*Note: Above approach is from IEC 61508. IEC 61511 suggests a simplified approach
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Systematic/software safety integrity

• Assumption: Systematic faults are 
not re-occurring failures & difficult to 
predict

• Approach: Reduce probability of 
occurring by quality assurance, fault 
detection, correction, validation, 
testing, choice of tools to assist 
design & development,…

• Higher SIL requirements require 
more effort

• Systematic capability (SC) level 
(1-4): Fulfilling relevant 
requirements software & systematic 
safety integrity of device for a 
specified SIL
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What determines PFD/PFH?
Parameter PFD PFH

Rate of (“random”1) dangerous undetected (DU) failures (λDU) X X

Rate of (“random”1) dangerous detected (DD) failures (λDD) (x) X

Fault tolerance of hardware (voting KooN for success) X X

Fraction of dangerous failures being common cause failures 
(CCFs) (β, βD)

X X

Regular proof test interval (τ) X (x)

Repair and restoration rate (MTTR, MTTR) (x) X

Proof test coverage (PTC), partial stroke test coverage (PST) X --

1Some data sources also include systematic faults, which are often the main contributor
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Methods for quantification of PFD/PFH

• IEC 61508-6 formulas for 
typical votings

• PDS method

• More guidance: ISO TR 
12489

• Textbooks that provide 
more guidance

• Gives same result with 
same assumptions

• However, some differences 
in assumptions made
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Methods for quantification of PFD/PFH

• Analytical formulas (based on reliability block diagrams):
– Simplified

– IEC 61508-6 (derived by approximations made to steady state 
Markov models)

• Fault tree analysis

• Markov models, including multiphase Markov

• Petri Nets

• Monte Carol Simulations

• Modeling languages like AltaRica
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Quantification of PFD: PDS method

• Introduces Critical Safety 
Unavailability (CSU)

• Applies a modification factor 
CMooN for CCFs (to adjust for 
voting)

• Suggests impact from from
test independent failures

• Suggests incorporating data 
from use, including 
systematic faults



Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) – Project 111 – Beijing 10-15 June 20196868

PDS data handbook

• Based on OREDA, 

studies of operational 

failures, and discussions 

with key manufacturers in 

PDS forum

• Data classified for use in 

PFD calculations

Note: This example is from 2010 edition, not most recent.
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What method to choose?

• Reliability models are 
probabilistic and give 
estimates about the 
uncertainty of future events

• No use to have a more 
complex model than what can 
be supported by data

• Should be aware of the 
impacts of assumptions made

• Important to be able to judge 
realism in the results

Source: ISO TR 12489
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Some clever statements..

• «All models are wrong, some are useful» 

[George E.P. Box]

• «It is better to be approximately right, 

than exactly wrong»

[John Maynard Keynes]

1919-2013

1883-1946
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SIS in 
operation

All efforts made in design, construction, and installation 
does not guarantee the required SIS performance:
• Assumptions from design may be compromised
• More failures are experienced in operation than 

what initial failure rates suggest
• New failures are introduced due to lack of adequate 

procedures for maintenance, testing, 
inhibits/overrides, …
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SIS follow-up

• A need to regularly and 
systematically analyze reported 
failures (per facility)

• Use reported failures to update 
failure rates

• Recalculate new test intervals

• Evaluate practical considerations 
before changing

• Procedure adapted by GL 070. 
Used by most Norwegian oil 
companies. https://www.sintef.no/globalassets/project/pds/report

s/pds-report-sis_follow_up_guideline_final_v01.pdf

https://www.sintef.no/globalassets/project/pds/reports/pds-report-sis_follow_up_guideline_final_v01.pdf
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SIL follow-up highlighs

Operational 

experience

Failure 

rates from 

design

Input

data

SAP

Updated

failure 

rates

Use λDU based on 

operational experience 

combined with the λDU from 

design

λDU

Combined λDU

YES

..

Re-

calculate

Sufficient amount

 of operational data 

available

         based on 

operational 

experience

N
O

Evaluate data 

basis

• Updating of failure rates based on either maximum
likelihood function or Bayesian update.

• Special rules for doubling/halving of test intervals
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Summing up



Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) – Project 111 – Beijing 10-15 June 201975

Summing up
• Introduction to safety-instrumented systems (SIS):

– What is a SIS & SIS vs SIF

– Key attributes: fail-safe, hardware fault tolerance

• SIS applications in the oil and gas industry:

– F&G, ESD, PSD, HIPPS

• Standards and guidelines:

– IEC 61508, IEC 61511, IEC 61508 vs IEC 61511, GL 070, NORSOK

• Implications of SIL requirements on SIS design
– Architectural constraints

– Systematic capability

– Methods for quantifying PFD/PFH, including PDS method

• Implications of SIL requirements in operation:
– Systematic and regular classification of failures

– Reassess functional test interval
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Questions?


