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Agenda

 Introduction to safety-instrumented systems (SIS)
« SIS applications in the oil and gas industry

« Standards and guidelines

« Implications of SIL requirements on SIS design

« Implications of SIL requirements in operation
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Puzzle piece: A method

Learnlng ObJeCt|Ve or a requirement that

must or can to be used

After this lecture, you may be able to: -~

« Identify some of the puzzle pieces: . @ @
To get a high level perspective on what »
frames SIS design and operation

« Get directions on how to build the
complete puzzle:
Be able to identify how pieces are
connected (“complete the puzzle”)

 Raise curiosity — be able to find a topic
to study in more into

Puzzle: How to design and operate a SIS
in a safe way
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Safety-instrumented system (SIS):

The term used by process industry for a safety-critical system
that employs electrical/electronic/programmable electronic
SACE (E/E/PE) technologies

Safety-

instrumented
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A SIS Is atype of safety-critical system

Feedback

Safety-critical system based
on

E/E/PE technologies

(Electrical/electronic/programmable ~\\B Sensors 4 Actuated
electronic) . e elements

Characteristics of safety-critical system using
OR E/E/PE technologies:
* Programmed /software functions
* Diagnostics and monitoring
* Communication technologies
, * Interaction with hydraulically and pneumatically
(o] Other risk reducing | operated equipment

measures

Safety critical systm based
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Main elements of a SIS
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http://www.instrumentationforum.com/

S ensor —— ‘+:

Integrated
Feedback ishin’

Amplifier

Housing 0.218

- Acceleration
Compensation
Mass & Plate

Electrodes

Mounting
Clamp Nut

Actuated

Sensors
elements

Example: http://www.pcb.com/Resources/Technical-Information/Tech Pres

“In the broadest definition, a sensor is an electronic com ponent, module, or subsystem whose purpose is

to detect events or changes in its environment and send the information to other electronics, frequently a
computer processor. A sensor is always used with other electronics, whether as simple as a light or as complex
as a computer.” (Wikipedia)
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Sensor

Feedback

i Actuated
Sensors :
elements

NB: Manual push-buttons are also
regarded as “sensors”, as they will,
when activated, send signals.
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Logic solver = Faena WL

Feedback B

Modern logic solver

Input + Output N Central processing
cards cards unit (CPU)

“A logic solver is required to receive the sensor input signal(s), Ma ke appropriate decisions

based on the nature of the signal(s), and cha nge its outputs according to user-defined logic. The logic

solver may use electrical, electronic or programmable electronic equipment, such as relays, trip amplifiers, or
programmable logic controllers.” (Wikipedia)

Actuated

Sensors
elements
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Log|C SOIVer §§ Fat it | ] Before: Logic

operations by

: hardware
Feedback [;I“f
: i | Now: Logic
Actuated " i operations by
Sensors “ 13 ' . I
SENES 8 : B software

Input N Output . Central
cards cards processing unit

Central processing unit contains “software” (or application program) that carry out the logical

operations needed to interpret the sensor signals, make decisions, and change output settings.
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A p p I i C ati O n p ro g ram Specification of logical operations

(“Software Requirements”)

Feedback

Actuated R SR
Sensors I

elements

Figure No.6 — Ladder PLC program —

=

Software testing: Comparing results
of logical operations requirements

Application program: The programmed/software implemented logical operation
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Actuated elements

Feedback

Actuation

Sensors
elements

An actuated element is a component that is responsible for moving or controlling a
mechanism or system, for example by actuating (opening or closing) a valve or a
electrical switch. Also referred to as «final element».

Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) — Project 111 — Beijing 10-15 June 2019



Sensors

Final elements (term often used in process sector): Components of a safety
function (such as valves) which directly prevents the harmful event and brings the
process to a safe state. (Exida)

In our context: Final elements and actuated elements mean the same thing
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Other key elements of a SIS

« Operator stations
« Critical alarm panel (CAP)
« Remote I/O (input/output)

« Communication:
— Between operator stations, servers and PLCs

— Between PLCs and field devices
» Analogue signal transmission
* On/off

» Digital communication, e.g. fieldbus like Profibus DP/PA,
ProfiSafe, Fieldbus foundation, HART, Modbus,...
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SIS vs SIF

SIF: A safety-instrumented
function carried out by a SIS

A SIS usually comprise several
SIFs

Control room

Logic solver
(PLC)

Pressure transmitters Valve
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More than one SIS / \

e A process faC|||ty haS / Firewalls, dikes, ... \

Usua”y more than one I Fireand gas detection and distinguishing I

SIS l

Emergency shutdown system :

l

« These are part of the e e .
layers of protection (or Process control system

barriers) against major
accidents ayout
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Examples of SIS systems

Emergency shutdown (ESD) system, incl. isolation of
Ignition sources

Process shutdown (PSD) system

Fire and gas (F&G) detection system

High integrity pressure protection system (HIPPS)
Fire extinguishing:

— Fire pump start

— Release of foam/water mist
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Examples of how SISs operate

-—-- Pressure above
test/design pressure

L Hazard.
Hazard: . o Hydro-carbon
PSD: Stop HIPPS PSV release
Process upset production
Fire
* ______________ . S Tt
Hazardous
4 event Explosion
Hazard: Gas '
F&G ESD: sectioning, blowdown & Zfrf ;mp
leakage detection jsolation of ignition source .
extinguishing
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SIS examples
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Example 1: F&G detection &
extinguishing
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Examples: Fire and gas(F&G) equipment

-
/ = Emergency Break Glass

17 SR T G
1\ )

|

F
!

[T

http://www.groveley.com/

www.silvertech-me.com

www.graphicsnational.com
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http://www.groveley.com/
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http://www.silvertech-me.com/
http://www.graphicsnational.com/

Example: An example of a F&G-system

: : Direct actions

Fire detection: Fire central ¢ Alarms (control room, Public announcements)

* Smoke * Activation of automatic fire

* Heat (e.g: extinguishing systems

* Flame . Autronica) * Control of fans and dampers

* Manual call points -1 - o g * Start of fire pumps
1 : * Light signals
- '

. | | " Actions via other systems
Gas detection: ) = '« lsolation of igniti (st f hot
—p gnition sources (stop of ho

|

* Flammable gases

equipment, isolation of electrical power)
* Production shutdown
* Depressurization to flare system

) detection |
* Toxic gases :
* Acoustic system

*  Manual call points

________________________________________________________
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Example: F&G system AND power
Isolation

; . . .. \
"[ B&G detection and Isolation of ignition sources ] \
: extmgwshlng [
S I ? Generator !
I Fuse I :
I o o Emergency [
o0 shutdown
@ Y YW e s 7 R R R R R > I
l A ." - system N :
N («ESD») I
l Flame .
I detector I I I I ]
\
\ Electrical equment/consumers /

Signals (red points) can corresponds to the power being cut
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Additonal detalls: e.g. Siemens

Fire & Gas Topology (sample)

SIEMENS

CAP E_—T operator Stations EngineeringStation F&G ESD .
Wide ScreenOverview
siLo/2/3

T =
i m% ——

. ¥ Ethernet 100 Mbit ’;‘ T
A Y R Ethernet 100 Mbit D+

I Commands from OS to SIL: ] 4

Redundant

Safety Servers
[
Suapan

Remote
Input / Qutput
modules, F-SM SIL2/3

or ET200M SIL0/ ry f
—] L}

Industrial Ethemet 100 Mbit
PROFIBUS/
ProfiSafe (SIL3) I Industrial Ethemet 100 Mbit i O et
S7-400FH (SIL3, and J. Ce Cabinet Field Termination Cabinet
S7-400F(SIL3]
Detectors (SIL2) Fire Panel (SIL2) € )

=

PROFIBUS/ProfiSafe (SIL.'!)

S7-400F (SIL3)

or Junction Box
Remote
Remote "fail safe” Input / Output
e e e modules, I51
m:nmmg to pracedure, SIL 3 F-SM s SIL 23 glI'LEOLZUOM
D rtveara dosign acoording
mmmm‘ IL: IUI]I I]UUJ

PROFIBUS/ProfiSafe (SIL3)
{t

|_.
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Example 2: Instrumented
overpressure protecting a subsea
pipeline against burst
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Su bsea prOteCUOn Of p|pe||nes Any shutdown of facility topside can

result in overpressure of riser and
pipeline

Design pressure < MWSP

Maximum wellhead shut-
in pressure (MWSP)

Any closure of valve or
plugging in pipeline can result
in too high pressure upfront

Source: http://www. offshore mag. com/artlcles/prmt/volume
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http://www.offshore-mag.com/articles/print/volume-67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-conditions.html

PSV (third safety barrier):

PSD system (first safety Pressure safety valve.

barrier): Process shutdown

HIPPS (second safety barrier): High Only relevant in some
system Subsea PSD System integrity pressure protection system scenarios
(located tn'nqidp\
Riser PSV

¥

SCM .
lLocated subsea HIPPS COﬂtrOl |Og|C 3 é
-|- ! i E (local)
NG ! E | E |
PMV  PWV gj PT P i
PT (2x) ? il EPT (2x) ?LI —

>0

Source: http://www. offshore mag. com/artlcles/prmt/volume
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http://www.offshore-mag.com/articles/print/volume-67/issue-6/subsea/hipps-protects-subsea-production-in-hp-ht-conditions.html

HIPPS design example

S e n SO rS (4 Oﬁ) : Ny ProSafe-SLS Logic
« 4-20 mA (analogue current {5 e [
signal) v W

Logic Solver:
Hydraulic Subassembly Control Module
* E.g. Yokogava Prosafe SLS ,
. pcv Dcv
. https://www.yokogawa.com/solutions/products- j j
platforms/control-system/safety-instrumented-systems-
sis/process-safety-system-prosafe-sls/

Actuating devices:

« Control valves (2 off,
electro/mechanical) ©

« Shutdown valves (2 off, CP
mechanical)
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Additional detalls: Siemens

Subsea PSD solution and HIPPS, both SIL3

SIEMENS

ESD, S7-400F, SIL3 PSD, S7-400F, SIL2/3  PCS, S7-400

Solutions for Oil & Gas Offshore
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A SIS must be reliable both in the execution of the
required safety function and the response to detected
faults.

SIS design

attributes
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Act if loss of
signal from
multiple
sensors?

Key design attributes 4

- Fault tolerance (hardware): e
— Is N-K in a voted KooN system A S SR -
« Safe state: — [ T
— The state that the SIS must
bring the process upon

detected hazardous events and _
In Case the SIS faIIS_ Hydraulic Subassembly Control Module

— What is the safe state is ] =]
dependent on the process to
be protected

 Fail-safe:

— Design attribute that ensures
that the SIS element, upon
detected faults, enters a state
which can bring the process to
the safe state

Force signal
out of range
if detected
fault?

Fail-to-close or
fail-to-open
position upon
_ loss of power?
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SIS performance

« SIS performance is about the ability to carry out the
safety functions

 Performance not linked to SIS as such, but to each
safety-instrumented function (SIF)

A SIS performs several SIFs
* A SIF consists of specific sensors and final elements
« The logic solver is common for all SIFs

Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) — Project 111 — Beijing 10-15 June 2019



SIL — The main performance measure

INTEGRITY:

About trust

SAFETY INTEGRITY:

About trust with
respect to safety

Probability of an E/E/PE safety-related system
satisfactorily performing the specified safety
functions under all the stated conditions within a
stated period of time

SAFETY INTEGRITY
LEVEL:

To what extent we can
trust

Discrete level (one out of a possible four),
corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level
of safety integrity and safety integrity level 1 has
the lowest
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Required SIL & achieved SIL

 Required SIL or SIL requirement:
— The SIL requirement that is specified for the SIF
— Risk-based, i.e. determined in a risk analysis

« Achieved SIL:

— The SIL level demonstrated for a SIF, based on analyses
— Achieved SIL in design (predicted SIL)
— Achieved SIL in operation («actual» or experienced SIL)
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SIL & mode of operation

. Needed (“demanded”) seldom mmsp On the demand”/

“Low-demand” systems

* Needed (“demanded”) often  —p /uH;gh_demandn A

“High/
systems )
11 . Hcontinuousﬂ ContanOUS
Needed (“demanded”) all the = systems mode
fime \_ )
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SIL linked to mode of operation

* Four SIL levels
* Two tables: Different reliability measures

used for the two modes of operation

Table 2 — Safety integrity levels — target failure measures for a safety function
operating in low demand mode of operation

Safety integrity | Average probability of a dangerous failure on

level demand of the safety function ) )
(siL) (PFD,.) High/continuous demand mode

4 =10 to < 107
3 > 10 to < 102 Table 3 — Safety integrity levels — target failure measures for a safety function
> o 102 operating in high demand mode of operation or continuous mode of operation
2 ™ to < B
1 >102to < 107" Safety integrity | Average frequency of a dangerous failure of the
level safety function [h*1]
(SIL) (PFH)
4 210%to <1078
3 >10% to <1077
2 =107 to <1078
1 >10%to <1075
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PFD (low-demand) vs PFH
(high/continuous demand)

PHD: The average probability of failure on demand

— The average probability of being unavailable at a random point in time, so that the safety
function is not able to respond in case a demand occurs.

Applies to “low demand” because:
— SIF is normally inactive and we may not know if SIF equipment is failed or not
— ltis therefore of interest to know how likely it is that the SIF is unavailable on the average

PFH: The average frequency of dangerous failures per hour

Applies to “high/continuous demand” because:

— SIF needs to act almost all the time, and a SIF failure may have an immediate impact on
safety of facility (accident)
— ltis therefore of interest to know how often the SIF is likely to fail.
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How to derive at a SIL requirement?

Hazardous events & their

Additional risk reduction consequences: Identified
M eth OdS used . using ALARP in a hazards and risk
. Risk acceptance analysis
* Risk graph criteria
« Layers of Protection !}
Analysis (LOPA) Resiua
* Risk Matrix

* (Application of minimum
SIL requirements*)

- - Risk
Necessary risk reduction

Achieved risk reduction

SIL allocation methods decide how reliable
each safety function must be to achieve
actual risk reduction

*Norwegian oil and gas guideline GL 070
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http://frigg.ivt.ntnu.no/ross/reports/stud/lassen.pdf

Guideword | Deviation | Possibla | Conse- | S | L |Saleguards| Comments| Actions |Action
causes | quences required | allocated tol
] » . @ L.}
A I~

Example: LOPA

« Starting point is a hazards and
operability study (HAZOP)

O NI T

. . [
- Events leading to same high 0
severity consequence are Mo
gathered R

 Arealistic assumption is made
on how reliable each available
and relevant safety function ‘ s ' ’ T ' " "

Impact event descrip- | Severity | Initiating Initiation| General | BPCS | Alarms | Additional | High integrity | Intermediate | SIFintegrity | Mitigated

(prote Ctlon Iaye r) IS tion level cause likeli- process efc. mitigation | additional event likeli- | level | even t

hood design (restricted mitigation hood likelihood

D S e Gttt

access) (dikes,  pres-

« Anew SIF, or enhanced b |
reliability of an existing el R P L L R R L e R

Rupture of separator ure  causing

function, suggested if it | Lettoan 0 [ | e fom o e e e

: No. / i-

acceptance criterion not met) || mbn
10. Assuming no slug trol failure

entering.

m

1.717-10°% SIL1 3.03-107
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Standards on functional safety have been developed to
ensure a systematic specification, realization, and
operation/maintenance.

SIS related

standards
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R RAM(S) management standards(generic)

Vocabulary
(http: wva.el A M
ectropedia.org

4}
bependability | | Maintainability Functional The safety achieved by the
— (generic) Saf(;‘;z iEc/)PE correct functioning of SIS(s),

often in combination with other
risk reduction measures

" RAM(S) analysis methods (generic)

: |

: IEC 60812 IEC 61025 IEC 61078 IEC 62502 :

: : S¢

: FMECA FTA RBD ETA | .

: ! S€  Sector wise

1 :—> g

: . functional

IEC 61165 IEC 62551 safety

i i standards

i Markov Petri Nets i
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Functional safety standards

IEC 61508 — a generic standard on functional safety of E/E/PE

safety-related systems:

* Generic safety concepts and best practice principles

* To be used for sectors without their own standards

* To be used by manufacturer producing E/E/PE technologies
targeted for safety applications

ISO 22201

(1SO 13849) EN 50128
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______________________________________

1
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1 f 1 |
1 f 1 |
1 1 |
1 H : |
I e S 1 \ 1
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! ; ® i SIS Norway collection !
! Reliability modelling i i | |
1 " I 1
! and calculation of ; }! 1 ! !
p 1
! safety systems St v o g ! | NORSOK P-002 !
| i :
1 H 1 \
: PDS - :
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Scope of IEC 61508

Edition 2.0 2010-04

INTERNATIONAL
- Presents a Unified approach to ensure consistency STANDARD
—> Applies to all application areas in principle
« Identifies all important life phases of a safety-critical
Or Safety-related System PUBLICATION FONDAMENTALE DE SECURITE

Functional safety of electr onic/progr fety-related
systems -
Part 1: General requirements

Sécurité foncti des systé électriques/é iql d onique:
programmables relatifs a la sécurité -
Partie 1: Exigences générales

* Main aim is to:

— Facilitate development of product and sector
specific standards

— In some sectors: be the manufacturer’s standards

«  Covers design of E/E/PE technologies, but the
more general principles /processes applies to all
elements involved in a safety function.

Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) — Project 111 — Beijing 10-15 June 2019



IEC 61508 — one standard, in SEVEN
parts 1

Normative (shall be used) T —

- Part 1: General g | =

- Part 2: Hardware design and hardware and m l |
software integration ;

- Part 3: Software development (“Application INTERNATIONAL
program”) STANDARD

- Part 4: Definitions

Informative (may be used, supportive)

- Part 5: Guidelines on part 1 and methods to
determine SIL requirements

- Part 6: Guidelines on the application of part 2 -
and 3, including quantification methods and -
formulas for PFD and PFH —

- Part 7: Overview of various measures and -
techniques referenced in part 2 and 3
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WITTENSTEIN motion control » Company » Qil & Gas segment

Reliable electric actuators and

mechatronic systems for the subsea oill

and gas industry

WITTENSTEIN motion control develops both customer-specific electric actuatig
systems and subsea electric actuators for use in water depths up to and beyon

The subsea electric actuation systems and subsea electric actuators set standg
and durability. We integrate state of the art subsea electric actuation sclutions f
processing, production and special applications.

Our systems are developed according to the requirements of IEC EN 61508. Th
systems are therefore capable of being SIL-certified. Using our proven dual-cha
electric actuator, the customer’s system can achieve a safety integrity level of u

Specialized in power and control electronics
for high and low voltage technology

- Product range from 18V up to 900V DC bus voltage

- AC 3 phase input with active PFC, optional

- Up to 1,000A output current

- Customized housings and electric interfaces

- Ambient temperature up to 165°F / 75°C

- Resistant against shock and vibrations

- EMC-qualified

- Protected against explosions (ATEX), optional

- MTBF 100,000 hours (e.g.)

- Suitable for safety concepts (SIL 3 / IEC 61508), optional

- Full redundancy, optional

- Digital controllers with
field proven software

- Several control interfaces
(CANopen, Ethernet)
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Lifecycle in IEC 61508

' DEFINITION AND ANALYSIS :
1« To understand the risks associated with your facility 1
+ Identify needs for risk reduction and by what means 1
:
1
1
1

e o o o e e e e e e e e e e = e = e = = e e e e e e e e e e e e e e e e e e e = =

| DESIGN AND CONSTRUCTION

!« Select components and architectures

* Prepare documentation

« Carry out analyses for demonstration
of conformance

* Prepare procedures for installation,
commissioning, start-up, and
operation/maintenance/regular testing

. OPERATION AND MAINTENANCE:

|+ Maintain performance

I = Ensure that modifications consider reverts to earlier phases
: (to consider new risks, selection of design, testing,...)
1
1
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1-5 DEFINITION AND ANALYSIS

» Definition of EUC and related hazards

* Hazards and risk analysis

» SIL allocation or targeting (LOPA, risk graph, risk matrix)
» Safety requirements specification (SRS)

* Preparation of Management of functional safety plans

Owverall safety
requirements allocation

P
)
(D)
Y
M
n
©
c
o
=
Q
c
>
Y
Y
(@)
)
c
Q
S
Qo
(@)
©
c
©
=

*  Preparing O&M procedures

1
I
1 1
1 1
1 1 m_'— !
I_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_ ____________ 1 Ly Ovurlutlll Tﬂftﬂ' 1 Back to appropriate
b L 1 overall safety lifecycle
14-16 OPERATION AND MAINTENANCE: - - o
* Registration and classification of failures E:
Overall operation, Owverall modification
maintenance and repair and retrofit

1 1
1 1
1 1
1
. Update reliability(PFD/PFH) calculations ;
1 - 5
1 * Perform regular testing & evaluate test intervals ;
: 1 Decommissioning or
1 1 disposal
1 1
1 1

Q
<
E
8d
B
w B
g8
53
a8
]
2
'

1 1
1 6-13 DESIGN AND 1 Lo——==—=—=F=-==== -

1
i CONSTRUCTION S [ S S .
[ i ifi i \ E/EIPE system safet
1 DeSIQn SpeCIflcatlon . Overall planning n ruqulrurnun{s spuclﬁuurlun :
: ° Des'gn reviews . Overall Fill Overall Overall * 11 reducg{::;rrr:z‘;ures :
1 e Arch'tectural COnStra'ntS operation and safety installation and = ]
1 . - . maintenance validation commissioning E/E/PE Specification and
1 ® Re||ab|||ty (PFD/PFH) Ca|Cu|at|0n planning planning planning n safety-related systems Realisation :
| * Preparation/review of SIL certificates, Faallsation ;
] safety manuals safoly lifecycle) 1
'« Factory acceptance tests Skl EEE LR EE b e Wiy '
1+ Site acceptance tests
1
1
1
L

* Check of use restrictions/fulfilment of assumptions from design
Impact evaluation of modifications
Monitor types of demands and demand rate




IEC 61508 & IEC 61511 (process industry)

SIS design for process sector

Hardware

In need for
development of
NEW hardware

components

Using components
that are prior use
or in compliance

with IEC 61508

Components
included in SIL 4
functions

-

IEC 61508-1,2,3

N

[EC61511-1

N

IEC 61508-1,2,3

Developing Developing gevﬁ::;i,;grg‘
embedded application PP .
application programs using full programs using
oA o limited or fixed
programs variability language T
sz [P language (LVL, FPL)
IEC 61508-3 IEC 61508-3 IEC 61511-1
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IEC 61511 (Process industry sector)

- For SIS designers, integrators, =& LE T
and (end) users = -

« Similar safety lifecycle

« Adapted to process industry
terms, concepts, and practices

* Primarily for low-demand
systems

- Simplified set of requirementfor || | | =7 |
development of hardware, e s =
software, incl. Integration R “

* Many of the same analyses, i
validation t_asks, and p|ann|ng L sl e e
taSkS reqUIred (aS for IEC 61508) Figure 7 — SIS safety life-cycle phases and FSA stages
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GL 070 — Norwegian best practise

I- ABOUT  INDUSTRY POLICY  HSE AND OPERATIONS  CLIMATE LABOUR GTO  MEDIA Q, % NO/EN
MNorskolje&gass —

Guidelines 070 - NORWEGIAN OIL AND GAS

tohliched

The Norwegian Qil and Gas A iation has a number of guidelines

APPLICATION OF
IEC 61508 AND IEC 61511
IN THE NORWEGIAN PETROLEUM
INDUSTRY
(Recommended SIL requirements)

in the areas of Competence, Employment, Environment , HSE & Operations and
Industrial Policy. All guidelines can be downloaded on our website.

Show cronological ~ Showbytopic  Show expired O Filter list

koljedgass

May be downloaded from: https://www.norskoljeoggass.no/en/working-
conditions/retningslinjer/
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https://www.norskoljeoggass.no/en/working-conditions/retningslinjer/

Scope of GL 070

* Suggestions for min SIL requirements (typical SIFs for topside
and subsea SIFs)

* May replace the application of SIL allocation methods like Risk

2 [E——— < Matrix, Layers of Protection Analysis, Risk Graph

* Distinguished between topside local (PSD) SIFs and topside
global (ESD, F&G) SIFs, and SIFs for subsea, workover and

\ drilling
I ﬂ_'—‘ (. Choice of reliability data and reliability calculation using PDS
Overall planning qyaphimm et ¥ H H H H H
R o B o W oo i 1l method to verify that minimum SIL requirements are achieved.
i""uz“‘l ey | [l e | | < * Functional safety assessments
Realisation . . .
Ry * Structure and content of specification/design documents:
O armsioing | [4 ) SRS Compliance Safety analysis
— Rev. Report report (SAR)
|——E°' ] * Follow-up in operation

* Some additional guidance on various topics, like e.g.,
independence
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GL 070: Minimum S

Table 7.5.2 Minimum SIL / PFD requirements — Global SIFs
SIF SIL Functional boundaries / comments Section
§ o SIL 1 The function starts at the unit giving the demand (unit not
ESD sectioning PED < included), and ends within the process with the valve. The
= following equipment is needed: Ad
Closme";lf‘lc;ne ESD 0.015 « ESD logic incl. O
x » ESD valve including solenoid(s) and actuator
Note 1)
The function starts at the unit giving the demand (unit not
included) and ends with the inventory having free access through
Depressurisation SIL 1 the blow i’oS\Bnli'al.ve: The Ifo]]m\'ing equipment is needed:
(blowdovwn) . ogic incl VO .
PED < »  ESD valve including solenoid(s) and actuator AS
- 0.015 ’
Sgs.gﬁ;’f_sﬁe Mote: The given requirement assumes a “standard” blowdown
Netel) |system If another design solution such as e.g. sequential blow
o 'y £ . g 5eq
down, 15 implemented, this shall be treated as a deviation if the
SIL/PFD requirement is not fulfilled
The function starts at the unit where the demand 1z mitiated (umit
not included), and ends with the valves shutting in the well The
following equipment is needed:
Isolation of production *  Pressure transmitter
bore upon high pressure + PSD logic mel 1O
*  Production wing valve (PWV) OR Production master
Shut i of one topside SIL2 valve (PMV), mcl solenoid(s) and actuators Abl
well from the PSD
system upon high WNote that this SIF could have been sorted within the local SIFs,
pressure but due to the correlation with other izolation of well SIFs, it has
instead been listed here and assessed in section A 6 "Tsolation of
one topside well”. Note also that all valves necessary to shut in
the well should be inchuded.
ILsolation of The function starts at the unit where the demand is mitiated (umit

*PDS data handbook: See www.sintef.no/pds for more information

Demand

Blowdonn
‘sub-funceon,

Figure 5.1 Definition of the “Blowdown” sub-finction.

—( ESD legic H Solenoid H BDW }—

IL - Example

1. Agree on best
practice design
(e.g. following
I1SO 10418 &
NORSOK S-001)

Figure 4.5.2 RBD for the "Blowdown" sub-fimction.

Table A.5.1 PED results for the "Blowdown" sub-function. 2. Calculate PFD
Component Voting PFD USIng OI'I and gas
ESD logic (redundant 'O and redundant CPU) lool 19107
Pilotsolencid Tool | 26.10° data (OREDA,

BDV (incl actuator) lool 8.3-10° *
Total for function 1.1-10 PDS )

The estimated PFD mdicates that the function fulfils a requirement of PFD = 0.015 in the quantitative range of SIL 1.
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http://www.sintef.no/pds

NORSOK S-001 — Norwegian practise

NORSOK

 ldentifies all safety barriers at | s
an oll and gas facility

» Defines functional and
survivability requirements

« Make reference to GL 070
 ldentifies specific
requirements to e.g.:

— Fire and gas detection systems
— Emergency shutdown systems & norsok | KSR

ooooooooooo

NORSOK S-001:2018

o
Language: English 5
guag gl iy
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NORSOK S-001: Examples for F&G

Table 2 — Gas detection recommended practices Table 3 — Fire detection principles
Area/room | Detector Gas Alarm | Automatic HVAC action Comments Type Alarm | Automatic
location |detection | type Shutdown of Automatic HVAC
3 Area/room _ type |shutdown/ . Comments
[norefl | (moted) d(enl:::]:)n (note b) EDP AFP interface
Z";:Llhead Area Alarm CeR isf:gb:ll;:se Na E‘:g;‘;:if;vszge:;p[ﬂ if Wellhead area | Flame CCR None Start FW NA
i a Alarm um
(naturally essential(t) Strategy (used for (Naturally pome
ventilated) explosion mitigation) ventllated) | g CCR+GA |ESD2 + EDP |Release
note a) Confirmed [CCR + |ESD2 + DHSV |NA - Confirmed +ASV + deluge
GA S ASV+ (B) Release deluge if DHSV
AFPE 4 specified in Safety
EDPIO Strategy and used for Riser area Flame CCR None Start FW NA
explosion mitigation see Alarm pump
15C, note b) note g)
O E Flame CCR+GA [ESDZ+ Release
(d ) merg.encg' (e07) Confirmed SSIV+EDP | deluge
Epressurisation
in accordance with HC process Flame CCR None Start FW NA
12.4.2 area Alarm pump
(Naturally | g CCR+GA |ESDZ + EDP| Release
The number of detectors that may simultaneously be inhibited or in fault shall be assessed addressing ventilated) Confirmed deluge
issues such as area risk area detection coverage, out of operation duration and compensatory measures
including local area safety guards. Alternatively, when using a 2ooN configuration, an inhibited or faulty ;‘;5”’““ E The following voting principles should generally apply:
detectorfanjb; logma]J.yltreateg as (a) gas alarnll o: QJ] meosmg&uto matic |‘ec9n§.§1?raflq:1.omre.g1. 1";“01,1‘1111 . Mechanically [ — Smoke (except areas such as accommodation):
Joo3t on aranuicitos and masenrae rannivad in tha caca af Astartare ava inhihited ar fanlty chall ha S A o ZooN detectors to reach specified alarm Limit when N » 3
part of 13.4.5 Gas detection set-points =]
NOTE Smoke detectors are less likely to be used together with other types of fire detectors, and
. . General alarm limits for HC and Ha gas detection shall be equal to or lower than: applications that require voting are not common. Smoke detectors covering enclosures and their
lool dg tility areas __LE] HVAC inlets shall not be voted together.
— Low alarm set-point for point detectors shall be maximum 20 % LEL. For turbine enclosure —_ Flame:
detection (extract and area) the alarm limit shall be 10 % LEL. o 200N detectors to reach specified alarm limit when N = 3
— Low alarm set-point for [R open path / line detector shall be maximum 1 LELm. - Hea:: LooN detectors to reach specified alarm limit when N> 2
— High alarm set-point for point detectors shall be masimum 30 % LEL. For turbine enclosure N
detection the alarm limit shall be 15 95 LEL {em-act and anea]. Voting should include all fire detectors within a detection area exposed to the same fire scenario.
— High alarm set-point for IR open path/line detector shall be maximum 2 LELm.
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NORSOK-S-001: Examples for

Manual push button

!
-3 l 1

k.

Immediate actions: Activation of:
+ Shutdoun of omergoncy . DHSVs , Mg Gopes putdonm of g)
g:neramrJEmgrgmcy power - Js\ss\“[; . PAGASystem
‘ Manual push button +  Shutdown of bilgaiballast pumps | |+ Autematic depress urisation . Ef,g‘ “""lFSD"‘“""
+  Closure of ballast valves N > 3ysrems
. Radivlextornal
| Confirmed gas in non hazardous area P,

B} 1<)

1f)
ESD1
Start of emergency generator(s),
(d]. k)
Shut down of {h} (j} v
[ Confirmed gas in hazardaus area +  Main powerigen erator Secured well
[ Knock out drum LaHH (ESD) ) | ' Q:I;:T:E :q:qlﬁx::r!fx) e (in drilling mode)

Man ual depressuiisation Wentilation (c)
Manwal push buton
[ Confimed fire in hazardous area (4) Canfirmed fira or gas detestion in wollhsad or risor area ‘

0 N N

]
ESD2 0 r

Activation of platform Activation of DH SV and A SV
ESDVe incl. MV & U (2) fOSaction o A

Ignition source isolation: r \

s Al non-essential equipment
in naturally ventilated areas Sh“iﬂ‘:’: ":'"E' Prepare wre well
«  Possible ignition rigk ES S {in drilling mode)

reduction [m)

Automatic depress urisation (&} I -
Activation of SSIV
{Detection n riser area) M
Stop source of import,
6.g., stop export source (stop pumpl
PSD | cloae ESDV) ar connected facilities (a)

Figure 4 — Emergency shutdown (ESD) (principal hierarchy - more detailed
and other requirements apply)
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A SIL requirement places several requirements on the
Implications realization of a SIF, e.g.:
of SIL e Structure (fault tolerance)
* Work processes
 Maximum tolerable failure probability or rate
(PFD/PFH)

requirements
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How to demonstrate achieved SIL

Hardware safety integrity Syz;i::?,tlc Softi:ltaerger?tz;fety

integrity
SIL4 Demonstrate PFD og PFH
Rules about Rules about
SIL3 Demonstrate PFD og PFH architectural ) Rules about
. systematic
constraints safety softare safety
SIL 2 Demonstrate PFD og PFH (hardware fault integrity integrity
tolerance)
SIL1 Demonstrate PFD og PFH
Other requirements in IEC 61508 or related standards: management of functional safety, functional safety
assessments, validation/verification, .....
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Relationship to failure classification

Failure classification

A 4

[ According to cause ] According to effect

\ VL

[ Random failure ] [Systematic failure] Dangerous failure Safe failure

(
+ No part/no effect |
failure

v

Random hardware _ Dangerous undetected (DU) Dangerous detected (DD)
. Other random failures . .
failure failure failure
|
I ¥ I
——————————— > Common cause failure (CCF) ]4- - oo
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Relationship to failure classification

Reoccurring

Failure classification

A 4

failures. Always
included in

According to cause ]

devices failure
rate

ust be avoided by work
process and selection of
tools/methods.
Sometimes included in
devices’ failure rates.

Random fail

ure

Systematic failure

v

Random hardware
failure

] [Other random failures]

Dangerous failure

Not re

Must be
considered for PFD/PFH
PFD/PFH
safe fail

calculation

Safe failure

Dangerous undetect,
failure

A 4

Must be
considered for
PFD/PFH
calculation

failure

L

Common cause failure (CCF)
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Used to determine

levant for
calculation.

ure fraction
(SFF)

Fraction of DD
failures determined
by diagnostic
coverage (DC).

Dangerous detected (DD)




Architectural constraints

“Architectural constraints” is a set of rules applied to each subsystem where
the outcome is a requirement about minimum hardware fault tolerance
(HFT), given the SIL requirement and some additional information.

SIL requirement of subsystem

» =0 ‘ lool, 2002, ...
Rules for
Tell ini = 1002, 1003, 2003,...
minimum » Minimum HFT 1 W™ 1002, 1003, 2003,

HFT =2 ‘ 1003, 2004, ...

Safe failure fraction (SFF) of
component

Decision on type A or type B »

*Note: Above approach is from IEC 61508. IEC 61511 suggests a simplified approach
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Systematic/software safety integrity

« Assumption: Systematic faults are
not re-occurring failures & difficult to
predict

« Approach: Reduce probability of
occurring by quality assurance, fault
detection, correction, valldatlon
testing, choice of tools to assist
design & development,...

« Higher SIL requirements require
more effort

« Systematic capability (SC) level
(1-4): Fulfilling relevant
requirements software & systematic
safety integrity of device for a
specified SIL

2010 ffecycle (the V-model)
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What determines PFD/PFH?

Parameter PFD PFH
Rate of (“random”?) dangerous undetected (DU) failures (Ap)) X X
Rate of (“random”?) dangerous detected (DD) failures (App) (x) X
Fault tolerance of hardware (voting KooN for success) X X
Fraction of dangerous failures being common cause failures X X
(CCFs) (B, Bp)

Regular proof test interval (1) X (x)
Repair and restoration rate (MTTR, MTTR) (x) X
Proof test coverage (PTC), partial stroke test coverage (PST) X -

1Some data sources also include systematic faults, which are often the main contributor
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Methods for quantification of PFD/PFH

« |EC 61508-6 formulas for
typical votings
« PDS method

* More guidance: ISO TR
12489

« Textbooks that provide
more guidance

« Gives same result with
same assumptions

* However, some differences
INn assumptions made

Reliability of
Safety-Critical
Systems

L
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Methods for quantification of PFD/PFH

« Analytical formulas (based on reliability block diagrams):
— Simplified
— |EC 61508-6 (derived by approximations made to steady state
Markov models)

e Fault tree analysis

« Markov models, including multiphase Markov
* Petri Nets

« Monte Carol Simulations

 Modeling languages like AltaRica
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Quantification of PFD: PDS method

. Unknownjldowntime Known dkowntime
« Introduces Critical Safety
Unavailability (CSU) T
« Applies a modification factor o s o
Cuoon fOr CCFs (to adjust for | ) IS
voting) | -y |

e Suggests impact from from

test independent failures lood __Zoo3

e S S | fi dat IEC 61508 PED p 5 =25 | PFDeep 220
uggests incorporating data s oo Gl | G
from use, including z N

systematic faults T
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PDS data handbook ¥

Reliability Data for Safety
Instrumented Systems

5.1.10 Smoke Detector

Medule: Input Devices

Component: Smoke Detector
[ B a S e d O n O R E D A Descripiion / equipment boundaries | Date of Revision
] The detector includes the sensor and 2009-12-18

local electronics such as the address-/ Remarks
interface unit

PDS Reliability Data Dossier

Fire central not included

- - Recommended Values for Calcnlation
studies of operationa

ip= 12per 10°hrs ep= 040 hov= 0.7 per 10°hrs
- - - hs= 20per 10°hrs cs= 030 dsu= 14per 10%hrs
failures, and discussions S
r =04

- - Assessment
The failure rate estimate is an update of the 2006 figure which was primarily based on OREDA
W I y u u I phase IIT as well as some phase V data. The rate of DU failures is estimated still assuming
coverage of 40 % (observed in OREDA incomplete and complete phase ITT were 20% and 50%,

respectively). The rate of dangerous and safe failures has been slightly decreased based on
observations from failure reviews and later OREDA phases. For safe failures 30 % coverage -

‘mainly based on OREDA phase TII abservations as well as expert judgement - has been assumed.
It should be noted that for some type of smoke detectors with more extensive self test. the
coverage may be significantly higher. This must be assessed for each specific detector type.

The Pry is based on expert judgements and is based on the assumption that the detectors are

exposed. The estimated 7 value is based on observed failure causes for critical detector failures
(40% “expected wear and tear” and 60% “maintenance errors”). A summary of some of the main

« Data classified for use in e

QOverall
y Failure mode
failure rate Sismibution Data source/comment

- ¢
(per 10° hrs)
Ca C u a I O I I S Pam3T |lo=13perl0’hs g values for in 2006-editi

Jou=08per 0°hrs | (1)
hstu= 1.4 per 10° hrs

\ Assumed c5 =40%
Pz =107

daw=37  |ho=13per 10°hss
X
Ay

5 Recommended values for calculation in 2004- and
08per 10°hts | 2003 edition. [13], [14]
1.2 per 10° hes

Assumed cp =40%

" The range represents different fypes of fires (smoke/flame)

Note: This example is from 2010 edition, not most recent.

Prz=10°-005 ¥
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What method to choose?

* Reliability models are —e
probabilistic and give i |
estimates about the e e
uncertainty of future events | T

« No use to have a more ) —E:O_I Raetlt
complex model than what can R e
be supported by data e T 1 e -

« Should be aware of the o pres—

Monte Carlo simulation

Impacts of assumptions made —

B =
"reliability analysis”
-

* Important to be able to judge Nl
realism in the results

Source: ISO TR 12489
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Some clever statements..

* «All models are wrong, some are useful»
[George E.P. Box]

« «ltis better to be approximately right,
than exactly wrong»
[John Maynard Keynes]
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All efforts made in design, construction, and installation
does not guarantee the required SIS performance:
e Assumptions from design may be compromised
SIS in * More failures are experienced in operation than
operation what initial failure rates suggest
* New failures are introduced due to lack of adequate
procedures for maintenance, testing,
inhibits/overrides, ...
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SIS follow-up

 Aneed to regularly and
systematically analyze reported
failures (per facility)

 Use reported failures to update
failure rates

 Recalculate new test intervals

- Evaluate practical considerations
before changing

* Procedure adapted by GL 070.
Used by most Norwegian oil
companies.
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ABSTRACT

This report includes guidelines for follow-up of Safety Instrumented Systems in the operating phase
The following main aspects are covered:

* A description of relevant SIS follow-up activities

* Planning and execution of these activities

¢ Establishing performance indicators and target values
* Failure reporting and classification

o Calculating updated failure rates

*  Procedure for updating the length of the test intervals

The report summarises results from one of the activities of the PDS-BIP project “Management and
Jollow-up of SIS integrity”. This user imitiated research project is sponsored by the Norwegian
Research Council and the PDS forum participants

https://www.sintef.no/globalassets/project/pds/report

s/pds-report-sis follow up guideline final v01.pdf
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SIL follow-up highlighs

Establish integrity indicators and targets Step 1: Analyze integrity performance Step 2: Evaluate functional test interval

" Integrity performance

indicator: Count the number of DU failures (x) B o * e
Measure of the experienced x Caleulate u;e confidence
safety integrity of a el for ; ‘ ‘
component Xz - L {
¥
In our cass: # reported DU x
—] =
®  Integrity target value: rox ; [— 1 o Gotostep 2
X, = =u-t-Apyy, " Go S Thange FT
Measure of the acceplable o X L - ooy 12 34  Obsenation interval? (qualitative ives
number of safety critical L_ﬁ Period fyrs) rules)
failures for a defined
population of components, - - - No
X, £X <)z : .
We have selected a = 70% Prix, X sxy)2a P —
No change.  Change
(5 SINTEF Toshnalogy asd Sociesy ESREL2008 ©....: . 13 SINTEF Tachnalogy sed Susssy ESREL 2008 ol o %) SINTEF techua oy BNTNU ESREL2008 ...... 1

-
Eva\uale data | ——o—8 | ypdated
:‘p‘ ‘ failure
jata. rates

e e Updating of failure rates based on either maximum
likelihood function or Bayesian update.
* Special rules for doubling/halving of test intervals

|:‘> Combined Aoy
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Summing up

Introduction to safety-instrumented systems (SIS):
— Whatis a SIS & SIS vs SIF
— Key attributes: fail-safe, hardware fault tolerance

« SIS applications in the oil and gas industry:
— F&G, ESD, PSD, HIPPS

« Standards and guidelines:
— IEC 61508, IEC 61511, IEC 61508 vs IEC 61511, GL 070, NORSOK

* Implications of SIL requirements on SIS design
— Architectural constraints
—  Systematic capability
— Methods for quantifying PFD/PFH, including PDS method

« Implications of SIL requirements in operation:
— Systematic and regular classification of failures
— Reassess functional test interval

Mary Ann Lundteigen (mary.a.lundteigen@ntnu.no) — Project 111 — Beijing 10-15 June 2019



Questions?

Mary Ann Lundteigen
Professor

Department of Mechanical and Industrial Engineering*
(¥*Department of Engineering Cybernetics from 1.6.2019)
Norwegian University of Science and Technology (NTNU)
7491 Trondheim, Norway

Tel: +47 930 59 365

mailto:mary.a.lundteigen(@ntnu.no
http://www.ntnu.edu/employees/mary.a.lundteigen
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