Demonstrating safety of
novel subsea technologies
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Objective of Safety 4.0

Enable and accelerate up-take of novel subsea solutions by
developing a framework for standardized demonstration of safety

This will be done through developing a new risk-qualification framework
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Key project data

e Schedule: 2018-2021 (3.5 years)

* Budget: 19 MNOK (9 MNOK from the NRC, PETROMAKS2)
e PSA: Observer

* Funding one PhD (NTNU) and one postdoc (UiS)
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(One of the) starting point(s)

SUBPRO
* SFI SUBPRO (www.ntnu.edu/subpro) initiated a
postdoc project on new control and safety
philosophy 1Jor subsea
(lead by Professor Mary Ann Lundteigen)
* Many requirements subsea are inherited from 2D e Aok S TPRe) —_—
tOpSIde SFI SUBPRO (Subsea Production and Processing) N—
* Topside philosophy subsea may create additional ot = ( I
complexity | 7 S
* Risk picture different subsea than topside i‘)
* Evident that SFI SUBPRO could not alone solve = ey
this issue nfevos AN Lundteigen k% SUBPRO
* Urgent need for efficient approaches to qualify > 0 s e O — -
new subsea solutions for sa%ty systems (e.g. all *
electric) — highlighted at many national

conferences and in dialogue with industry

* DNV-GL, one of the partners of SFI SUBPRO,
initiated a new joint industry project in 2018 with
many of the SFI SUBPRO partners + others


http://www.ntnu.edu/subpro
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Specific challenges identified for Safety 4.0

e Cost-pressure and demanding operational
conditions call for radical and innovative
production and processing solutions

* While the Norwegian regulations encourage
innovation, existing safety standards used by the
industry restrict the envelope of solutions and
may impose excessive costs

* All-electric and digital technologies are
challenging existing safety philosophies but also
provides new opportunities for risk management



Safety demonstration — traditional approach
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Safety demonstration — new elements
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Power
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Cameron XT (picture source: Oil & Gas Journal)

* Requirements (for instance for independence) make implementation of innovative solutions difficult or expensive
* NORSOK standards and the 070 guideline referred to by regulations require de-energize to safe solutions and prescribes “spring return ”

* The new solutions offer much better diagnostics, but introduce different failure modes — requiring novel way of demonstrating safety.



Use case 2: Integrated control and safety 3
for selected protective functions

Physical separation and
independence Integration
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* Requirements for subsea processing technology are largely based on topside requirements
* Are alternatives to use of SIL to demonstrate high quality of the control system providing equipment protection?

 Separation and independence of process and safety control system is a key safety principle applied in the industry
* Can designs with shared controllers or shared sensors be acceptable?



Use case 3: APl 17V approach to subsea

safety barriers

Concept/technology:

* Pipeline fully rated from Xmas tree
to receiving facility

* Onboard valves (including SSIV)
main safety barriers

* At least 5 km from receiving facility
to first subsea manifold

Use case focus:

* Evaluate implications for SIL-
requirements for subsea Xmas trees
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As defined in 1.1 and Figure 1, the boarding valve acts as a barrier between the subsea and topsides systems. The
integrity of the boarding valve serves as the foundation of the protection concepts. It protects the topsides facility if an
event occurs in the subsea system. Subsea systems are designed to be fully rated to shut-in tubing pressure (SITP).
If the system is not fully rated (e.g. introduction of a HIPPS system), additional protection concepts are required as
described herein.

a) An underwaler safety valve (USV), SCSSV, and boarding shutdown valve (BSDV) are required as a minimum for
all subsea production systems.



Example of tasks

(2.1)

Path to safety demonstration

Overview

Subsea hazards and challenges

(2.2)

Regulatory requirements and
intent subsea (2.2)

A

A 4

Risk assessment principles (technical notes)

Assessing safety from a systemic and life-
cycle perspective (2.2)

Uncertainty-based risk (2.3)

4

Safety philosophy and design principles (technical notes)

System design
principles and SIL
allocation (2.4)

New fail-safe
principles (2.4)

Independence (2.4)

Distributed vs.
centralised safety
functions (2.4)

Hardware vs. software
dependence (2.4)

A

A 4

Guidelines

Generic/standardized
structured argument
for safety (2.1)

Assessing subsea risk
and setting functional
requirements (2.2)

Structured argument
for risk assessment
quality (2.3)

Method for analysing
system safety (2.4)

Condition monitoring
and diagnostics (2.5)

WP 3 - Tests & demo.
(Use cases)

UC1:
All-electric
safety systems
(3.2)

UC2:
Integration of
process control
and safety
(3.2)

UC3:
Efficient use of
sensors and
data analytics
(3.3)

A

Modular safety demonstration framework (2.1)




Examples of research in Safety 4.0

 Example 1:
Regulatory review of intent vs all-electric
(independence & fail-safe)

* Example 2:
Approach for comparing different solutions

 Example 3:
Topic of PhD project



Example 1: Regulatory review of intent

* Ptil regulations (including guidance) has the aim of being goal-
oriented

* However, some requirements (in guidance or referenced standards)
give preference to technical solutions.

* This might be a hindrance for introducing new technologies that rely
on other principles for functional safety.

* See example next slide on independence and fail-safe.



Example 2: Approach for comparing
different designs

* A new technical solution may not necessarily be compared 1:1 with
an existing solution (example: hydraulic actuation of valves vs all-

electric)

* Each solution may have their own strength and weaknesses

* A starting point may be to compare solutions with a generalized
(functional, solution independent) description of the function



Example 2: Step 1 — Application of FAST

* FAST diagrams where :

developed for:

1. Hydraulic with spring

2. Technology neutral

3. All-Electric with spring

4. All-Electric without speciic
spring

Generali-
zation

Specificit
(by asking:

FAST: Function analysis
system technique —

implementation
specific

_>

hydraulics with spring

spring

Solution 1 Solution n Solution n+1 Solution 1 \ Solution n \Solution 1 \Solution n




Example 2: Step 2 — Application of FHA

Frovide
1 Generic Failure Modes — Drive Motor Electrical Initiate ESD
) Energy
2. Failure causes | |
| |
3. Local effects not considering mitigations. | |
4. End effect not considering mitigations supply Command
. . . Control Motor Electrical |
5. Diagnostics that can be used to monitor status before Energy close
failure occurs.

6. Detection mechanisms that can be used when failure

has occurred. . )
Generic failure modes

/. Mitigating measures. 1. No output/control action not provided or not followed.

8. Follow-up issues. Late output/late control action provided.

9. Other comments. Output/control action provided too early or out of sequence.

Output/control action stops too soon or is applied too long.

LA

Wrong output/wrong control action provided.
FHA: Functional hazards analysis



Example 3: Scope of PhD project

* Focus is on researching suitable methods
for demonstrating functional safety of
novel technologies

* Focus is on analysis of integrated control

and safety (protective) functions PhD candidate: Nanda Zikruallah

(Master in RAMS from NTNU
Previous experience with Yokogawa)



PhD project: Current status

Othebr dC;(CUmentS Review Safe design Extraction Safety standard
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SCM: Subsea Control Module
SEM: Subsea Electronic Module
PCS: Process Control System
PSD: Process Shutdown

2018/19: Identify and evaluate safe
design principles

LA Comparison Study of Systemic Hazard Analysis Capability for Safety
Requirement Generation

Nanda A. Zikrullah & Mary A. Lundteigen
Department of Mechanical and Industrial Engineering
Norwegian University of Science and Technology
(NTNU)

Trondheim, Norway.
nanda a zikrullah@ntnu no, mary.a lundteigen@ntiu.no

Meine J.P van der Meulen
Group Technology and Research
DNV GL
Hevik, Norway
Meine.van.der. meulen. @dnvel.com

2019/20:

Gunleiv Skofteland

P Technology Automati
rocess ZCEZZiZ‘gD::«’ uton on Un der
Rotyoll Trondheim, Norway, d /
gusk@equinor.no eve opm ent

HyungJu Kim
Department of Maritime Operations
University of South-Eastern Norway (USN)
Borre, Norway
hyungju kim@usn no

Research new methods to derive safety requirements
Research dependency levels and classifications
Research methods on modeling of systems with dependencies



Main outputs from Safety 4.0

Guidelines and tools for demonstrating safety for use cases
* subsea all-electric systems
* integration of process control and safety
* monitoring and diagnostics

Modular safety demonstration framework
» facilitating reuse of safety arguments
* addressing safety from a systemic and life-cycle perspective, and
* practical application of PSA’s uncertainty-based risk definition

PhD on Functional Safety

Post Doc on knowledge-based methods for risk-informed safety
demonstration

Educational course
Text book

Two-stage rocket illustrating Safety 4.0 results

Guidelines and examples
for what needs to be
done on a project-by-
project basis

Common basis,

i.e. genericrisk picture
description, argument
structures



QUESTIONS?
Main contact DNV-GL: Tore.Myhrvold@dnvgl.com

At NTNU: mary.a.Lundteigen@ntnu.no
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