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Abstract

Safety instrumented systems are installed to detect hazards and mitigate their
consequences. Several international standards give requirements and guidance on
how to design, operate and maintain such systems. Two relevant standards for safety
instrumented systems in the process industry are the IEC 61508 and the IEC 61511.
The two standards propose requirements related to how hardware architecture may
be configured, also referred to as architectural constraints. The main objectives in
this paper are to clarify the application of these requirements, discuss some of the
related ambiguities, and propose ways to improve the requirements.
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1. Introduction

Safety instrumented systems (SIS) are used in many industrial processes to reduce the
consequences of process demands on humans, the environment and material assets.
Process demands may be hazardous events like, e.g., overpressure and gas leakage,
requiring a response by the SIS. One important aspect of SIS is the ability to perform
its intended safety functions upon demand. Measures are therefore required to obtain
reliable design and implementation of SIS hardware and software.

International standards have been developed to ensure that the SIS is designed,
implemented and operated according to the specified needs. The focus in this paper is
on SIS applications in the process industry, and here the IEC 61508 [1] and the IEC
61511 [2] have been widely accepted. Both standards give lifecycle requirements for
the SIS. IEC 61508 is a generic standard, and is often used by vendors when
developing new products. IEC 61511 is a sector specific standard for the process
industry based on the same concepts as IEC 61508, and focusing on the integration of
certified or proven-in-use hardware and software components. Both standards use the
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term safety integrity as an expression for the ability of the SIS to perform its intended
safety functions.

IEC 61508 and IEC 61511 split the safety integrity into two parts; hardware safety
integrity and systematic safety integrity. Both parts are important to ensure reliable
design and implementation of hardware and software. Hardware safety integrity is
related to random hardware failures, while systematic safety integrity is related to
systematic failures. The safety integrity is split into four discrete safety integrity
levels (SIL), SIL1 to SIL4. SIL4 is the level with the most stringent requirements. To
fulfill a specified SIL, the SIL requirements related to hardware safety integrity as
well as systematic safety integrity must be met.

The hardware safety integrity requirements comprise two different aspects of SIS
reliability; 1) the quantified evidence that the safety function is able to meet the
reliability target and 2) the necessary constraints on the system architecture that
ensure sufficient fault tolerance. The latter is often referred to as architectural
constraints. In this context, constraints are a set of requirements that limits the
designers’ freedom on how the hardware may be configured.

Several papers discuss the application of IEC 61508 and IEC 61511 [3-12], but few
papers cover the architectural constraints in a broad perspective. Several guidelines
and reports on the application of IEC 61508 and IEC 61511 are available on the
Internet. One such example is the OLF-070 guideline developed by the Norwegian
Oil Industry Association [13]. The papers and guidelines address various aspects of
how the IEC 61508 and IEC 61511 requirements should be adopted. The standards
are not prescriptive, which gives room for different interpretations, and hence opens
up for new methods, approaches and technology. If inadequate methods and
technology are selected, they may produce solutions that are not sufficiently safe.
Rouvroye and van den Blick [14] and Rouvroye and Brombacher [15] compare
different qualitative and quantitative safety analysis techniques and show that they
may lead to different results. They conclude that more research is required to assess
which technique is most suited in different situations. Van Beurden and Van
Beurden-Amkreutz [16] compare the IEC 61508 and the IEC 61511 requirements on
architectural constraints, and discuss that, e.g., the standards have different definitions
of proven-in-use components. Goble [17, 18] discusses several aspects of
architectural constraints, e.g., the rationale of relating safe failure fraction (SFF) to
architectural constraints and how different assumptions and estimation techniques
may lead to different estimates of failure rates.

This paper focuses on the requirements related to architectural constraints. The
objectives are to clarify the application of these requirements, discuss some of the
related ambiguities, and propose improvements and areas of further research.

The paper is organized as follows; Section 2 discusses basic concepts related to
hardware safety integrity. Section 3 gives a brief description of the quantitative part
of hardware safety integrity, and a more detailed presentation of the requirements
related to the architectural constraints. A four-step procedure is proposed to clarify
the necessary analytical steps that determine the required hardware architecture.
Section 4 discusses the ambiguities related to architectural constraints, and section 5
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proposes some related improvements. Section 6 gives some final remarks, proposed
improvements and conclusions.

2. Basic Concepts

In this section the basic concepts related to architectural constraints are discussed and
clarified.

2.1 Safety instrumented function versus safety instrumented system

A safety instrumented function (SIF) is used to describe the safety functions
implemented by instrumented technology. The SIS is the physical system
implementing one or more SIFs. The SIF may be considered as a barrier function,
while the SIS may be considered as a barrier system [19]. The SIF usually performs
the following actions or subfunctions; detect process demands, decide what to do and
act in order to bring the process back to a safe state. The configurations of physical
components used to implement the subfunctions may be referred to as subsystems.
The subsystems may comprise input elements like sensors, push buttons and
switches, logic solvers like programmable electronic solvers (PLC) or hardwired
logic solvers, and final elements like valves, solenoids and circuit breakers. The
relationship between a SIF and a SIS is illustrated in Figure 1.
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Figure 1. SIS versus SIF
The SIL requirements are allocated to a specific SIF. To assess the hardware safety

integrity, it is therefore necessary to analyze the configurations of the hardware
architecture that realizes the SIF.

2.2 Failure classification
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Failures may be classified in many different ways [20, 21]. They may be classified
according to their causes or according to their effects. IEC 61508 and IEC 61511 use
both approaches. Failures classified according to their causes may be referred to as
either random hardware failures or systematic failures. Failures classified according
to their effects may be referred to as safe or dangerous failures. The four types of
failures are in IEC 61508 and IEC 61511 described as follows:

e Random hardware failures: Failures occurring in random time resulting from a
variety of degradation mechanisms in the hardware. Usually, only degradation
mechanisms arising from conditions within the design envelope (natural
conditions) are considered as random hardware failures. A constant rate of
occurrence of such failures (ROCOF) is usually assumed.

e Systematic failures: Failures related in a deterministic way to a certain cause,
which can only be eliminated by a modification of the design, manufacturing
process, operational procedures, documentation or other relevant factors. Design
faults and maintenance procedure deficiencies are examples of causes that may
lead to systematic failures.

e Safe failures: Failures that do not prevent the SIS from performing its intended
safety functions. The immediate consequences of safe failures are typically
spurious trips or false alarms. However, restoration of a safe failure may in some
situations be hazardous.

e Dangerous failures: Failures that prevent the SIS from performing its intended
function upon a demand.

Safe and dangerous failures may be split into two subcategories, detected and
undetected. According to IEC 61508 and IEC 61511, detected failures are failures
that are revealed by online (self) diagnostics. Undetected failures are only revealed
during periodic proofs tests (often referred to as functional tests).

2.3 Safe failure fraction and hardware fault tolerance

The safe failure fraction (SFF) and the hardware fault tolerance are two important
parameters related to architectural constraint. The SFF is a parameter that gives the
fraction of failure rates considered as “safe” versus the total failure rates. In this
context, “safe” failures comprise safe failures and dangerous failures detected by
diagnostics. The dangerous detected failures are considered “safe” as it is assumed
immediate follow-up and repair. It is also assumed that compensating measures are
implemented to ensure that the level of safety integrity is maintained during this
period. A compensating measure may be degraded operation of the SIS, which means
that the SIS changes the voting of redundant channels to reflect that one component is
not operational. The SIS may for example degrade a configuration voted 2003 to a
loo2 upon a dangerous detected failure. Here, a KooN configuration is a
configuration where K out of N channels (or redundant components) must function in
order to perform the safety function.
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Another interpretation of SFF is that it gives the fraction of failures not leading to a
dangerous failure of the safety function [22]. The SFF is calculated from the
following equation:

SFF = 245+ 2 Ao 245 + 2 Aoo .
IR 3/ YA I T M

where Y Ag is the sum of safe failure rates (detected as well as undetected), > App is
the sum of dangerous detected failure rates, ) Apy is the sum of dangerous undetected
failure rates, , and the ) Aty is the sum of all failure rates. The application of the SFF
is further discussed in sections 3.2 and 4.

Fault tolerance is according to IEC 61508 defined as the “ability of a functional unit
to continue to perform a required function in the presence of faults or errors”. The
hardware fault tolerance measures the number of faults tolerated before the safety
function is affected. To model the architecture, a reliability block diagram may be
used. A 1002 and a 2003 system have a hardware fault tolerance equal to 1 while a
1003 system has a hardware fault tolerance of 2.

3. Hardware Safety Integrity

Some main quantitative and qualitative requirements to hardware safety integrity are
listed in Table 1. The requirements are found in part 2 of IEC 61508 [23]. A brief
summary of the requirements is also given by Smith and Simpson [24]. The
requirements are used to determine or verify the hardware safety integrity level of the
hardware architecture. The hardware safety integrity level corresponds to the lowest
SIL obtained from using the qualitative and quantitative requirements.

Table 1: Hardware safety integrity requirements [23]

Quantitative The probability of failure of safety functions due to random hardware failures shall be
requirements | estimated so that:

The probability of failure of each safety function shall be equal or less than the target
value
o The estimation should take into account the following:

- Hardware architecture (configuration)

- Dangerous detected and undetected failures

-  Susceptibility with respect to common cause failures utilizing plant specific

beta-factor

- Diagnostic coverage of the diagnostic test intervals

- Repair times for detected failures

- Proof'test intervals (periodic functional tests)

-  The probability of undetected failure of any data communication process

Qualitative Architectural constraints shall be identified. The architectural constraints limit the
requirements | achievable SIL based on hardware fault tolerance and safe failure fraction (SFF) of
the subsystem.
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In the following sections, the applications of these requirements are elaborated in
more detail.

3.1 Quantitative requirements

IEC 61508 and IEC 61511 distinguish between a SIS operating in a low demand
mode and in a high demand (continuous) mode. A demand is a process deviation that
must be handled by the SIS. Low demand mode means that the SIS experiences a low
frequency of demands, typically less than once per year. If more frequent demands
are expected, typically several times a year, the SIS is operating in a high or
continuous mode. The probability of SIF failure due to random hardware failures in
the low demand mode is often quantified as the probability of failure on demand
(PFD). It is often the average PFD within a proof test interval, and not the time
dependant PFD that is being used. In the high demand mode, any dangerous
undetected failure is likely to cause SIF failure. Hence, for SIS operating in the high
or continuous mode it is often the frequency of dangerous failures to perform the SIF
(per hour) that is calculated.

A range of PFD values is allocated to each SIL. However, it is the calculated
probability of a SIF failure that should be compared to the initial risk reduction target,
and not any other PFD value within the range of the corresponding SIL. This issue is
also emphasized by Smith and Simpson [24].

The reliability calculations must consider all requirements addressed in Table 1. IEC
61508 proposes to use the standard B-factor model for modeling common cause
failures (CCFs), while IEC 61511 lists a number of alternative approaches. The [-
factor model is discussed, e.g., in Rausand and Heyland [20]. A CCF is a multiple
failure affecting several or all of the redundant channels, potentially leading to failure
of the safety function. A channel means here a single component or a group of
components that independently perform a subfunction. In redundant systems, the
contribution from CCFs is often the dominant part compared to the contribution from
single failures.

The petroleum industry in Norway often apply an extended version of the standard [3-
factor model, referred to as the PDS method [13, 25]. The PDS method calculates the
effect of CCFs between 2 or more redundant channels in KooN configurations [26,
27], and incorporates the effect on PFD from degraded operation and potential
failures introduced during testing. The PDS method also describes how the
contribution from systematic failures may be added. In the PDS method handbook it
is argued that random hardware failures only represent a limited fraction of the actual
experienced failures, and that systematic failures should be included to better predict
the real performance of the SIS.

IEC 61508 states that the mean time to restoration for a given component should be
calculated by adding the diagnostic test interval and the (mean) repair time of
detectable failures. The diagnostic test interval may be omitted if the diagnostic tests
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are run close to continuously. If the diagnostic tests are run less frequently, it is
important to also assess the effect of the diagnostic test interval.

3.2 Qualitative requirements

The qualitative requirements comprise measures necessary to determine the
architectural constraints. There are two approaches to how these requirements are
applied; they may be applied to specify the required architecture or applied to verify
if a given architecture corresponds to a specified SIL.

The rationale for introducing architectural constraints is to “achieve a sufficiently
robust architecture, taking into account the level of subsystem complexity” (IEC
61508 and IEC 61511). The statement may imply a low confidence in how
complexity is captured in reliability calculations, since the requirements related to
architectural constraints limit the achievable SIL regardless of the quantified result.
There are several reasons why the quantified reliability may be uncertain:

Only random hardware failures are included in the calculations

Failure modes may have been omitted due to misinterpretations

Only the average PFD within the proof test interval is usually calculated
The failure data used for quantification are uncertain

The contribution from software failures is usually not considered

Some of these limitations may be overcome by using more exact reliability
calculation models, but it is not possible to remove all uncertainty like i.e. uncertainty
in failure rates. It may therefore seem reasonable to have some qualitative measures
that may ensure sufficient fault tolerance.

Per subsystem: |
Per subsystem: |
Per subsystem: Determine
Assess and hardware Determine the
classify each fault tolerance achievable SIL
component c EL of 5TF
O) ©
Calculate SFF Determine the
for each achievabla SIL
| Lcomporent @) | of subsystem °
Merging
rules

Figure 2. Four-step procedure to determine the architectural constraints

To determine the architectural constraints of a SIF, it is necessary to carry out the
following analytical steps:

1)  Assess and classify the subsystem components
2)  Calculate the SFF for each component
3)  Determine the achievable SIL of the subsystem
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4)  Determine the achievable SIL of the SIF

The four steps, referred to as the four-step procedure, are illustrated in Figure 2. The
first three steps determine the architectural constraints for each subsystem. The forth
step comprises a set of merging rules used to obtain the overall architectural
constraints of the SIS components used to implement the SIF.

In the following, a more detailed description of the necessary steps is given.

Step 1: Assess and classify the subsystem components

IEC 61508 and IEC 61511 require that the subsystem components are assessed and
classified. The objective is to assess the complexity of the component and thereby the
uncertainty associated with the components’ behavior. IEC 61508 uses a rather
generic classification where components are classified as type A or type B. Type A
components are characterized by well defined failure modes, completely determined
behavior and sufficiently documented performance by field experience data.
Sufficiently documented performance means to fulfill the IEC 61508 requirements for
proven-in-use. Valves and solenoids are often considered as type A components.
Type B components do not meet one or more of these requirements. Components
having application software are often considered as type B.

IEC 61511 uses a more industry specific and straightforward classification, and
defines programmable electronic logic solvers as one class and sensors, final elements
and non-programmable electronic logic solvers as another class. The latter group is
considered to have less complexity. The IEC 61511 classification may be used if the
components are considered as proven-in-use by this standard. To be considered
proven-in-use by IEC 61511, it is required to document evidence of prior
performance in safety or non-safety applications. The proven-in-use requirements are
further discussed by Van Beurden and Van Beurden-Amkreutz [16], who highlight
the fact that IEC 61508 has straighter requirements to proven-in-use than IEC 61511.

Step 2: Calculate the SFF

The SFF must be determined for the components of the subsystem using equation (1).
IEC 61508 and IEC 61511 assume similar components in redundant configurations;
hence each subsystem is associated with one SFF value. In case the redundant
components are dissimilar, it may be necessary to treat the components as
independent subsystems.

One important issue when calculating the SFF is how the failures are classified. The
distinction between dangerous detected and undetected failure rates seems to be
ambiguous, an issue which is further discussed in section 4. At present, it is possible
to increase the SFF by increasing the safe failure rates. However, this approach is
probably not intended by the standards, and may not imply a good engineering
practice.

The OLF-070 guideline lists generic SFF values for typical components used in the
petroleum industry. The data have been derived from the PDS data handbook [28]
that contains generic failure data mainly based on the offshore reliability database
OREDA [29, 30]. Vendors may also provide failure rates for their components.
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Regardless of data source selected, it is important to ensure that the data are valid and
suitable for the application.

Step 3: Determine the achievable SIL of the subsystem

To determine the achievable SIL of a subsystem, it is first necessary to determine the
hardware fault tolerance. The hardware fault tolerance is found by assessing the
voting of the hardware architecture, as explained in section 2.3. Step 3 is repeated
until all subsystems implementing the SIF have been covered.

The relationship between the achievable SIL, the hardware fault tolerance of a
subsystem and the SFF is given by the hardware fault tolerance tables in IEC 61508
and IEC 61511. There are two tables in each standard, one table for each class of
components, see Table 2. The two tables in IEC 61511 have been transformed so that
they have a similar setup as the tables in IEC 61508. Note that the table uses the
following abbreviations: Hardware fault tolerance (HFT), sensor (S), final element
(FE) and programmable electronic logic solver (PE LS).

Table 2: Hardware fault tolerance tables in IEC61508 and IEC 61511

IEC61508 IEC 61511

SFF Type A Type B S, FE, non-PE LS PE LS

IHFT 0 1 2 0 1 2 0| 1] 2 0 1 2
<60% SIL1 SIL2 SIL3 | - SIL1 | SIL2 | Not relevant - SIL1 SIL2
60- SIL2 SIL3 SIL4 | SIL1 | SIL2 | SIL3 | SIL1 | SIL2 | SIL3 | SIL1 | SIL2 SIL3
90%

90- SIL3 SIL4 SIL4 | SIL2 | SIL3 | SIL4 | Notrelevant SIL2 | SIL3 Note'
99%

>0000 SIL3 SIL4 SIL4 | SIL3 | SIL4 | SIL4 | Notrelevant SIL2 | SIL3 Note'

As seen from Table 2, there are differences between how IEC 61508 and IEC 61511
relate the hardware fault tolerance to SFF and SIL. This issue is also discussed by
Van Beurden and Van Beurden-Amkreutz [16]:

o IEC 61511 does not treat SIL 4 systems

o [EC 61511 does not give extra credit for SFF above 99%

o In IEC 61511, the class of sensors, final elements and non-programmable
electronic solvers is independent of SFF. The hardware fault tolerance versus
SIL corresponds to a SFF of 60-90%.

o The IEC 61511 allows a reduction in the hardware fault tolerance by 1 for IE,
FE and non-PE LS if certain conditions are met. Without this rule, the IEC
61511 would in most cases require more hardware fault tolerance than if using
the IEC 61508 classification.

Step 4: Determine the achievable SIL of the SIF
Once the achievable SIL has been obtained for each subsystem, the next step is to
develop the achievable SIL of the SIF.

"IEC 61511 does not relate hardware fault tolerance and SFF to SIL4 systems. For SIL4 systems it is
necessary to comply with the requirements in IEC 61508.
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IEC 61508 proposes a set of merging rules to be used to determine the achievable SIL
of the SIF. The merging rules are rather simple; the achievable SIL for subsystems in
series is restricted by the subsystem having the lowest SIL, while the achievable SIL
for subsystems in parallel is equal to the subsystem having the highest SIL plus one
level. The assessment of the subsystems is repeated until the overall achievable SIL
by architecture is obtained. The merging rules demonstrate that lower SIL
components may be used to satisfy the needs for a higher SIL function.

4. Ambiguity and uncertainty of architectural constraints

As previously discussed, the architectural constraints have been introduced to ensure
a sufficiently robust architecture. A fundamental question to ask is why these
requirements are needed. Another question is whether the requirements may be
interpreted differently in a way that may lead to different results.

Quantitative risk and reliability assessments are based on the belief that reliability
may be estimated and that the result has some valuable meaning for decision makers.
However, such assessments are always based on various assumptions. The gap
between a reliability model with its assumptions and the real world determines the
uncertainty of the quantified result. Some potential sources of uncertainty are
discussed in section 3.2. When the complexity of the system increases, one may
expect that the uncertainty in the quantified result also increases. The principle of
introducing architectural constraints may be seen as a precautionary principle [31]; if
we have insufficient evidence that the safety is good enough, additional measures
should be introduced. However, it is not evident if the requirements related to
architectural constraints are able to capture complexity in a better way than existing
quantitative approaches.

A closer look at the requirements related to architectural constraints, indicate that
they open up for different interpretation that may lead to different architecture. The
parameter that seems to be the most ambiguous is the SFF. The uncertainty related to
classification of components seems to be associated how to comply with the IEC
61508 requirements for proven-in-use. The definition of hardware fault tolerance is
rather straight forward, and the uncertainty seems to be related to how well the real
SIS configurations have been captured in the architecture model (reliability block
diagram).

There are at least three factors that may lead to different results when calculating the
SFF. The first factor is the vague distinction between diagnostic testing and proof
testing. The main uncertainty seems to be related to whether the length of the test
interval should influence if the test is classified as a diagnostic test or a proof test.
Today, the standards refer to diagnostic testing as online testing as well as automated
tests performed continuously or periodically. It seems not clear if “automated or not”
or “online or not” is the key issue? Ali and Goble [32] have proposed partial stroke
testing as a means to increase the SFF, without discussing any requirements to the
diagnostic test interval. Would a partial stroke testing every week versus every two
months influence how we classify the test? IEC 61508 and IEC 61511 require that the
diagnostic test interval shall be taken into account through the mean time to

10
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restoration when calculating the PFD, but it is not clear from the paper by Ali and
Goble that this has been done.

A second factor is that the SFF may be increased by increasing the number of safe
failures. At present, there is no restriction in the IEC 61508 and IEC 61511 on what to
consider as safe failures as long as they are not dangerous. This means that non-
essential features having no meaning for the safety function may be added as a means
to increase the SFF. This is probably not the intention, and the PDS method has
therefore proposed an alternative SFF where non-essential (non-critical) failure rates
are excluded from the safe failure rates.

A third factor is that vendors may calculate failure rates using different assumptions.
This means that failure rates stated by different vendors may not be comparable, an
issue that has been discussed by Goble [33]. SFF may therefore not be a parameter
which is suitable for comparison between different components.

5. Potential improvement of SFF

From the discussions on the ambiguity and uncertainty of architectural constraints, it
seems clear that the SFF is the main parameter to question. The first question is
whether or not the parameter is important at all. One perspective is to consider
hardware fault tolerance as a configuration issue only, where frequency of how often
the component fail or do not fail is irrelevant. In this case the SFF would be
superfluous. Another perspective is to consider the diagnostics as important, and
credit configurations of components with high diagnostic capabilities more than those
with poor diagnostics. This approach seems to be in line with current intention in the
IEC 61508 and IEC 61511. At present, more research is required to decide which
alternative that is the best.

To clarify the application of SFF, the standards should define more precisely the
requirements related to diagnostic test intervals, and give some guidance to when a
test should be classified as a diagnostic test and when to classify it as a proof test. It
should also be emphasized that only safe failures affecting the SIF (such as spurious
trips or alarms) should be included in the calculation of the SFF. The latter proposal is
in line with the PDS method.

An alternative approach is to replace the SFF by a new parameter. The new
parameter, called diagnostic failure fraction (DFF), is really a modification of the SFF
that gives some new features. The DFF is defined as:

_ZADD _ Z/lDD
S e TS At S e+ S ey ?)

From equation (2), it is evident that the DFF only credits improvement of the
components’ diagnostics (increasing the DFF), while any increase in safe or

11
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dangerous undetected failures is punished (decreasing the DFF). An increase in the
dangerous detected failure rate often means a corresponding decrease in the
dangerous undetected failure rates. It may be desirable to disfavor safe failures since
spurious trips or false alarms may have negative long term effects due to wear,
hazardous situations during restoration and reduced confidence in alarms. It should be
noted that the range of the DFF is different than the present range of SFF, and the
hardware fault tolerance tables would need to be recalibrated.

6. Discussions and Conclusions

The HSI requirements have been discussed, and various aspects of the requirements
related to the architectural constraints have been elaborated. A procedure that clarifies
necessary analytical steps to determine architectural constraints has been proposed.

The discussion on the fundamental question “are the requirements related to
architectural constraints really needed?” has not been solved, and requires further
research and discussions. One approach could be to assess some typical
implementations of SIFs, and evaluate in more detail how the various complexity
issues are captured by the quantitative and qualitative methods.

It has been shown that SFF is a parameter that may need further clarification. It has
also been discussed if the SFF should be replaced by a new parameter, DFF. Further
research is required to determine if such a modification would be advantageous.

It is not always evident how requirements should be clarified or improved.
Stephenson and McDermid [34] demonstrate an analytical approach for how
requirements may be rewritten in a way that removes unwanted ambiguities. First, the
various uncertainty elements of the existing requirements are identified, then the
various interpretation of the requirements are tested adding necessary assumptions,
and last the insight obtained is used to rewrite the requirements. Such a process may
demonstrate necessary guidance and clarifications for future updates of the IEC
61508 and IEC 61511.

12
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