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2. Some  concepts  &  definitions
3. HSI  requirements (overview)
4. Architectural  constraints (AC)

– 4 step procedure

5. Robustness  of  AC
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1. Objective

To answer the following questions:

• What is HSI?
• Why do we need to consider 

architectural constraints (AC)?
• What are some of the limitations (AC)?
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2. But first; Some concepts and 
definitions

• IEC 61511 versus IEC 61508

IEC 61508 - generic IEC 61511 – sector 
specific for the process 
industry
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2. Concepts and definitions
Hardware architecture:
– E/E/PES versus SIS versus SIF
– System versus subsystem

Subsystems

SIS

++ additional components
(not shown as part of SIF)
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2. Concepts and definitions

• Failure classification
– By cause
– By effect

Random 
hardware failure

Systematic failure

Safe

Dangerous

Cause Effect

CCFs
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2. Concepts and definitions
• Safety integrity:

“Probability of a safety-related system satisfactorily performing the 
required safety function  under all the stated conditions within a 
stated period of time” (IEC 61508-4)

• Systematic safety integrity:
Part of the safety integrity related to handling systematic failures

• Hardware safety integrity:
Part of the safety integrity related to handling random hardware
failures

• Software safety integrity:
Part of the safety integrity related to handling software failures
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2. Concepts and definitions
• Four discrete Safety integrity levels (SILs)
• SILs may be fulfilled by:

– Qualitative measures and/or quantitative measures

HSI
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3. HSI requirements
• Objective: 

Identify the achievable SIL taking into 
account the contribution from random 
hardware failures
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3. HSI requirements
…by:
• Quantifying the effect of random hardware 

failures (quantitative part “PFD”))
• Identifying the architectural constraints (AC) 

(qualitative part)
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3. HSI requirements
Where are the requirements set?
• Phase 5:

– Safety requirement allocation

When to apply the requirements:
• Phase 9 & 12

– Design specification
– Verification

• Phase 14 & 15:
– Performance monitoring
– Modifications
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3. HSI requirements
Quantitative part:

Quantify the probability of failure to perform its 
intended safety function under all stated 
conditions
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3. HSI requirements

• Architecture (configuration)
• Dangerous detected 

failures
• Dangerous undetected 

failures
• CCFs
• Diagnostic coverage &

diagnostic test intervals

• Proof test intervals
• Repair times for 

detected failures
• Contribution from 

undetected failures in 
communication 
processes

Quantitative part: Reliability calculations shall 
address:
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3. HSI requirements
…but:
• Only random hardware failures are taken 

into account
• The reliability model may not capture all 

relevant operation modes
• Quantification technique itself may have 

some constraints
• Failure data may be uncertain
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3. HIS requirements

• …so:
– To what degree can we trust the quantified 

result?
– How can we compensate for this 

uncertainty?



16

Department of Production and Quality Engineering

3. HIS requirements

• …so:
– To what degree can we trust the quantified 

reliability?
– How can we compensate for this uncertainty?

Measures to avoid 
& control systematic 
faults

Architectural 
constraints (AC)

IEC 61508/
IEC 61511
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3. HSI requirements

Architectural constraints:
• “The architectural constraints have been 

included in order to achieve a sufficient 
robust architecture, taking into account the 
level of subsystem complexity.”
(IEC 61508-2)
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3. HSI requirements

Hardware safety integrity level –
Achievable SIL taking into 
account both AC and “PFD”

HSIL
AC

PFD
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4. Architectural constraints

Requirements

• Identify achievable SILPer
System

• Identify HFT
• Identify achievable SIL

Per
Subsystem

• Classify components (step 1)
• Calculate safe failure fraction (SFF) (step 2)

Per
Component

(step 3)

(step 4)
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4. Architectural constraints

Requirements

System

Assessing the fault tolerance of the 
configuration

Subsystem

Assessing the inherent fault toleranceComponent

Which means…:



21

Department of Production and Quality Engineering

Per subsystem:

4. Architectural constraints

Assess and 
classify each
component

Calculate SFF 
for each 
component

Determine
hardware
fault tolerance

Determine the 
achievable SIL
of subsystem

1

2

3

Determine the
achievable SIL
of SIF

4

Merging 
rules
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4. Architectural constraints
Step 1 – Classify each component

• IEC 61508:
As type A or type B

• IEC 61511:
Programmable electronic (PE) 
logic solver (LS) or
non-PE LS/sensors/final elements
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4. Architectural constraints
Step 1 – Classify each component
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4. Architectural constraints

Step 2 – Calculate the SFF of each component

• Safe failure fraction (SFF) is a measure of the 
components inherent fault tolerance (considering safe 
failure effects and self-diagnostics)

• SFF = 90% => 90% of all failure modes are either 
safe or detected by component diagnostics
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4. Architectural constraints
• Step 3: Identify hardware fault tolerance (HFT) 

per subsystem
a) Review how the 
components are configured!

HFT = # faults 
tolerated before 
affecting the safety 
function
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4. Architectural constraints

1oo3, 2oo3 or 3oo3? 1oo2, 2oo2 1oo2, 2oo2?
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4. Architectural constraints

SFF,HFT

SFF,HFT

SFF,HFT

b) Look up achievable SIL 
for each subsystem in HFT 
tables using SFF,HFT
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4. Architectural constraints
• Step 3: Identify hardware fault tolerance 

(HFT) per subsystem

“SIL+1” under
certain conditions
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4. Architectural constraints
• Step 4: Identify achievable SIL of the 

system

Subsystem

Subsystem

Parallel - > HFT increased by 1

Achievable SIL = Highest SIL +1

Subsystem Subsystem Achievable SIL = Lowest SIL

Merging rules:
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4. Architectural constraints

….but:
• Architectural constraints not always welcomed

PSD
node

If the single PSD node has a λDU = 0.5E-6, SIL 3 may be 
obtained (quantitatively) using proof test interval equal 
every three months.

But SIL 3 is only obtainable if SFF>99%. SFF >99% means 
that λDU must be less than 1/100 of λTot, regardless of 
the value of λDU.

?
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5. Robustness of AC

• But; How robust are the AC 
requirements?

PSD
node

Configuration
(HFT)

SFF

Classification
of components
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5. Robustness of AC

Classification of components:
• Uncertainty in classification (mainly relevant for 

IEC 61508; type A or type B)
– What is well known behavior? 

(what is sufficient documented evidence 
based on proven in use, prior use)

– Have all failure modes been captured?



33

Department of Production and Quality Engineering

5. Robustness of AC

SFF:
• Uncertainty in input data:

– Correct classification of failure modes (S, DU, DD)?:
• Irrelevant functionality may be added to increase 

SFF (S)
• Different perception of what to consider at 

diagnostics (DU versus DD)
– What estimation technique has been utilized for failure 

data
– Are the assumptions made for the estimation valid for 

the application in question?
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5. Robustness of AC

Hardware fault tolerance:
• Does the configured model (often the reliability model) 

reflect the real system?
– Complexity may prevent correct understanding of 

actual configuration
– Have all relevant components been included 

(Dangerous failure modes)?
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6. Conclusions
• What are the HSI requirements?

– Quantitative requirements
– Qualitative requirements (architectural constraints)
– 4-step procedure to identify AC

• Why do we need to consider AC?
– Ensure sufficiently robust architecture
– Compensate for potential uncertainty in reliability 

calculations

• What are some of the limitations?
– Uncertainty in estimation of SFF
– Uncertainty in configuration (reliability) model
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Questions?
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4. Architectural constraints

• Example

ESD
node

Solenoid ESD 
node

PSD
node

Solenoid

Solenoid

Solenoid

DHSV

WV

MV

SFF: 60-90%
1oo3

SIL4

SFF: 60-90%
1oo3
SIL4

SIL2

SIL2 SIL2

SIL2

SIL2

SIL3

SIL2
or SIL3
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Architectural
constraints

Quantified 
reliability

Hardware 
safety 
integrity

Classification
of failure 
modes SFF

HFT

Classification
of

components

Architecture
of SIS 

performing
the function

Inherent
complexity

Documented
performance

(proven in use)
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Detect Decide Act

PLC

PLC

Field FieldBetween field terminals

Input 
elements Logic solver Final elements

SIF

SIS


