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Objectives of presentation

The objective of this presentation is to present a new procedure
Content that:

Background

R 0 Uses plant specific data to monitor the SIS performance

monitoring

Performance

indicators 0 Have quantitative and qualitative guidelines on when to
evipioGedine change the functional test intervals

Case studies

Discussion and
conclusion

This presentation builds on the article “A new approach for
follow-up of safety instrumented systems in the oil and gas

industry” by Stein Hauge and Mary Ann Lundteigen, presented at
the ESREL 2008 conference.
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What a SIS?

0 A safety instrumented system (SIS) is an instrumented

system ! used to implement one or more safety
instrumented functions (SIFs). (IEC 61511, 2003)

0 A SIS comprises any combination of sensors, logic solvers,
and final elements.

-------------------------------------------------

SIS
o r 0
C SIF

PE logic
unit

24

Sensors Final elements

In. - : :
An instrumented system is a system where at least one component is based on
electrical, electronic or programmable electronic technology.
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SIS requirements

SrErdE A SIS installed on an oil and gas installation is subject to a
Back d :

T a— number or requirements, for example:

Performance 4 SIS requirements )
monitoring - N

_Per_forma nce PSA regulations

indicators |

New procedure Uk l Management l Design l

Case studies

Activity
regulations

Management
regulations

Facility
regulations

Discussion and
conclusion

§42,46

§2,18 §7

Which refer to:

(00 F

Company
NORSOK  |EC61508 IEC61511 OLF070 SO 10418 1SO 14224  Z-016 specific
l(S—OO1,I-OO1) requirements
\_ J

D Lifecycle requirements D Design requirements D Data collection & analysis

PSA:Petroleum Safety Authority Norway
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IEC requirements follow lifecycle structure

SEC IEC 61508 and IEC 61511 require that SIS design and operation

Background : .
- follow certain steps:

Requirements

Performance

monitoring Perform hazards and risk

— — — » analysis

Performance Specification
indicators & allocation

Establish functional safety &

New procedure SIL requirements

Case studies

Discussion and

conclusion SIS design & — — — — » Select, build, and install SIS
implementation Reliability analysis

Operate and maintain

Modifications SIS operation _ _ _ _ » Functional testing
& maintenance . .
Data collection and analysis
Performance monitoring
Management of change
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PSA requires performance monitoring

Dverview According to PSA management regulation, §18, it is required to?:
Background

SIS : . : L.

o (a) Monitor and control technical, operational, and organizational
Performance aspects

monitoring

Performance (a) Produce monitoring parameters, indicators and statistics
indicators

New procedure (a) Carry out and follow-up analysis during various phases of the
Case studies activities

Discussion and

conclusion (a) Generate generic data bases

(a) Take corrective and preventive actions, including
improvement of systems and equipment

Requirements shall be set with regard to the quality and the
validity of the data, based on the relevant user needs.

Text in bold indicates what is covered by the new procedure
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IEC standards state what to focus on

0 SIS performance comprises two elements; functional safety
requirements and safety integrity requirements

0 These requirements are linked to functions rather than
components or systems

0

IEC61508 [EC61511  OLF070

Functional focus
Functional safety requirements Safety integrity requirements
Safe versus Safety integrity level (SIL)
dangerous failures™ ~ _ AN
Sa Sa

Probability of failure
on demand (PFD)
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Key aspects of performance monitoring

Overview

Performance monitoring of SIS comprises two elements:
Background

Performance (1) Verify the functional requirements

monitoring

ettt 0 Requires that failure modes are defined and classified

Performance

e 0 Requires that all activations are recorded

New procedure

Case studies (1) Verify the SIL requirements

Discussion and
conclusion

O Verify that the required PFD is met

0 Verify that procedures, tools, and work practices avoid,
reveal and act upon systematic failures (including
software failures)
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Relevant terminology

Overview

Desired performance

Background

Specification SIL :
Performance 8? I . . Required PFD
monitoring allocation requirement

Key aspects

Terminology

Performance
indicators

Predicted performance

SIS design &
implementation

A

> Genericdata ———— BTG ITE N30

New procedure

Case studies

Discussion and
conclusion

Estimated performance

SIS operation . Plantspecific =~ > 3T
& maintenance ot BN Estimated PFD
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Selection of performance indicator

We suggest that we distinguish between:

0 Integrity performance indicator’: Performance indicator that
is directly or indirectly linked to the required PFD of a SIF

O Integrity target value: An upper or lower limit that the
integrity indicator may take before the required PFD is
exceeded

3Indicator: A measurable/operational variable that can be used to describe the condition of a
broader phenomenon or aspect of reality (@ien, 2001)
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Selection of integrity performance indicator

O For any koon configuration®,

n (1= B)Apyur)» Kt
PFD =~ 1
n—k+1 n—k-+ 2 (1)
BApuT
+ 2

Note: For n =1, then 3 = 0.

O If Apu - 7 is kept unchanged, then the PFD is unchanged®

Parameters Description

ADU The rate of dangerous undetected failures

TRT The function test interval

I6] The fraction of common cause failures
(among all dangerous failures)

koon k out of n components must function for the

SIF to be successfully performed

4Standard beta-factor model. The PDS method suggests configuration factors for CCFs for koon
configurations, where > 2

5Assuming that 3 is unchanged
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Selection of integrity performance indicator

We may derive an integrity performance indicator from the DU failure
rate (for a given population of similar/identical components):

[0 Given the generic failure rate Apy, we may calculate the mean
number E(X) of failures during an observation time ¢ for a
population of n components:

E(X)=n-t Aby (2)

0 With E(X) as basis, we may derive the integrity target values

0 We apply the principles of (counts) control charts

[0 We define the upper and lower action limit, so that
Pr(zy < X <zp) > «

[0 The number of recorded DU failures x is used as an integrity
performance indicator
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Selection of integrity performance indicators

Specification
& allocation

SIS design &
implementation

SIS operation
& maintenance

September 17, 2008

Desired performance

SIL
requirement

Required PFD

Predicted performance

—— Genericdata ——— [JECIEEC R ED)

Integrity target values

Upper action limit

Lower action limit

DE

|, Plant specific

Estimated performance

. .
Estimated PFD

data

Integrity performance indicator

@ Recorded number of
DU failures
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[]

For monitoring purposes, we suggest the use of (counts) control charts:

We start with an xg, corresponding to our integrity target value,
E(X), i.e., >\DU : tn

We define the lower and upper action limit, corresponding to
performance indicator targets, so that Pr(xp, < X < xpg) > 0.70

If x < x1,, we may claim that the safety integrity so good that
we can consider increasing the functional test interval (step 2)

If £ > xy, we must consider reducing the functional test
intervals, and also initiate additional means to reduce the
occurence of failures (step 2)

As long as z1, < x < xy, we consider the safety integrity as
adequate and in accordance with the required SIL.
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lllustration - fixed observation time
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“

Step 2 o
|
|
1

Number of failures
®
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conclusion Observation period
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Step 1: Analyze the SIS integrity performance

Means to reduce the (future) number of failures may include:

[]

[]

Modification of SIS

Improvement of operation and maintenance procedures,
tools, and practices

Additional training of personnel

Improvement of software modification procedures and work
practices
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This step comprises two sub-steps:

(a) Perform a quantitative analysis to determine if the

functional test interval can be changed

0 We do not rely on the new failure rate estimate alone

0 We also calculate the associated 90% confidence

interval

(a) Perform a qualitative analysis for to determine if the
functional test interval should be changed

We argue for a conservative approach for changing the functional

test intervals.
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Step 2a: Perform quantitative analysis

Overview Quantitative evaluation:
Background
Performance (i) Estimate a new DU failure rate, Apy, based on the number of
o _
EE— recorded DU failures:
Performance
indicators A €T
New procedure )\DU - n-t (3)
Step 1
Case studies R
Discussion and (i) Establish a 90% confidence interval for A\py:
conclusion
1 1
o 20.95,2x o 20.05,2(z+1) (4)
mn mn

where 29,952, and zp 05 2(s+1) denote the upper 95% and 5%
percentiles of the x?-distribution with 2z and 2(z + 1) degrees of
fredom.

(i) Apply the rules for changing functional test intervals
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Step 2a: Rules for changing functional test intervals

Overview

N (I) If Apuy < $Apu AND the entire 90% interval of Apy is
Performance below Apy, then the functional test interval can be

monitoring .
considered doubled

Performance
indicators

(1) If Apu > 22pu AND the entire 90% interval of \py is

New procedure

ep above \py, then the functional test interval should be
halved

Case studies
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Consider doubling the interval Consider halving the interval
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Step 2b: Perform qualitative analysis

Qualitative evaluation (checklist) should be performed to analyze
the effects of modified functional test interval:

<

(1)

(1)

\\(1)

Quality and confidence in the col-
lected data

Relevance of collected data (new
type versus old type equipment)

Quality of testing (versus initial
assumptions)

(Number of operational hours)

(5)
(6)

(7)
(8)

Type of failures experienced \

The benefit and practicalities of
changing the test intervals

Vendor recommendations

Secondary effects of the func-

tional test intervals

The result of the qualitative analysis may be that an adjustment
of the functional test interval is not recommended.
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Case study 1

-

N

Component:
Failure rate A\pyj:

Number of components:

Observation period:

Number of DU failures found:
Number of DU failures tolerated

Smoke detectors
0.8E-6 failure/hours
800

2 years

2

11 (11.2)

~

/

Graphical result illustration

0.0E+00

2.0E-07

4.0E-07 6.0E-07

8.0I.E-07 1.0E-06 1.2E-06 1.4E-06

1.6E-06

1.8E-06

¢ Original LambdaDU
X 1/2* LambdaDU

New LambdaDU (*) —&— 90% interval
X 2*LambdaDU —»—70% interval

= The functional test interval may be halved.
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Case study 6

How is the function test interval affected by the number of failure
and the observation time?

Overview

Background Failure rate Apy;: 1.0E-6 failure/hours
Number of components: 800

Performance

monitoring

Performance
indicators
4 )
New procedure
4 . Increase functional test interval
Case studies 200 :: |:| No change
Casel 190 - . Reduce functional test interval
180 —— Mean number of failures
170 4 )
Discussion and 160 Ay, =1E-6 failure/hour
conclusion 150 n =800
140 90% confidence limit
-—?: 130 \ )
5 120+
E 110
g: 100
E 90 | | o
3 80 |-
S
2 60 -
5
g 50 +
§ 40 -
BT
0T il
o7 e
0 -+
1 2 3 4 5 6 7 8

Observation time (years)
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Positive features

Dy Positive features of new procedure
Background
Performance 0 In accordance with the IEC 61508 and the IEC 61511

monitoring

requirements

Performance
indicators

New procedure

0 Provides quantitative and qualitative guidance on when and

Case studies

Seenecon =i how to adjust the functional test intervals

conclusion

Cons . .

Further Research 0 Performance indicator on the component level and

independent of how often the components are tested
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Constraints and challenges

Overview (Some of the) constraints and challenges are:

Background

s 0 The new procedure is more suited for large populations than
monitoring

Performance Sma”

indicators

New procedure

c . 0 For small populations, it may be necessary to include data
ase studies
Discussion and from other similar plants (or alternatively, consider prior
conclusion . .

information)

Pros

Cons

Further Research

0 Does not discuss how to take account of failures of which
causes are permanently removed

0 Perhaps the procedure reduces the functional test intervals
“too late” (?)
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Areas of further research

[0 The procedure should be tested out on plants (ongoing activities)

[0 Evaluate if the procedure is too conservative in one “direction” or
the other. Testing of hypotheses?

[0 Try to integrate the “best of” from the strategy proposed by
Prof. Jgrn Vatn®, and this strategy:

Allow more refinement than doubling and halving
Give more credit to recent failures than earlier failures

Give credit to prior knowledge

O o O o

Give credit where failure causes have been permanently
removed

6Paper by J. Vatn in See also Proceedings of the 30th ESReDA Seminar Hosted
by SINTEF Trondheim Norway June 7-8,2006, page 173-184 or in appendix F in
OLF 070 guideline on the application of IEC 61508 and IEC 61511.
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