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New solution: System to Secure Work Area
• Software based system that includes an application for smartphones
• Complex system, which consists of a large number of different components and interacting 

entities, processes, and agents
• Includes human controllers and automatic controllers, and the relationship between them

29.08.2018 NSS/SafeT Seminar
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Functions in the New Solution

29.08.2018 NSS/SafeT Seminar

New system solution
 Potentially new 
hazards and risks
associated with the 
application
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Master thesis objective
Propose and demonstrate an approach for using Systems-
Theoretic Process Analysis (STPA) for hazards identification 
in a workshop context using secure function as case 
study.

• Preparation
• Execution
• Analysis of results, including comparison with methods 

like FMECA and HAZOP
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Hazards identification

• SafeT has tested three different methods:
– HAZOP
– FMECA
– SysML

• STPA is a rather new method that has:
– Gained increased attention, as a complement or 

replacement of existing hazards identification methods
– Specially developed for control-intensive and software 

intensive systems
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Short about STPA
What:
A hazard identification technique based on control and systems theory, where the 
underlying assumption is that systemic faults occur when safety constraints are violated.

Keywords:
• Top-down approach & suitable for use from early stage of a design
• Focuses on:

– Identifying unsafe control actions (UCA) in the interactions between system elements
– Formulating safety constraints (boundaries and conditions not to be violated)
– Formulation of safety requirements and safety measures

• Literature often documents results of rather extensive (and resource demanding) 
analyses

• Few examples for how an STPA can be adjusted to a “Workshop setting”
29.08.2018 NSS/SafeT Seminar
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Terminologies

29.08.2018 NSS/SafeT Seminar
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STPA steps

• Control loop • Responsibilities
• Input/process model
• Guidewords29.08.2018 NSS/SafeT Seminar

• Scenarios
• Causes
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Control Loop
Used to examine the control loop and its parts
• Identifies responsibilities (control actions) 

and information used (process model)
• What are conditions for unsafe control?
• What are the effects? (scenarios)
Motivation: Find new unsafe control actions 
(UCAs), potentially not covered by other 
methods

Guide words (generic modes):
1. An action is not provided
2. An action is provided, but not followed
3. An unsafe action is provided
4. An action is provided too early
5. An action is provided too late
6. An action is provided in wrong sequence
7. An action is stopped too soon
8. An action is applied too long

Example action: Open door

29.08.2018 NSS/SafeT Seminar
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STPA Framework (for workshop “context”)

29.08.2018 NSS/SafeT Seminar

Based on:
• HAZOP framework
• FMEA framework
• Guidance and practice 

for  workshops 
• STPA theory (including 

STPA-sec)
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STPA Framework: As planned in advance of 
workshop

29.08.2018 NSS/SafeT Seminar
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STPA Framework: As planned in advance of workshop

29.08.2018 NSS/SafeT Seminar
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STPA Framework: As planned in advance of Workshop

29.08.2018 NSS/SafeT Seminar

Step Description

Post work/follow-up

8 Identify safety/security requirements:
• Formulate safety/security requirements for each UCA
• Refine safety/security requirements

9 Suggest improvements:
• Direct feedback from participants
• Survey
• Update control loop
• Other comments

10 Report the analysis:
• Prepare the report from the analysis
• Summarize both the process and the results in an STPA report

Workshop: Scope was restricted to Secure function only
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Part of preparation: Control Loop

29.08.2018 NSS/SafeT Seminar
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Preparation: Definition of Responsibilities
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Preparation: Supporting illustrations
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Preparation: Bane NOR’s TOP events

29.08.2018 NSS/SafeT Seminar



18

Preparation: Adjusted control loop

29.08.2018 NSS/SafeT Seminar



19 29.08.2018 NSS/SafeT Seminar

Guidewords:
1. Not provided
2. Provided, but not 

followed
3. Provided with 

unsafe 
consequences

4. Provided too early
5. Provided too late
6. Provided in wrong 

sequence/at 
wrong step in 
procedure

7. Provided too long
8. Provided too short

Execution: “Loop-by-loop”



Execution: loop by loop review
Role Responsibility 

(task, control 
action)

Scenarios (based on guide”words”) Input Potential unsafe
control action?

Mitigation? Remaining
unsafe 
control 
actions

SG* Call TD (to 
request block)

MSG does not call TD
MSG calls, but TD does not respond
The call results in an unsafe situation
MSG calls to early
MSG calls to late
MSG hangs up too soon
MSG keeps the line too long

Block status 
(from TD)

SG hangs up too 
early, and does not 
get confirmation of 
block status

SG makes the call 
before arriving at 
work place

Support
system 
checks status 
of blocking 
and confirms 
release
….

…….

SG* Scan WA MSG does not scan WA
MSG makes the scan, but scan not 
registered
The scanning results in an unsafe 
situation
MSG scans the wrong WA
MSG scans the WA too early
MSG scans the WA too late
MSG scans the WA at the wrong time 
(e.g. before TD is on the line)

Scan status
(from app)

SG* Secure WA …. Secure status 
(from app)

29.08.2018 NSS/SafeT Seminar
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Execution: Observation form

29.08.2018 NSS/SafeT Seminar

Role Corporation/
Expert

Responsibility
(control 
action)

Scenario Input UCA Mitigation/safety
measures 
(planned/ 
implemented)

Remaining 
UCA

SG Bane NOR 
(technical 
experts): BN

Safetec (experts 
on hazard 
identification and 
risk analysis): ST

IFE (experts on 
STPA and hazard 
identification): 
IFE

Call TD SG does not 
call TD

SG calls, TD 
does not 
respond

Call results 
in unsafe 
situation

SG calls too 
early

SG calls too 
late

SG hangs up 
too soon

Block 
status 
(from 
TD)

SG hangs up 
too early, and 
does not get 
confirmation 
of block 
status (BN)

SG makes 
the call 
before 
arriving at the 
WA (IFE)

Support system 
checks status of 
blocking and 
confirms release 
(BN)

…
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Workshop Results

29.08.2018 NSS/SafeT Seminar

• A total of 45 UCAs identified
• A total of 8 remained as UCAs after considering existing and planned safety barriers

ID UCA Already existing
safety measure

Planned safety measure 
(from Bane NOR/experts)

Remaining UCA

1 SG does not call 
TD

TD is in a «deadlock», 
and no securing or 
blocking is possible until 
the call is made

2 SG makes the call 
before arriving at 
the WA

1. SG makes the call 
before arriving at the 
WA

3 SG loses data 
connection when 
talking to TD

It is not possible to continue 
to the next step in the 
«secure» process until the 
connection is re-established
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STPA versus HAZOP/FMECA

29.08.2018 NSS/SafeT Seminar

Input:
• Results from previously arranged HAZOP/FMECA 

workshops used (SYSML report was not yet available)
Alignment of terminology:
• UCA (STPA) ≡ hazard (HAZOP) ≡ 1 failure mode (FMECA)
Analysis:
• “hazards” (HAZOP) and “failure modes” (FMECA) where

compared to UCAs
• Only secure function was subject to comparison
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Example of results

29.08.2018 NSS/SafeT Seminar

• 4 hazards identified in the HAZOP, «equivalent» to 9 UCAs identified in the STPA
• 1 unique hazard identified in the HAZOP  Many more in the STPA
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Results STPA vs. FMEA for “Secure” Function

29.08.2018 NSS/SafeT Seminar

• 8 failure modes identified in the FMEA, equivalent to 14 UCAs identified in the STPA
• 1 unique failure mode identified in the FMEA  Several unique UCAs found in STPA
• Could seem that UCAs were at a more detailed level than failure modes/hazards
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Some challenges with the comparison

29.08.2018 NSS/SafeT Seminar

• Different terms and definitions: failure mode/hazard/UCA
• Different level of detail in the descriptions
• In the STPA workshop, the already handled UCAs were taken out 

of the list 
• STPA performed later in the SafeT project (compared to 

HAZOP/FMECA)
• Some STPA members had participated in the HAZOP/FMECA
• STPA/FMECA analyzed «secure» function only, HAZOP analyzed 

all functions



27

Final Framework for Practical Implementation and Facilitation of STPA

29.08.2018 NSS/SafeT Seminar

= Added to the
planned framework
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Final Framework for Practical Implementation and Facilitation of STPA

29.08.2018 NSS/SafeT Seminar
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Step Description Input Output

Planning/preparation phase

1 Define purpose of the analysis:
• Define objectives
• System description
• Set system boundary

• Defined objectives
• Defined goals
• System boundary

2 Choose a balanced STPA team:
• Establish a deliberately balanced STPA team
• Choose a facilitator

• Study team
• Facilitator
• Project plan

3 Describe the system with a control structure/control loop:
1. Identify model elements and each model element’s 

responsibilities
2. Identify control relationships and control actions
3. Develop process model description
4. Identify process model variables (PMV) and process model 

variable values
5. Identify feedback providing PMV values
6. Check functional control structure model for completeness

• Information/
documentation on      
the system

• Control loop
• Responsibilities/

control actions
• Process models
• Feedback loops

4 Provide necessary documentation:
• Prepare information on the system, the case study, and the 

method that will be applied
• Prepare an illustration that shows the system operation
• Prepare a control loop suitable for the workshop context
• Prepare a presentation for the workshop
• Make a list of necessary guide words

• Data sources
• Experience data

• System description 
and operation

• List of guide words
• Presentation

29.08.2018 NSS/SafeT Seminar
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Step Description Input Output

5 Identify system-level accidents, system-level hazards, 
system-level safety constraints, and system-level 
security constraints:
• Identify system-level accidents and system-level hazards
• Identify system-level safety constraints
• Identify system-level security constraints

• Experience data
• Bane NOR TOP 

events

• List of UCAs 
(safety/security) for 
each control action

• List of remaining 
UCAs (safety/security)

Execution phase

6 Identify unsafe/unsecure control actions:
• Carry out system breakdown-analyze for each loop
• Use guide words for each control action to identify 

unsafe control actions
• Use guide words for each control action to identify 

unsecure control actions
• Structure the answers in an observation form
• Refine UCAs by considering already existing safety 

barriers

• Experience data
• SLH
• Control loop
• Control actions
• Process models
• List of guide words
• List of safety/security 

barriers
• Expert judgment

• List of UCAs 
(safety/security) for 
each control action

• List of remaining 
UCAs (safety/security)

7 Identify dangerous scenarios and causal factors:
• Identify dangerous scenarios by guide words
• Identify causal factor for each scenario
• Summarize results- what is critical?

• Experience data
• Control loop
• Control actions
• UCA 

(safety/security)
• Process models
• List of guide words
• Expert judgment

• List of dangerous 
scenarios

• List of causal factors 
for each scenario

NSS/SafeT Seminar29.08.2018
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Step Description Input Output

Post work/follow-up

8 Identify safety/security requirements:
• Formulate safety/security requirements for each UCA
• Refine safety/security requirements

• Experience data
• UCA 

(safety/security)
• Dangerous 

scenarios
• Causal factor
• Expert judgment

• List of requirements 
for each UCA 
(safety/security)

9 Suggest improvements:
• Direct feedback from participants
• Survey
• Update control loop
• Other comments

• List of UCAs 
(safety/security)

• Control loop
• Feedback
• Expert judgment

• List of relevant 
improvements

• Updated control 
loop

10 Report the analysis:
• Prepare the report from the analysis
• Summarize both the process and the results in an STPA 

report

• List of relevant 
improvements

• Updated control 
loop

• STPA report

29.08.2018 NSS/SafeT Seminar



32

“Success criteria”

29.08.2018 NSS/SafeT Seminar

Results of the STPA in a workshop context will depend on:
• Clarification of goals and objectives
• Composition of the STPA team (experienced/non-

experienced)
• Amount of preparation beforehand
• Facilitation style 
• Knowledge about hazard identification among the 

members
• Team members’ previous participation in workshops 

concerning the same system (STPA before
FMEA/HAZOP or opposite)

• Control loop layout and organization
• Thoroughness of the evaluation process

Example of an STPA team 
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Questions?
• Sunniva Hansen 

(sunniva.hansen1@gmail.com)
• Mary Ann Lundteigen 

(mary.a.lundteigen@ntnu.no) 
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