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@ New solution: System to Secure Work Area

NTNU

»  Software based system that includes an application for smartphones

 Complex system, which consists of a large number of different components and interacting
entities, processes, and agents

* Includes human controllers and automatic controllers, and the relationship between them

o — Yt P9

CTC com Operational Operational
A GEM-R (voioe)—a- - GSMR Ascication (SMS support support staff
computer
Train dispatcher Contrel W‘”
(TD) e — - GSMR Apgication :sus.

Main safety guard
(MSG)

Local safety guard

(LSG)
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Functions in the New Solution

Takeover

rov ; I Resign |Release [Unblock

Login | Block

New system solution
- Potentially new
hazards and risks
associated with the
application

Y

\  ApPpioved .
| Time | |Ovewiew/

Full takeover
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Master thesis objective

Propose and demonstrate an approach for using Systems-
Theoretic Process Analysis (STPA) for hazards identification

in a workshop context using secure function as case
study.

* Preparation
e Execution

* Analysis of results, including comparison with methods
like FMECA and HAZOP



Hazards identification

o SafeT has tested three different methods:
— HAZOP
— FMECA
— SysML

e STPA s a rather new method that has:

— Gained increased attention, as a complement or
replacement of existing hazards identification methods

— Specially developed for control-intensive and software
intensive systems




Short about STPA

What:

A hazard identification technique based on control and systems theory, where the
underlying assumption is that systemic faults occur when safety constraints are violated.

Keywords:
« Top-down approach & suitable for use from early stage of a design

« Focuses on:
— ldentifying unsafe control actions (UCA) in the interactions between system elements
— Formulating safety constraints (boundaries and conditions not to be violated)
— Formulation of safety requirements and safety measures
e Literature often documents results of rather extensive (and resource demanding)
analyses

 Few examples for how an STPA can be adjusted to a “Workshop setting”
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Terminologies

SLA:
System Level Accident An undesired and unplanned event that results in la loss,

(SLA) — "Top events" including a loss of human life or human injury, property damage,
environmental pollution, mission loss, financial loss, etc.

|glll

/ SLH:
v A A system state or set of conditions that together with a
System Level Hazard System Level Hazard worst-case set of environmental conditions, will lead to an
(SLH) (SLH) accident (loss). Bane NOR classifies hazards as failures, errors
or faults in the components, which is classified as causes of a
hazardous event in the STPA, not the state itself.

\Y v Control loop:

Consequences In the control loop, the system is co_nceptuahze_d as a control
Control loop system. It sets the system boundaries and decides the scope of
the analyis, as well as showing the relationship between the
components in the system.

/ I"!.,

% "/ {"-,f

UCA:
Unsafe control actions are incidents where inadequate control
Unisaf Conitrol Bcton UNicale Cotitrol Rction Causes can occur. There are four generic modes of unsafe control.
(UCA) (UCA) Each part of the control loop must be investigated in order to
find how each of the UCAs could possibly occur.

Scenarios

SC:
% % j Safety constraints at the UCA level, scenario level, and safety
constraints related to each causal factor are developed. UCAs

Safety Constraint (SC) Safety Constraint (SC) are usgd together with information on how and why they might
occur in order to formulate safety constraints.
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STPA steps

STPA approach
1 . 2 3 4
u[:e;'g: ;?fhe Model the Identify unsafe | | Identify loss
PP : 9' control structure 9 control actions I scenarios
analysis
System boundary ,'""L"j"‘, ,'""}"'T"",
W T ——— 1 Y 1 1 1
R 1 1 1 1
I ! 1 - 1 1 B 1
; System : . ! -
' ' ' ' ' o
------------ I v : l ! :
1 1 1 1
Envircnment ! ; : :
| 1 | 1
Y ) .
. Control loop . Responsibilities . Scenarios
* Input/processmodel .  Ccauses
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‘a) Control Loop

NTNU

Used to examine the control loop and its parts

* ldentifies responsibilities (control actions)
and information used (process model)

e What are conditions for unsafe control?
 What are the effects? (scenarios)

Motivation: Find new unsafe control actions
(UCASs), potentially not covered by other
methods

Guide words (generic modes):
An action is not provided

Train Door Controller

Responsibilities

=Open and close the
door for passengers
whaen itis safe to do 5o

Process model

o Fully open
Dhoor position E Fully closad
Partially open

) Parson in doorveay

Door state rI'-:l son mod in doorway

Train position [ Aigned with platiorm
pos I:N\.-'I aligned with platform

Tainmotion [357%4

Crther Inputs

- Train motion

- Train position
Emergency Indicator

An action is provided, but not followed

1

2

3. Anunsafe action is provided

4. An action is provided too early

5. An action is provided too late

6. An action is provided in wrong sequence
7. An action is stopped too soon

8.

2

An action is applied too long
9.08.2018

. No emergency
Ll“ er g@“'.'\l' |'— Evacuationr equr é'l
Commands: Fepidback
-Open door, stop opening door - Door position
Close door, stop closing door - Door clear?
Door Door
Actuator Sensors
A

Mechanical force

Physical Door

Example action: Open door

Mechanical position

NSS/SafeT Seminar



@ STPA Framework (for workshop “context”)

NTNU
Based on:
« HAZOP framework

e FMEA framework

« Guidance and practice HAZOP FMEA
framework ®

for workshops

STPA-sec)

29.08.2018

o STPAtheory (including

Traditional hazard analysis methods

framework

Previous

workshops

STPA STPA
framework <::> @ <::>
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SO FA Framework: AS planned in agvance ot
@ workshop

NTNU

Step Description

Planning/preparation phase

1 Define purpose of the analysis:
+ Define objectives

+ System description

+ Set system boundary

2 Choose a balanced STPA team:
+ Establish a deliberately halanced STPA team
* Choose a facilitator

3 Describe the system with a control structure/control loop:

Identify model elements and each model element’s responsibilities

Identify control relationships and control actions

Develop process model description

Identify process model variables (PMV) and process model variable values
Identify feedback providing PMV values

Check functional control structure model for completeness

S

4 Provide necessary documentation:
+ Prepare information on the system, the case study, and the method that will be applied
* Prepare suitable illustrationthat shows the system operation
+ Prepare a control loop suitable for the workshop context
+ Prepare a presentation for the workshop
+ Make a list of necessary guide words

29.08.2018 NSS/SafeT Seminar




STPA Framework: As planned in advance of wpuekshop

Step Description

5 Identify system-level accidents, system-level hazards, system-level saf;
constraints:

+ Identify system-level accidents and system-level hazards

+ Identify system-level safety constraints

+ Identify system-level security constraints

Execution phase

* Use guide words for each control action to identify unsecure control actions
+ Structure the answers in an observation form
+ Refine UCAs by considering already existing safety barriers

6 Identify unsafe/unsecure control actions: ®
+ Carry out system breakdown-analyze for each loop
* Use guide words for each control action to identify unsafe control actions

7 Identify dangerous scenarios and causal factors:
+ Identify dangerous scenarios by guide words
+ Identify causal factor for each scenario

+ Summarize results- what is critical?

29.08.2018
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STPA Framework: As planned in advance of Workshop

Step

Description

Post work/follow-up

8

Identify safety/security requirements:
» Formulate safety/security requirements for each UCA
» Refine safety/security requirements

Suggest improvements:

» Direct feedback from participants
e Survey

» Update control loop

e Other comments

10

Report the analysis:
* Prepare the report from the analysis
»  Summarize both the process and the results in an STPA report

Workshop: Scope was restricted to Secure function only

29.08.2018
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Part of preparation: Control Loop

Data, Data,
NTNU request status
1 J N N -
——— —“ h Clearance to [ 1

I = = unblock
— SuS SoE

—p 1
Status I I ” ' Request 1o secure WA I
confirmed/requested WA ‘
‘--‘L-’ p — _I E:atta,
status

Data,
request

Request to secure
WA

Block command
Secure r —— - -‘ Status WA

Loop 6

’-
1

Secure
command

Status on blocked WA

Command to blockfunblock WA
q L}
SG |1

f- --\ Securefconfirm H
b A

i ! Request

can from SG g

Phone, Phone, Phone,
scan SMS SMS
Scan QR code Confirmation on scanned
(=~ &
Qr |1
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Preparation: Definition of Responsibilities

Roles Responsibilities (“commands/actions”) Input/process model (PM)
Tran . Receive call from SG . Block request (Block/unblock)
dispatcher |« Block WA, and release it for securing . Status WA (Secured/released)
(TD)
Safety . Call TD . Secure request (Accepted/rejected)
guard (SG) |- Scan work area (WA) . Status WA (Blocked/unblocked)
. Secure WA
. Confirm secured WA
App . Ask SG to scan WA . Scan WA (ldentified/not identified)
. Send request to SuS to secure WA . Secure WA (Secure/release)
. Send message to SuS with confirmed WA . Confirm WA (Confirmed/not confirmed)
. Scan code (Scanned/not scanned)
. Status WA (Secured/released)
. Secure permission (Granted/declined)
. Secure confirmation (Secured/not secured)
. Alarm, wrong WA (Emergency/no emergency)
Support | - Ch o -
system |-  Ch{ Roles Responsibilities (“commands/actions™) Input/process model (PM)
(SuS) . Eng
reld Centralized traffic |« Give clearance to unblock WA when securing is Status WA (from SuS)
i ier control (CTC) released (Secured/released/blocked/unblocked)
. cd
. Red Status WA (from TD)
+  Chg (Blocked/unblocked)
. As
QR code . Identify WA SG position (On WA/outside WA)
. Identify SG’s position Status WA (ldentified/not identified)
. Send confirmation to SG
29.08.2018 NSS/SafeT Seminar




O} Preparation: Supporting illustrations

Work area I Secure

Securing a work area, thereby preventing the work area from being unblocked.

1. The safety guard calls the frain dispatcher and keeps the line until the work area
is secured (using the communication as a barrier against hazards caused by
human or technical failures).

The safety guard selects Secure from the application’s main menu.

The application asks the safety guard fo scan the work area code.

The safety guard scans the work area code.

The application sends a message to the support system, with a request to secure

- the work area and put the safety guard in charge.

___________________ 6. The support system checks if the safety guard can secure the work area, which
requires that the work area is not already secured. If the safety guard cannot
secure the work area, the support system sends a message back to the
application, which informs the safety guard that the securing request is rejected,
and explains why.

7. If the safety guard can secure the work area, the support system adds an entry

associating the safety guard to the work area.

The frain dispatcher blocks the work area, and releases it for securing.

The support system checks that the work area is blocked and released for

securing. If the work area is not blocked and released for securing, the support

system sends a message back to the application, which informs the safety guard
that work area cannot be secured, and explains why.

10. The support system sends a confirmation to the applicationthat the work areais
secured, with a request that the safety guard confirms the work area.

11. The application asks the safety guard to scan the work area code.

12. The safety guard scans the work area code.

13. The application sends a message to the support system, with the confirmed work
area.

14. The support system checks that the confirmed work area is identical to the
requested work area_If the work areas are not identical, the suppaort system
sends an alarm to the application and the CTC that the safety guard attempts to
secure wrang work area.

15 If the work areas are identical, the support system ensures that the work area
cannot be unblocked from the CTC before the securing has been released by the
safety guard in charge of the work area, sends a confirmation back to the
application, which informs the safety guard that the given work area has been
secured.

DN

Axel counters

e

Procedure is from “SafeT — Case example on securing work areas” Draft 2017-
10-19 by Terje Sivertsen, BaneMOR
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@ Preparation: Bane NOR’s TOP events

NTNU

Top event (accident)

Covers the following single events

Derailment

Failure in rolling stock, superstructure, slippages, over speed, and
derailment of dangerous goods

Collision train-train

Collision between trains and other rail transport like work machinesetc.

Collision train-object

Collision between trains and various objects on an open stretch and in
tunnels: rockslide, animals, road traffic vehicles, tractors or similar objects
that randomly have ended up on the line (not at a level crossing).

Fire

Fire in trains, fire along the tracks, fire in tunnel equipmentand explosion,
which affect the passengers and train staff.

Passengers injured on platform

Passengers injured when boarding and disembarking straight and curved
platforms, level crossing to platforms in the middle. Also includes events
like passengers falling out through doors while the train is moving and
passengers injured by trains.

People injured in level crossing

Actrain collide into a person or a road traffic vehicle at a level crossing

People injured in and beside the railway
tracks (including “electrical safety”)

Atrain collide into a person along the railway track, in contact with high
voltage

29.08.2018
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Preparation: Adjusted control loop

Input/iPM:
Data, s"t;u wa | Secured
e e e status J = E Not secured |- - - | Respensibilities, CTC:
1 System boundary Loop 4:
L]

- Give clearance lo unblock WA when

Responsibilities, Sus: ‘ -~ R LA TR
Loop 4: - o —
- Check if SG can secure WA (if nat Support system Loop 5 = e L
already secured) i system
- Check if WA is blocked and released for securing Iy H F g H
- Ensure WA cannot be unblocked before securing '
is released InputiPM: "¢ d [ Data,
Loop 5: ata, Status WA R:;::;:ed T status
- Accept of reject request from App lo secure WA equest Blocked 1
= Send confirmation to App that WA is secured Unhloé.ked :
- Request SG to confirm Wa 3
- Check that confirmed WA = requested Wa
- Associate SG to WA -
T Input/PM: Input/PM:
' mpams wa, | Secured g | Block | Sl:lus wa, | Blocked
' Raleased g Unblocked
InpuuPM: Secured ] A
Status Wi Released 1
! 3 InputiPM: [~ s
Secure permission | Granted l= Secure ]
B Declined ‘;_ Smartphane | oo e i
Secure confrmation | Secured E Secure Scan .
Mot secured =
Alarm, wrang WA I A& Status WA Confirmed Responsibilities, TD:
rgency i Not confirmed Loep 1:
Mo emergency ¥ [ s ive call, SG
1 E D Loop 3:
' - - Block WA, and release it for securing
i InputlPM:  [ganiified y N
! Sean WA | not identified b h
] T -
i Secure WA Secure InputiPmM:
H | Release §' Block request [3:?::;“
: Confirm WA [" - onfirmed -
Responsibilities, app: ENecconinted Phone, — T
Loop 2: @ sG:
- Ask SG to scan WA h Y Loop 1:
Loop 5: - Call TD
- Send request 1o Sus o secure WA Loop 2 Loop 2:
- Send message o SuS with confirmed WA . :ecu’;‘:‘é\w
T - Scan e
- e H —————————— - Confirm the selected WA
Input/iPM: On WA o
5G pasition L = Input/PM:
Outside WA g InputiPM: = o ed Secure request [Ac?cm“‘
Status WA | Identified o Seancode | Lot scanned paclac
Mot identitied
Phone,
v k scan
Responsibilities, QR code:
Loap 3: QR
- Identify WA, ode
- Identify SG's position =
- Send confirmation to 5G
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Execution: “Loop-by-loop”

Data, '""“‘fM: Secured
NTNU Guidewords: Sy oy @ B - - - s,
Not provided Responaimies, Sus: ' 2 Y g L

LA

oop 4 EEe
1 = Check if 5G can secure WA (if not k=1 rt 1 Loop 5 cTC interiocking

P I'OVIded y b Ut nOt already secured) ! | A l "—-—| 4'—'—. system
- Check it WA is blocked and released for i w _;“

- Ensure WA cannot be unblocked before securi A )
fo”owed is released 2 Data INPUUPM: [Cgoiiag : @
3 Q Loop &: LA Status WA T :
Provi d ed W|th - ::cpept of reject request from App to secure WA . Eg;"':z" ' Status
- Send confirmation (o App that WA is secured Unblocked 1
unsafe - Request SG to confinm WA 1
= Check that confirmed WA = requested WA
- Associate SG to WA . .
. request : i
consequences ; q A % [Foac] “§ BRI [
3 Input/PM: A Released S 'y Unbilocked
Provided too early Status WA Reloased ;
1
: 5 ission | Granted InputPM: [~ ]
Provided too late S gl = whone | Reicase !
. . Secure confirmation [s“umd 3 ecure | Scan !
Provided in wrong niaem, wrongwa, =t secured ¥ S AN TR
g [E dhothopllins | Net confirmed Loap 1:
Sequence/ at Aty ' r - Receive call, SG
[ Loop 3:
1 3 - TD - Block WA, and release it for securing
wrong step in ; T e l :
. SEanWA |:Nm identified L
p roced ure i Secure WA [:Ef:"'e = :;llgcu:fPM: [Ellack
. ' elease request
. unblock
Provided too long ; (o) (oo [oarmss L B
M Not confirmed
s Responsibilities, app: Phone, 1
Provided too short Loz | | V| e
= Asl scan 3
Loop 5: | ‘ T - call TD
- Send request to SuS o secure WA App I Loop 2 ] SG Loop 2:
- Send message to SuS with confirmed WA I - - :acur;:n
. T e Sl |» ————————— B e e W
"s::.wwil;=n |:°" WA o, InputiPM:
POsoN| & rside WA =3 InputtPM: =o S [Acoemed (Fhane)
Status WA [Idsmiliad E Scan code [Nm Rejected SMS
Mot identified
Phone,
Responsibilities, QR code: v \_scan
Loop 3: R
= Identify WA Q d
- Identify SG's pasition code

- Send confirmation to SG
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@ Execution: loop by loop review

NTNU Responsibility | Scenarios (based on guide”words”) Potential unsafe Mitigation? Remaining

(task, control control action? unsafe
action) control
actions
SG* Call TD (to MSG does not call TD Block status SG hangs up too Support ...
request block) MSG calls, but TD does not respond (from TD) early, and does not system
The call results in an unsafe situation get confirmation of checks status
MSG calls to early block status of blocking
MSG calls to late and confirms
MSG hangs up too soon SG makes the call release
MSG keeps the line too long before arriving at
work place
SG* Scan WA MSG does not scan WA Scan status
MSG makes the scan, but scan not (from app)
registered
The scanning results in an unsafe
situation
MSG scans the wrong WA
MSG scans the WA too early

MSG scans the WA too late
MSG scans the WA at the wrong time
(e.g. before TD is on the line)

SG* Secure WA Secure status

(from app)
29.08.2018 NSS/SafeT Seminar



Execution: Observation form

Role | Corporation/ Responsibility | Scenario Input UCA Mitigation/safety | Remaining
Expert (control measures UCA
action) (planned/
implemented)
SG Bane NOR Call TD SG does not | Block SG hangs up | Support system
(technical call TD status | too early, and | checks status of
experts): BN (from does not get blocking and
SGcalls, TD | TD) confirmation confirms release
Safetec (experts does not of block (BN)
on hazard respond status (BN)
identification and
risk analysis): ST Call results SG makes
in unsafe the call
IFE (experts on situation before
STPA and hazard arriving at the
identification): SG calls too WA (IFE)
IFE early
SG calls too
late
SG hangs up
too soon
29.08.2018 NSS/SafeT Seminar




@ Workshop Results

NTNU

* Atotal of 45 UCAs identified
» Atotal of 8 remained as UCAs after considering existing and planned safety barriers

ID | UCA

Already existing
safety measure

Planned safety measure
(from Bane NOR/experts)

Remaining UCA

1 SG does not call
TD

TD is in a «deadlock»,
and no securing or

blocking is possible until

the call is made

2 SG makes the call
before arriving at
the WA

1. SG makes the call
before arriving at the
WA

3 SG loses data
connection when
talking to TD

It is not possible to continue
to the next step in the
«secure» process until the
connection is re-established

29.08.2018
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@ STPA versus HAZOP/FMECA

NTNU

Input:
e Results from previously arranged HAZOP/FMECA
workshops used (SYSML report was not yet available)

Alignment of terminoloqgy:
« UCA (STPA) = hazard (HAZOP) = 1 failure mode (FMECA)
Analysis:

e ‘“hazards” (HAZOP) and “failure modes” (FMECA) where
compared to UCAs

« Only secure function was subject to comparison

29.08.2018 NSS/SafeT Seminar



@ Example of results

NTNU

HAZOP STPA
Hazard ID | Hazard description UCA ID | UCA description
H-0025 MSG prevented from UCA-3 SG loses data connection when calling TD
using the GSM-R unit UCA-17 | Data connection is lost, but TD still has voice
connection
H-0026 Corruption of the QR UCA-28 | QR code has been counterfeited such that the
code WA cannot be identified
UCA-29 | Not possible to scan QR code because of
vandalism
UCA-31 | Copy of the QR code has been made such that

the code cannot be scanned without the SG
physically being at the WA

* 4 hazards identified in the HAZOP, «equivalent» to 9 UCAs identified in the STPA
* 1 unique hazard identified in the HAZOP - Many more in the STPA

29.08.2018
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Results STPA vs. FMEA for “Secure” Function

FMEA STPA
Failure ID | Failure mode UCAID | UCA description
1 Unable to UCA-1 SG does not call TD
gglrlr/lijn;gg:z:ci)t?a;te call) UCA-3 SG loses data connection when calling TD
2 Unable to answer, UCA-15 | TD is not available when SG calls
call/interruption, UCA-16 | TD does not respond, and SG secures WA

corruption
anyway

* 8 failure modes identified in the FMEA, equivalent to 14 UCAs identified in the STPA
* 1 unique failure mode identified in the FMEA - Several unique UCAs found in STPA
* Could seem that UCAs were at a more detailed level than failure modes/hazards

29.08.2018 NSS/SafeT Seminar



@ Some challenges with the comparison

NTNU

e Different terms and definitions: failure mode/hazard/UCA
* Different level of detail in the descriptions

* Inthe STPA workshop, the already handled UCAs were taken out
of the list

 STPA performed later in the SafeT project (compared to
HAZOP/FMECA)

« Some STPA members had participated in the HAZOP/FMECA

« STPA/FMECA analyzed «secure» function only, HAZOP analyzed
all functions

29.08.2018 NSS/SafeT Seminar



Final Framework for Practical Implementation and Facilitation of STPA

Traditional hazard analysis methods
| 1= Added to the
o HAZOP FMEA

planned framework framework <:> framework

STPA
framework

29.08.2018 NSS/SafeT Seminar



Final Framework for Practical Implementation and Facilitation of STPA

29.08.2018

Input

Planning

1. Define purpose of the |

Output

analysis

2. Choose a balanced STPA |

Obj;

. goals, system boundary

team

C Information on the system

J\J

3. Describe the system w/ a |

Study team, facilitator, project plan

control structure

A, Pruvlde nacessary

/&.gnlrol loop, control actions, process
models, feedback loops

doct vand

Gata sources, experience data

\

background information

Exparience data _-“\
- >

Experience data, SLHs, control loop,

" Sys ipti peration, list of
\“___ guide words, presentation

—

5. ldentify SLAs, SLHs, SLCs I

- Mo Hazards OK?
b

Choose loop

control actions, process models,
guide words, safety/security barriers,
expart judgment

G. Idenitity UCAS

Choose UCA

7 Iedentily d angerous/disruption I

SLAs, SLHs, SLCs :_)

~Tist of scenarios, list of causal fa

xparience data, control loop, control
actions, UCAs, process models, list of
guide words, expert judgment

List of UCAs, control loop, f

scenar factors I

Post work

8. ldentify safety/security

clors
for each scenario

_/.--—

recquirements

List of safety and security
requirements for each UCA

exparn judgme n.t _/)

—Yes More loops?

st of relevant implwemanls._‘"\\
updated control loop _._/

/’—.‘Ti:il of relevant improvements,
\\__ updated control loop

Y STPA report _:_>
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Step | Description Input Output
Planning/preparation phase
1 Define purpose of the analysis: » Defined objectives
» Define objectives » Defined goals
» System description » System boundary
» Set system boundary
2 Choose a balanced STPA team: e Study team
» Establish a deliberately balanced STPA team » Facilitator
» Choose a facilitator * Project plan
3 Describe the system with a control structure/control loop: * Information/ » Control loop
1. Identify model elements and each model element’s documentation on * Responsibilities/
responsibilities the system control actions
2. ldentify control relationships and control actions * Process models
3. Develop process model description * Feedback loops
4. ldentify process model variables (PMV) and process model
variable values
5. ldentify feedback providing PMV values
6. Check functional control structure model for completeness
4 Provide necessary documentation: » Data sources » System description
» Prepare information on the system, the case study, and the » Experience data and operation
method that will be applied  List of guide words
* Prepare an illustration that shows the system operation * Presentation
» Prepare a control loop suitable for the workshop context
* Prepare a presentation for the workshop
» Make a list of necessary guide words
29.08.2018 NSS/SafeT Seminar




Step | Description Input Output
5 Identify system-level accidents, system-level hazards, » Experience data e List of UCAs
system-level safety constraints, and system-level « Bane NOR TOP (safety/security) for
security constraints: events each control action
 Identify system-level accidents and system-level hazards  List of remaining
 |dentify system-level safety constraints UCAs (safety/security)
 |dentify system-level security constraints
Execution phase
6 Identify unsafe/unsecure control actions: » Experience data » List of UCAs
» Carry out system breakdown-analyze for each loop  SLH (safety/security) for
» Use guide words for each control action to identify » Control loop each control action
unsafe control actions » Control actions » List of remaining
» Use guide words for each control action to identify * Process models UCAs (safety/security)
unsecure control actions  List of guide words
» Structure the answers in an observation form * List of safety/security
» Refine UCAs by considering already existing safety barriers
barriers » Expert judgment
7 Identify dangerous scenarios and causal factors: » Experience data » List of dangerous
* |dentify dangerous scenarios by guide words » Control loop scenarios
+ ldentify causal factor for each scenario » Control actions  List of causal factors
* Summarize results- what is critical? « UCA for each scenario
(safety/security)
* Process models
 List of guide words
» Expert judgment
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Step Description Input Output
Post work/follow-up
8 Identify safety/security requirements: » Experience data  List of requirements
» Formulate safety/security requirements for each UCA « UCA for each UCA
» Refine safety/security requirements (safety/security) (safety/security)
* Dangerous
scenarios
» Causal factor
* Expert judgment
9 Suggest improvements: » List of UCAs * List of relevant
» Direct feedback from participants (safety/security) improvements
e Survey « Control loop » Updated control
» Update control loop » Feedback loop
» Other comments » Expert judgment
10 Report the analysis:  List of relevant » STPA report
* Prepare the report from the analysis improvements
* Summarize both the process and the results in an STPA » Updated control
report loop
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“Success criteria”

Results of the STPA in a workshop context will depend on:
» Clarification of goals and objectives

« Composition of the STPA team (experienced/non-
experienced)

 Amount of preparation beforehand
« Facilitation style

 Knowledge about hazard identification among the
members

« Team members’ previous participation in workshops
concerning the same system (STPA before
FMEA/HAZOP or opposite)

« Control loop layout and organization
« Thoroughness of the evaluation process

Example of an STPA team
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0 Questions?

e Sunniva Hansen
(sunniva.hansenl@gmail.com)

 Mary Ann Lundteigen
(mary.a.lundteigen@ntnu.no)




	Experience with the use of Systems-Theoretic Process Analysis (STPA) for Hazard Identification in a Workshop Context
	New solution: System to Secure Work Area
	Functions in the New Solution
	Master thesis objective
	Hazards identification
	Short about STPA
	Terminologies
	STPA steps
	Control Loop
	STPA Framework (for workshop “context”)
	STPA Framework: As planned in advance of workshop
	STPA Framework: As planned in advance of workshop
	STPA Framework: As planned in advance of Workshop
	Part of preparation: Control Loop
	Preparation: Definition of Responsibilities
	Preparation: Supporting illustrations
	Preparation: Bane NOR’s TOP events
	Preparation: Adjusted control loop
	Execution: “Loop-by-loop”
	Execution: loop by loop review
	Execution: Observation form
	Workshop Results
	STPA versus HAZOP/FMECA
	Example of results
	Results STPA vs. FMEA for “Secure” Function
	Some challenges with the comparison
	Final Framework for Practical Implementation and Facilitation of STPA
	Final Framework for Practical Implementation and Facilitation of STPA
	Slide Number 29
	Slide Number 30
	Slide Number 31
	“Success criteria”
	Questions?

