Digitalization of safety using digital twins in engineering and operation
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Uncontrolled event



Is this and other
SIFs reliable
enough?

How can
contribute?

An example of a
protective
measure

Uncontrolled event

Part of a safety instrumented system (SIS)

N

SIF 1 — Compressor safety trip

SIF 3 — Low level protection
SIF 4 — High temperature protection

~
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Role of digital twins (DT) for safety

A digital representation of SIF requirements, its
implementation, and its performance in operation.

Input device Logic solver Final element
Pressure transmitter Safety controller Shutdown valve

Digital world SIF DT

Real world SIF

. SINTEF @NTNU



SIFs lifecycle

20-40 years

v

SIF operation, maintenance & management of change

2-4 years >
Regulations > Safety _
requirements Iz dc.a5|g.n —
risk analysis
I o | I
Assumptions Reliability targets  product manuals Testing procedures
L| Performance estimates |—| —
Response time, etc 1 Testintervals  Repair and replacements
¥ ¥ ¥
SIF DT Input device Logic solver Final element
Pressure transmitter Safety controller Shutdown valve

1

Update actual
performance

------------------ S Y WS

Demands

Successful activations

Faults, diagnostics

| |
Safety
— logic —

How to
implement such
a digital twin?

SINTEF @NTNU



Many formats (pdf, excel, word,..), systems, etc not interoperable

Many formats (pdf, excel, word, values,..), systems, etc not interoperable

. . . @ SINTEF @NTNU



For example...

Requirements and design documentation
usually in pdf, excel and word

‘\' ™,

}Safety requirements specification (SRS)
st Cause.and effect (C&E)
« 8ystem control diagrams (SCDs)
* Piping & Instrument diagrams (P&IDs)
* Product data sheets and manuals

The same data must

(partially) be manually

inserted several times
K(in several rounds)

)

Many digital systems to eventually contain and
update with new engineering and operational data

ABB Ability™ Safetyinsight™
DCS agnostic suite of applications

SOFUS

TUVRheinland®
A safetec

Many excellent fit-for-purpose
software applications but exchanging
data requires manual effort and

special-built solutions.

\_ /
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What is interoperability and why important
’@ metal fan ’@

Widely agreed terms and meaning Unique machine-readable identifier
of data (e.g., defined in international preferably from a repository (e.g., IEC CDD,
standards) ECLASS, ...) I'M A HUGE

METAL FAN.

and FORMAL

Interoperability - Ability of information to be seamlessly
exchanged AND uniquely understood between machines
(software applications)!

Adapted from ©Francisco Martin-Recuerda, SINTEF

. SINTEF ®@NTNU



Building blocks for interoperability

Leading a development within
Agree on data to exchange International Digital
(Use cases) Twin Association (IDTA)

 —
p— : Assign machine- Agrgg on terms, Organize data into
‘I PRREN cadable codes « [e] definitions, and structures
= : data types (information models)
~ b4

Hi
1
|

aonf?
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{

Apply or add content to AML@ @ AAS

Dictionary repositories
like IEC CDD,
ECLASS, IDTA,...
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General AAS tool available from https://github.com/eclipse-aaspe/package-
explorer

General AML tool available from https://www.automationml.org/industrial-

application/domain-model/

SINTEF ®@NTNU

IEC: International Electrotechnical Commission. CDD: Common Data Dictionary, ECLASS: renaming of eCl@ss. IDTA: International Digital Twin Association. AML: Automation Markup Language. AAS: Asset Administration Shell.
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About Industry 4.0* technology platforms for interoperability

e.g., ML and Al-based systems

[JJ/ x @ LIVE DIGITAL TWINS

FILE EXCHANGE
OF ENGINEERING
DATA

IN OPERATION

* Between STAKEHOLDER « CONTAIN AND MAKE AVAILABLE requirements,
» Within ENGINEERING PHASES product data, operation & maintenance data— OVER
* From ENGINEERING to OPERATION THE ENTIRE OPERATIONAL LIFE
. @ SINTEF @NTNU

Industry 4.0: About smart automation and connectivity. AML: Automation Markup Language (XML-based format) AAS: Asset Administration Shell (multiple formats, more functions)



How we have worked with the implementation

Inter-
operability in
the value
chain
%If%neang\§ "“ == == SAFETEC IS AkerSolutions é‘ AkerBP
e \ L = ® NTNU
cloud procosses ConocoPhillips equinor %+ vér energi Z Fraunhofer SINTEF
Desi 0 ti
esign peration Human centric
Industry 4.0 solutions
open platforms .
i Field People (Industry 5.0)

Safety Systems

Interoperability
use cases

APOS 2.0 project (2023-2026) (Following APOS 1.0 2019-2023)

Join forces to improve follow-up of our safety systems by facilitating increased
interoperability from design to operation

@ SINTEF ®BNTNU

APOS: Automated process for follow-up of safety systems. AAS: Asset Administration Shell



APOS 2.0 - Exchange in AML format

on tool

\Via (interoperable) AML
template for a SIF data model

. . . @ SINTEF @NTNU

AML - Automation markup language




Examples

Insight
TUVRhemIand

safetec
ﬁ SOFUS

equmor > -

l KONGSBERG
L4
IaY ]
TUVRhemIandO

' SOFUS
equlnor
ﬁ LCI

TUVRhelnIand®
SOFUS
&

. AML: Automation Markup Language, LCI: Life Cycle Information (application), SRS: Safety Requirement Specifiction, SIF: Safety Instrumented Function

equinor

15 SIFs comos | IS AkerSqutions{‘>

Castberg
g

equinor
15 SIFs

- I(ONGSBERG

TUVRheinland®

SOFUS A safetec '

uonepljeA 1sa|

AkerBP
15 SIFs

-
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o® APOS SIF Edi

.| SIF editor in AML

A SIF AML editor was created

File  Edit
. DiagnosticRequired Tring
E| A-P.O9 DiagnosticRequirementsForlmplementati String
i CrossWoting
& InputDevice (1oo) E_DEToTrip | - | EDEToTrip
= Group1 (Teo] EnvironmentalExtremes String

: L. A-4315T0033
E| Laegicsolver (Too)
E| Group1 (1oo)
L. A-PO2

FailPass_CemparisonToPass

V| Comparison

FailPass_Masurement String
FailPass_Requirement String
FailPass_Unit String
MaxAllowableResponseTime Seconds
MTTR Hours
PFDBudget Percent
PFHBudget Percent
DronfTectnuerane Derrent

ing.

Expected UML model version 22, Loaded docurnent has UML model version 35,
Value for total number of elements M is missi
Value for total number of elements N is mi
Value for total number of elerments M is mi
Value for total number of elements M is missing.

SINTEF @NTNU



AIR project (2023-2024) and AA project (2025)
Including demonstrating engineering and operating AAS in

a lab setup
For SIF in specific:

Organizing SIF information into AAS submodels
Exchange of engineering data in AAS formats

Set up an AAS server with live updates

) SINTEF BNTNU

YNCORIS



| Functional Requirement |

APOS 2.0 & AA projects: Creating AAS SIF model ===

| Asset Implementation |

| Asset in Operation |

| SIS device submodel (SM)

DT of asset with |? SIF submodel (SM)
S

SMC: Failure Data

SMC: Demand Data

\ SMC: Device Operation Data
SMC: Diagnostics

SMC: Bypass Data

SMC: Loop Test Data

444

| |

AAS visualized MC: EUC Specification v SMC: Tag Information \ 4

as a She" SMC Hazardous EVent v SMC SRS Requirements v
Y - SMC: SRS Requirements 7

SMC:SFConfguraton N7 e ponen oo Specen .

SMC: Reliability Data Design A4

Organization < _ SMC: Reliability Influencing Properties ¥

of asset data _ SMC: Device Instance Specification v

into SM and SMC: Performance Measures SMC: Reliability Data Operational v

SMCs SMC: Demand Data SMC: Proof Test Data A4

)

v

v

v

v

Asset

Assel SIS Device

. SINTEF ®@NTNU

DT: Digital Twin. AAS: Asset Administration Shell. SM: Submodel. SMC: Submodel collections. A way of organizating similar or related data about an asset in AAS



Building AAS submodels templates

[l AASK Package Explorer V3.0 - local file: C\Users\lundteighOneDrive - NTNU\Desktop\AasxPackageExplorer\APOS\Submodel SIF data 2025-10-05.aasx buffered to: C\Users\lundteighAppDatai\Local\Templtmp8124.aasx

ile Workspace Opti

https://example.com/ids/sm/948 ee
4 7002_1142_0797 ele0e

Submodel

Submodel element

Submodel element

https://example.com/ids/asset/9
580_9050_1142_6117

Legh: seiker Firl siement
g b=

2|

[https://example.com/ids/sm/9484 7002_1142_0797] of [hitps://example.com/ids/asset/0580_0050_1142_6117, Type]

[ Assetinformation hitps//example com/ids/ass=t/0580_0050_1142_6117

<T> "SIF" [hitpsi//example.com/ids/sm/4184_9050_1142_2460]

"5IF5pecificationTypical” (16 elements) @{Multiplicity=ZeroToCOne}

& sFrypicatin®

_.. INDUSTRIE4 0 IEDIT,
Element | Content I:_E_]

Submodel Element (Property)

Referable:
idShort:

HacE; =
F

m'SIFTypi(alName' @{Multiplicity=ZeroToCOne}

m "SIFDescription’

m‘s;afEStateﬂﬂ’nxas“ @{Multiplicity=0One}

m "SIFType™ @{enumeration=local, global} @{Multiplicity=7eroToOne}
m "ModeOfOperation”

E'Dummeﬂl" @{Multiplicity=ZeroToMany}

m'Cause" @{Multiplicity=0ne}

“Effect” @{Multiplicity=0ne}
'SILAIIocationMethod' @{Multiplicity=0ne}
'Quanﬁﬁ(a(iunMeﬂmerTuol" @{Multiplicity=0neToMany}
E'ReferenceToBarrier" @{Multiplicity=ZeroToMany}

E “ReferenceToEquipmentUnderControl® @{Multiplicity=CneToMany}
E'ReferenceToHazardousEvent' @{Multiplicity=0ne}

v E'Referentefoslﬂype" @{Multiplicity=OneToMany}
E'ReferenceTolndependen‘ISIF" @{Multiplicity=ZeroToMany}

m‘SIFSpecHic tionIndividualSIF" (17 elements) @{Multiplicity=Cne}

m "SRSRequirements” (19 elements) @{Multiplicity=Cne}

m "EUCSpecification” (3 elements) @{Multiplicity=0ne}

m "HazardousEvent® (7 elements) @{Multiplicity=0neToMany}

m "SIFConfiguration” (5 elements) @{Multiplicity=Cne}

m “DemandData” (3 elements) @{Multiplicity=ZeroToOne}

m “LoopTestData™ (3 elements) @{Multiplicity=ZeroToOne}

m “PerformanceMeasures” (3 elements) @{Multiplicity=ZeroToOne}
m "AsdiDoc_SIF_1_0" [https://example.com/ids/sm/2592_4040_7052_4817]

SDevice™ [https://example.com/ids/sm/7080_3120_1052_9971] of [, NotApplicable]

Semantic 1D:
semanticld:

Supplemental Semantic |Ds:

Qualifiable:
Qualifier 1
semanticld: [GlobalReference) https://admin-shellio/SubmedelTemplates/Cardinality/1/0
kind: TemplateQualifier
type: Multiplicity
valueType: xs:string
value: One

HasData5pecification (Reference):

valueType: ws:string

AASX package explorer editor
(e.g., BaSyx)

AASK ChlUsers\lundteighOneDrive - NTNU\Desktop\AasxPackageExplorer\APOS\Submodel SIF data 2025-10-05.aasx loaded,

No errors

Ny — o — ——




IEDTA Home  About IDTA seCases Technology SolutionsHub Content Hub

Submodels

AAS Submodel Templates

Ongoing AAS

IDTA SUBMODELS

te m p | ate Registered AAS Submodel Templates

You would like to develop your own submodel templates or

- collaborate in the development of the listed submodel templates? @ | Numberofour 1 O 0
submodels:
Find the process described here. For further questions, conta ct

Submodel Template DTA Number @ Version Status Downlozads & Links
8IS component for the process industries 02079 10 In Development Coming soon
Submodel Template DTA Number @ Version Status Downlozds & Links
Safe F) for the process 02084 1.0 In Development Coming soon
industries
~

https://industrialdigitaltwin.org/en/content-hub/submodels

. SINTEF @NTNU
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Examples of other
AAS templates

“:3 TA Home About IDTA

Submodel Template

Digital Nameplate for Industrial Equipment

Submodel Template

Generic Frame for Technical Data for Industrial
Equipment in Manufacturing

Submodel Template

Product Related Environmental Data

Submodel Template

Facility Related Environmental Data

Submodel Template

Company Carbon Footprint

Technology

DTA Number @

EXten

DTA NMumber @

Extenn

DTA Number @

DTA Number @

DTA Number @

02087

Solutions Hub

Version

ersion

ersion

Version

1.0

Version

Content Hub New

Status

Published

Status

Publizhed

Status

In Development

Status

In Development

Status

In Development

Downlozds & Links

) citHub —

Downlozads & Links

) sitHub —

Downlozads & Links

5] InterOpera —

Downloads & Links

E] InterOpera =3

Downlozds & Links

Coming soon

https://industrialdigitaltwin.org/en/content-hub/submodels

SINTEF @NTNU
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AA project

' Engineering (Aibel)

P&ID
(ndf)

SCD (pdf)

—— - - o - -

Instantiated two SIFs using AAS
template with data for Equinor
lab rig using AAS templates for

SIF and SIS device

(Yet)
Manual
work

Documents

SINTEF/NTNU

- —

lion https://example.com/ids/asset/9580_9050_1142_6117

=
[SmE

1= com/ids/sm/4184_9050_1142_3460]

+ X “SIF_THH" [https//example.com/ids/sm/9484_7002_1142_0797) of [ttps:/example.com/ids/asset/2580_0050_1142_6117, Instance]

SIF [
4 SIF2" [hiips
[scer] ion hitps: I asset/5004_2101_3052.4110
« BBF] "SIFLLL [https:example.com/ids/sm/9533_2101_3052_0321]
« [ET8 SIF specification_individualSIF" (@ elements) @Multiplicity=One)
(228 “SIFID" = SIF2 @{Multipliciy=One)
(22 “SIF_name" = Level low @{Multiplicity=ZeroToOne)

com/ids/sm/9484_7002_1142_0797---53C9628D)] of [httpsy//example.com/ids/asset/5094_2101_3052_4110, Type

[Z2 SIF _description_design intent" = protect against low level in tank. close outiet @{Multiplcity=One}
[Z2 -safe_process state” = closed outlet @{Multiplicity=One}
[22 “Mode_of _operation” = low demand @{enumeration=low demand, high demand, confinuous demand) @Muliplicity=One}
“Cause” = LL level @{Multiplicity=One}
“Effect” = closed outlet @{Muttiplicity=One}
*SIL_allocation_method” = NA @{Muftiplicity=One}
*Quantification_method" = NA @{Multiplicity=OneToMany}

4 "SRS_requirements_SLOP* (& elements) @{Multiplicity=One}
[ZE® “Safety _Integrity Level” = SIL 1 @fenumeration=SIL 0, SIL 1, S1L 2, SIL 3, SIL 4) @Mulipliity=Cne}
[Z2 *PFD_requirement = 0.1 @{Multiplcity=ZeroToOne}
“Demand_source” = low level of water in tank @{Multiplicity=One}
*Maximum_allowable_demand_rate” = 1 @{unit=per year} @{Multiplicity=One)
[Z28 “Maximum allowable_spurious.trip_rate® = 00001 @{urit=per hour) @(Multiplicy=One]
[E28 “Maximum allowable_response time* = 10 @{unit=seconds) @ (Multiplicity=One]
*Manual activation® = none @{enumeration=lacal activation, CAP, GUI/faceplate, other, nane} @{Multiplicity=One}
EXE “Environmental_extremes" (5 clements) @{Mulipiicity=ZeroToOne)

EIE “SIF _configuration® (4 clements) @ (Muliplicity=Cne)

+ [¥¥ “A41TSTO002" [hittpsi//example.comyids/sm/7080 3120 1052 0971] of [https://example.com/ids/asset/0204 2101 3052 2634, Nothppli

[ Assetinformation hitps://example.com/ids/asset/0294 2101 3052 2634

m-mf " [hitp: le.comyid 272_7060_1142_3535]
+ ¥ “A4115T0003" [nttps//example.com/ids/aas/7453 2101 3052 4908] of [httpsi/example.com/ids/asset/6294 2101 3052 8010, NotApp
@ ion htps: pl 6294 2101 3052 8010
m-mj = [hitp le.com/ids/sm/1262_2101_3052_9506]
- P - - ==

Engineering (Aibel) (used for
purchasing) and Operator
(Equinor) (used for monitoring)

Automated Asset: Lab

rig ‘

Instances

(AAS files) AAS server —

Collecting, :
containing and
exchanging all!
asset data :

SINTEF ®@NTNU

SCD: System Control Diagram, P&ID: Piping and Instrumentation Diagram, SIF: Safety Instrumented Function



Summing up

e

AAS: SIS device

SIS device

Can be applied to..> Which may extend to...

(@)

i

Standardized and
interoperable SIF data

formats
(AAS or AML)

"Tb

<

AML %‘ ...IfAAS
'

s >
g1

Multiple sources of data

Less resource-demanding All data available about
exchange of SIF data higher SIF in operation

quality in engineering and necessary to decide if
transfer to operation reliable enough

SINTEF ®@NTNU



Fancy, but applicable for

Brownfield facilities? AAS infrastructure

Often more
confined data

A

Engineering: To use
for upgrades and
modifications projects

can be hosted here

~

oS

IT business infrastructure for

transfer capacity, @

Includes often OPC UA

\ 4

or | =

)

OLD facility

\ 4

company

. OPC (UA) servers

OPC (UA) servers

P>

ﬁ

Operation: Perhaps
use for performance
follow-up for selected
systems

Large data transfer capacity

e.g., Namur Open architecture (NOA) gateway, using OPC UA

SINTEF @NTNU

OT: Operational Technology (Controllers, networks, operator stations, servers at facility). IT: Information Technology (business/office network)




Concluding remarks

Multiple applications using the data,
Including AlI/ML systems

. D|ﬂ1tallzat|on is (as for now) not a «quick fix» and solved
«chatGPT»

 Ground-work necessary:

« From data in static non-interoperable documents fo data
models in interoperable platforms

» Proper mechanisms for validation
* New competences and new ways of working

« Traditional discipline engineers and computer science
engineers not always interoperable...

* Interoperable solutions not replacing existing tools and
systems

» They are the “exchange engine” in between
* Must add new application interface for import and export

Multiple sources of data
about and from asset

. SINTEF ®@NTNU



Want to learn more?

« Open to all
* Free of charge
SINTEF /NTNU is organizing AAS forum + Online (teams)
 Twice per year
An industry forum targeting adaption of platform N
4.0 teChnOlOgy with focus on AAS https//aas_forumcom/

Relevant talks from researchers and industry

Next forum: March 11th 2026

. . @ SINTEF @NTNU


https://aas-forum.com/
https://aas-forum.com/
https://aas-forum.com/

Digitalization of SAfety using digital twins in
engineering and operation

: _ye Q f | r
Thank you for the attention |IESEPASEPANEPEN LUESTIONS are welcome

Follow APOS publications at https://pds-forum.com/.
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