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SIF   – Safety Instrumented Function

An example of a 

protective 

measure

Is this and other 

SIFs reliable 

enough?
Part of a safety instrumented system (SIS)

SIF 3 – Low level protection

SIF 4 – High temperature protection

SIF 1 – Compressor safety trip

SIF 2  – High pressure protection

Uncontrolled event

How can digital 

twins contribute?



Role of digital twins (DT) for safety

A digital representation of SIF requirements, its 
implementation, and its performance in operation. 
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How to 

implement such 

a digital twin?



Input device
Pressure transmitter

Logic solver
Safety controller

Final element
Shutdown valve

Safety
logic

PT

Hazards and 

risk analysis

Safety 

requirements 

spec

SIF design and 

validation
SIF operation,  maintenance & management of change

2-3 years 20-40 years

SIF DT

SIF

Regulations

Many formats (pdf, excel, word, values,..), systems, etc not interoperable

Many formats (pdf, excel, word,..), systems, etc not interoperable



For example…

• Safety requirements specification (SRS)

• Cause and effect (C&E)

• System control diagrams (SCDs)

• Piping & Instrument diagrams (P&IDs)

• Product data sheets and manuals

SOFUS

Many excellent fit-for-purpose 

software applications but exchanging 

data requires manual effort and

special-built solutions.

The same data must 

(partially) be manually 

inserted several times 

(in several rounds)

Requirements and design documentation 

usually in pdf, excel and word

Many digital systems to eventually contain and 

update with new engineering and operational data

COMOS



What is interoperability and why important

SHARED and FORMAL

Unique machine-readable identifier

preferably from a repository (e.g., IEC CDD, 

ECLASS, …)

Widely agreed terms and meaning 

of data (e.g., defined in international 

standards)

Interoperability – Ability of information to be seamlessly

exchanged AND uniquely understood between machines 

(software applications)!
Adapted from ©Francisco Martin-Recuerda, SINTEF

metal fan



Building blocks for interoperability

Agree on data to exchange

(Use cases)

Assign machine-

readable codes

Agree on terms, 

definitions, and 

data types

Organize data into 

structures 

(information models)

AASAML

Leading a development within 

International Digital 

Twin Association (IDTA)

Apply or add content to

Dictionary repositories 

like IEC CDD,

ECLASS, IDTA,…

General AML tool available from https://www.automationml.org/industrial-

application/domain-model/ 

General AAS tool available from https://github.com/eclipse-aaspe/package-

explorer 

IEC: International Electrotechnical Commission. CDD: Common Data Dictionary, ECLASS: renaming of eCl@ss. IDTA: International Digital Twin Association. AML: Automation Markup Language. AAS: Asset Administration Shell.
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About Industry 4.0* technology platforms for interoperability

FILE EXCHANGE 

OF ENGINEERING 

DATA
AML AAS

LIVE DIGITAL TWINS 

IN OPERATION

AAS

• Between STAKEHOLDER

• Within ENGINEERING PHASES

• From ENGINEERING to OPERATION

Safety
logic

PT

• CONTAIN AND MAKE AVAILABLE requirements, 

product data, operation & maintenance data– OVER 

THE ENTIRE OPERATIONAL LIFE

AIAI

Industry 4.0: About smart automation and connectivity.  AML: Automation Markup Language (XML-based format) AAS: Asset Administration Shell (multiple formats, more functions)

e.g., ML and AI-based systems



APOS 2.0 project (2023-2026) (Following APOS 1.0 2019-2023)

Join forces to improve follow-up of our safety systems by facilitating increased 
interoperability from design to operation

APOS: Automated process for follow-up of safety systems. AAS: Asset Administration Shell

How we have worked with the implementation



APOS 2.0 – Exchange in AML format

Source tool

Destination tool

Via (interoperable) AML

template for a SIF data model

SIF data

SIF data

AML – Automation markup language



Castberg

15 SIFs

Sverdrup

15 SIFs

Safety 

Insight

COMOS 

SOFUS

SRS 

15 SIFs

SRS 

Safety 

Insight

SOFUS

Safety 

Insight

SOFUS

LCI

SOFUS

LCI

Examples

AML: Automation Markup Language, LCI: Life Cycle Information (application), SRS: Safety Requirement Specifiction, SIF: Safety Instrumented Function

Te
st valid

atio
n



A SIF AML editor was created

SIF editor in AML



AIR project (2023-2024) and AA project (2025)

• Including demonstrating engineering and operating AAS in 
a lab setup

• For SIF in specific:

• Organizing SIF information into AAS submodels

• Exchange of engineering data in AAS formats

• Set up an AAS server with live updates



APOS 2.0 & AA projects: Creating AAS SIF model

DT: Digital Twin. AAS: Asset Administration Shell. SM: Submodel. SMC: Submodel collections. A way of organizating similar or related data about an asset in AAS

SIS Device

SMC: SIF Specification Typical 

SMC: SRS Requirements

SIF

SMC: SIF Configuration

SMC: Demand Data

SMC: Performance Measures

SMC: EUC Specification

SMC: SRS Requirements

SMC: Device Model Specification

SMC: Tag Information

SMC: Reliability Influencing Properties

SMC: Device Instance Specification

SMC: Proof Test Data

SMC: Failure Data

SMC: Diagnostics

SMC: Demand Data

SMC: Device Operation Data

SMC: Bypass Data

SMC: Reliability Data Operational

SMC: Reliability Data Design

SMC: SIF Specification Individual SIF

SMC: Loop Test Data

SMC: Hazardous Event

Asset

Organization 

of asset data 

into SM and 

SMCs

Asset

DT of asset with 

AAS visualized 

as a shell

SIF submodel (SM) SIS device submodel (SM)



Building AAS submodels templates

AASX package explorer editor

(e.g., BaSyx)



Ongoing AAS 
template 
development in IDTA 
led by SINTEF/NTNU

https://industrialdigitaltwin.org/en/content-hub/submodels 
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Examples of other 
AAS templates

https://industrialdigitaltwin.org/en/content-hub/submodels 
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P&ID

(pdf)

SCD (pdf)

Engineering (Aibel) (used for 

purchasing) and Operator 

(Equinor) (used for monitoring)

Sent

Instantiated two SIFs using AAS 

template with data for Equinor 

lab rig using AAS templates for 

SIF and SIS device

Sent

Instances

(AAS files)
Documents

Engineering (Aibel) SINTEF/NTNU

SCD: System Control Diagram, P&ID: Piping and Instrumentation Diagram, SIF: Safety Instrumented Function

(Yet) 

Manual 

work

Automated

AAS server –

Collecting, 

containing and 

exchanging all 

asset data

AA project

Asset: Lab 

rig



Summing up

AML

Less resource-demanding

exchange of SIF data  higher 

quality  in engineering and 

transfer to operation

Standardized and 

interoperable SIF data 

formats

(AAS or AML)

All data available about 

SIF in operation 

necessary to decide if 

reliable enough 

Multiple sources of data

AAS: SIF

SM: SIF

AAS: SIS device

SIS device

Can be applied to... Which may extend to...

…if AAS

AAS
or



Fancy, but applicable for 
Brownfield facilities?

OLD facility

OPC (UA) servers

IT business infrastructure for 

company

e.g., Namur Open architecture (NOA) gateway, using OPC UA

AAS infrastructure 

can be hosted here

OPC (UA) servers

Engineering: To use 

for upgrades and 

modifications projects

Operation: Perhaps 

use for performance 

follow-up for selected 

systems

OT

IT

OT: Operational Technology (Controllers, networks, operator stations, servers at facility). IT: Information Technology (business/office network)

Large data transfer capacity

Often more 

confined data 

transfer capacity, 

Includes often OPC UA



• Digitalization is (as for now) not a «quick fix» and solved 
with «chatGPT»

• Ground-work necessary:
• From data in static non-interoperable documents to data 

models in interoperable platforms
• Proper mechanisms for validation
• New competences and new ways of working
• Traditional discipline engineers and computer science 

engineers not always interoperable….

• Interoperable solutions not replacing existing tools and 
systems
• They are the “exchange engine” in between
• Must add new application interface for import and export

Concluding remarks

Multiple sources of data

about and from asset

Multiple applications using the data,

Including AI/ML systems

Connects withAAS



SINTEF /NTNU is organizing AAS forum

An industry forum targeting adaption of platform 
I4.0 technology with focus on AAS

Relevant talks from researchers and industry

Next forum: March 11th 2026

Want to learn more?

• Open to all

• Free of charge

• Online (teams)

• Twice per year

https://aas-forum.com/ 

https://aas-forum.com/
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Thank you for the attention Questions are welcomed

Follow APOS publications at https://pds-forum.com/.

Digitalization of safety using digital twins in 

engineering and operation 

https://pds-forum.com/
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https://pds-forum.com/
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