NFEA sikkerhetssystemer 2026 18-19. Mars

APOS 2.0:
Utvikling av nye utvekslingsformater for dokumenter og data |
engineering og drift av instrumenterte sikkerhetssystemer

Mary Ann Lundteigen (Professor teknisk kybernetikk, NTNU) - Presenter
Solfrid Habrekke (Sr. Forsker, SINTEF Digital)

4 BNTNU SINTEF



APOS 2.0:
Utvikling av nye ut _ _
data | engineering og drift for instrumenterte

sik

kerhetssystemer

-

o

Med fokus pa
som .aml, .aas — |
stedet for .doc, .pdf, .xls.

~

J

for dokumenter

@NTNU

SSSSSS



-

APOS 2.0: |
Utvikling av nye utvekslingsformater for dokumenter

og drift for instrumenterte

sik

data |

...anvendt pa Safety
Requirements
Specification (SRS)

~

J

kerhetssystemer

@NTNU

SSSSSS



a N

... 0g pa deling av feildata i drift
for oppdatering av PDS
datahandbok.
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APOS 2.0: Automated process for follow-up of safety systems (2023-2026)

Forbedre oppfalgingen av sikkerhetssystemer med gkt interoperabilitet i
utveksling av data i design, mellom design og drift og i drift

Inter-
operability in
the value
chain APOS 2.0 partnere:
i &AkerBP B AkerSolutions ABB ConocoPhillips A.',."
KONGSBERG equinor

TUVRheinland SlEMENS SlNTEF \T\L 'l\-o dh im :
A safetec enere\/ Mvarenergl . B ll I l;.r

Processes

. Operation ' . . _._ =
Industry 4.0 Human centric Samarbeid med w Z Fraunhofer

solutions 1058
open platforms

People (Industry 5.0)

Forankret i PDS forum, med totalt 28
partnere: pds-forum.com

Safety Systems
Interoperability
use cases
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https://pds-forum.com/
https://pds-forum.com/
https://pds-forum.com/

Hvilke utfordringer tar APOS 2.0 tak i?

Engineering og driftsdata inngar i
mange ulike systemer og applikasjoner

Informasjonen om SIS er godt
dokumentert, MEN...

...formatet er lite
egnet for automatisk
og semlgs utveksling
av data

\_

] =
AN

)

...men a importere og eksportere data til
og fra ulike applikasjonene krever ofte
mye manuell innsats og flere
spesiallasninger

N

/

QCI: Life Cycle Information, CMMS: Computerised Maintenance Management System

®NTNU SINTEF



Hva mener vi med interoperabilitet?

. . . @NTNU @ SINTEF



Hva mener vi med interoperabilitet?

Bred ENIGHET om MASKINLESBART -
betydning Kodet sa betydning av data
og kontekst er unik

) 4

and FORMAL

MODELLERT -
Sa data er organisert med
struktur og relasjoner

Interoperabilitet — Evne til a kunne utveksle data semlgst
mellom maskiner.

. @NTNU SINTEF



Byggeklosser for interoperabilitet i APOS 2.0

I E—

APOS 1.0

!‘I(

Fra tekst til modeller I______J___--——

|
IEC 61511 I SRS ontologikart :
terminologi og ] Forenklet informasjonsmodell av |
krav I SRS krav I

Fra tekst til formalisert modell Formalisering av modell

4 4

Helhetlig UML informasjonsmodell for ALLE SIS data

IEC CDD

([

Fa maskiner til & forsta hverandre

Bygge inn struktur og relasjoner

Ordbok for maskinlesbare . l“\ -

begrep og definisjoner

utvekslingsformat

Standardiserte

Samarbeid med IEC CDD

Samarbeid med IDTA

AML, AAS

Standardiserte 0G
interoperable
utvekslingsformat

UML: Unified Modelling Language , AAS: Asset Administration Shell, AML: Automation Markup Language, IDTA: International Digital Twin Association, CDD:

®NTNU SINTEF

Common Data Dictionary,



Eksempler pa informasjonsmodeller
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Ontologikart for SRS - formalisering av krav

Fra prosatekst og omtrentlighet....

IEC
61511
req. #

Reguirement description

SIF description

A list of the plant input and output devices related to each SIF

Requirements to identify and take account of commaon cause failures.

.

A definition of the safe state of the process for each identified SIF

A definition of any individually safe process states

=|lm|m|n

The assumed sources of demand and demand rate on each 5IF

Requirements relating to proof test intervals

Requirements relating to proof test implementation

Response time requirements for each SIF

The required SIL, mode of operation and PFD (or PFH) if relevant

SIS process measurements, range, accuracy, and their trip points

—_ |- =] |

A description of S$IF process output actions

The functional relationship between process inputs and outputs

Requirements for manual shutdown for each SIF

Requirements relating to energize or de-energize to trip for each SIF

Requirements for resetting each SIF after a shutdown

Maximum allowable spurious trip rate for each SIF.

*n'ﬂo:g

Failure modes for each SIF and desired response of the SIS

w

Procedures for starting up and restarting the SIS

All interfaces between the 515 and any other system

Modes of operation of the plant and associated SIF requirements

The application program safety requirements

Requirements for bypasses including written procedures to be applies

Any [manual] action necessary to achieve or maintain a safe state

The mean repair time which is feasible for the 515

M= ===

Dangerous combinations of output states of the SIS

Identification of the extremes of all environment conditions

SRS: Safety requirements specification. SIF: Safety-instrumented function. SIS: Safety Instrumented system

Liste over de 29
kravene som skal
dokumenteres i en

SRS

...til informasjonsmodeller (DATA + RELASJONER)

i

SRS requirement i) Response time requirements for each SIF to bring the process to

a safe state within the process safety time. (IEC 61511)

SIF
Equipment process
2 25 [ has safety time
control t:
is less than
protects (or 50 % margin)
has maximum
SIF allowable SIF | "speci
response time

tag

SIS device

has

y

fies"

maximum
allowable SIS
device

response time

compared to

v

actual SIS
device
response time

Class

Property

to - safe state

@NTNU SINTEF



UMI_ |nf0rmaSJonsmOde” Fargekoding:

Folger DEXPI
livssyklusmodell
UML-modellen angir

bade data og W | AP0S2.0 utviklet
— relasjoner vi en samlet modell
rav fra og —— . B
HAZID (e.g., SIL 3 o i UML - en MAL

krav) == SIS komponenter

aurent

UML er egnet for
eksport til flere
utvekslingsformat

UML.: Unified Markup Language

@NTNU @ SINTEF



bdd [package] 2 System Structure [SIF Submodel Logical Solution Architecture Colour] /

Hva som ma
spesifiseres for alt

%‘ SIS utstyr

.. 0g hva som er
avhengig av typen
SIS utstyr

N

Mulighet for knytte
SIS utstyr til
spesifikke SIS
systemer

. . . @NTNU @ SINTEF

SIS: Safety Instrumented system



bdd [package] 2 System Structure [SIF Submodel Logical Solution Archite... /

Hva som ma
spesifiseres for alt
SIS utstyr

* Navn kravet
* Format pa data fylt inn

* Om det er obligatorisk eller valgfritt

@NTNU @ SINTEF



Fra UML modell til utvekslingsformat

UML modellen

Utvekslingsformat:

Utvekslingsformat:

AASl

APOS 2.0 har utviklet fire MALER for utveksling
av alle SIS data
(Ledet arbeidsgruppe i IDTA)

¥

PILOT 2: Operatgr deler SIL data fra
drift til bruk i oppdatering av PDS
datahandbok

l AML

APQOS 2.0 har utviklet en MAL for
utveksling av SRS data

¥

¥

<AutomationML/>
PILOT 1: Utveksling av SRS Vil foreslas publisert
data mellom ulike via AutomationML
applikasjoner i engineering Association

®NTNU SINTEF

IDTA - International Digital Twin Association. AAS — Asset Administration Shell. AML: Automation Markup Language



PILOT 1 — UTVEKSLING MED AUTOMATION ML
(AML)
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Hvorfor AML?

7
File
hb}

Egnet for filutveksling av
statiske data pa
standardisert format

Kan implementere innhold
fra UML modell

AUTOMATIONML EDITOR 6.4.2.17 -- FREE

Edit View Extras Plugins Information

D A <AutomationML/> @ v @ w v B 2Eavyy R

HEHNEE.

4 @8 SIF Unit Classes {Version: 1.0
Group
b [ SafetyinstrumentedFunction
[ Subsystem
4 (8 SIS Unit Classes (Version: 1.0 )
ESD (Class: SafetylnstrumentedSystem)
[ FG {Class: Safetylnstruments

FinalElementRequirements (Class: SISDeviceRequirements

B4 InputD: (Class: SISD 3 )

4 Logic: q (Class: SISC q )

[ Other (Class: SafetylnstrumentedSystem
[8 PSD (Class: SafetyinstrumentedSystem|
[ SafetyinstrumentedSystem

[ SiSDeviceRequirements

@G

AttributeTypelib (Version: 1.0 )
ificationTypes_AttributeTypelib (Version: 1.0 )
ttributeTypelib (Version: 1.0}

/pes_AttributeTypelib (Version: 1.0

e
=¥ AMLRelease [0 C:\Users\shab\SINTEF\_\APOS SIF V3lami @ &3
e @ areeocmve -» [N £

ent(Type: SClevel |
[Type: percent )
stion (Type: duration_hours )

n(Type: duration_hours )

ﬂyp. juration_seconds |

at

epait Time (Type: duration_hours )

aTFa (Type: OrderedListType |
& T NumerichailCrterionValue (Type: string )
& T NumerickailCriterionOperator Type: comparison }
Attribute details: Maxi i of
Information ¥y -
Identification 2

nstraint

= Gode verktgy fra
AutomationML

Fleksibelt — kan ogsa jobbe direkte i
kodefila (XML-basert)

APOS SIF V31.aml* x

<UnknownType>
<Requirements>Mandatory</Requirements>
</UnknownType>
</Constraint>
</Attribute>
<Attribute Name="MeanTimeToRestoration" ID="{EC241F8B-A8A@-474f-8222-FCFDAC723872}"
RefAttributeType="AP0S.BasicUnits_AttributeTypelib/duration_hours">
<Description>expected time to achieve restoration</Description>
<Constraint Name="ModellingRule">
<UnknownType>
<Requirements>Mandatory</Requirements>
</UnknownType>
</Constraint>
</Attribute>
<Attribute Name="MinimumTestIntervalOperatorSpecification”
ID="{7A6CC76B-D147-4459-9259-3A08824195B6}"
RefAttributeType="APOS.BasicUnits_AttributeTypelib/duration_hours">
<Description>minimum allowable number of hours between two consecutive proof tests
(or partial stroke tests), according to the plant operator specification</Description>
<Constraint Name="ModellingRule">
<UnknownType>
<Requirements>Mandatory</Requirements>
</UnknownType>
</Constraint>
</Attribute>
RS g LI Lo ax imumALLowableSISDeviceResponseTimel
ID="{E@B2AFFE-62D6-47ea-AD37-985ED15A3233}"
RefAttributeType="APOS.BasicUnits_AttributeTypelib/duration_seconds">
<Description>maximum allowable time period for the SIS device completing the
necessary actions to achieve the safe state of the device</Description>
<Constraint Name="ModellingRule">
<UnknownType>
<Requirements>Mandatory</Requirements>
</UnknownType>
</Constraint>
</Attribute>
<Attribute Name="ExpectedRepairTime" ID="{48422@E8-@F5A-4785-B965-DFAFAFA38CFD}"
RefAttributeType="AP0S.BasicUnits_AttributeTypelLib/duration_hours">
<Description></Description>
<Constraint Name="ModellingRule">
<UnknownType>
<Requirements>Mandatory</Requirements>
</UnknownType>
</Constraint>
</Attribute>
<Attribute Name="FailCriterion" ID="{5E748012-D12C-43ae-A9BA-E6854C8A6A34}"
RefAttributeType="AutomationMLBaseLibrariesAMLEd22_11_e@AutomationMLBaseAttributeTypelLib/OrderedListType">
<Description>precise failure definition and the corresponding failure mode, and
thereby indirectly definition of the acceptability of (part of) a functional

@NTNU @ SINTEF
AML.: Automation Markup Language



Utviklet et AML SIF editor for enklere

bruk

s 9
A A

v'

Takk til ABB som
har laget en SIF
editor i APOS 2.0

»® APOS SIF Editor 2.2.0 UML Model 31 - New SIF Builder Document®

File Edit View

60

[s] duration_seconds

= SlFs MaximumaAllowableSISDeviceResponseTime
= New SIF
CrossVoting MaximumPermittedRepairTime 1 2
InputDevice (1001)
= Group1 (1001) MaximumTestintervalForSILCompliance 8760
MNew input component
MeanTimeToRestoration 24

LogicSolver (1001)
=1 Group1 (1o01) . P
MinimumTestintervalOperatorSpecification
New solver component
FinalElement (1001)

=1 Group1 (1001)

SISDeviceRequirementsVersion

New final component SystematicCapabilityRequirement S C 2
Documents
New Document Taginformation 20'XV'203
TagName Shutdown valve

[h] duration_hours
[h] duration_hours
[h] duration_hours
[h] duration_hours
string

SClevel

string

tagName

MaximumTestIntervalForSILCompliance must have a value.
TagInformation must have a value.
SystematicCapabilityRequirement must have a value.
TestCoverage must have a value.

MeanTimeToRestoration must have a value.
MinimumTestintervalOperatorSpecification must have a value.
MaximumAllowableSISDeviceResponseTime must have a value.
ExpectedRepairTime must have a value

FailCriterion must have a value.
BypassAdministrativeControlRequired must have a value.
MaximumAllowableBypassTime must have a value
TripEnergyMode must have a value.

FailurePhilosophy must have a value.
SISDeviceRequirementsVersion must have a value
MaximumPermittedRepairTime must have a value.
ManualOperationlsPossible must have a value.

AML: Automation Markup Language

@NTNU

SINTEF



Utveksling av SIF SRS data med AML

“Castberg /

)

equinor

TN
N—

AkerBP
15 SlFer

TUVRheinland *

safetec

AL IR D
< Safety ‘al d
Gi Insight ﬁ

Eksempler pa utfordringer:
« Tilpasse egne systemer til
eksport/import AML fil
* Implementering av
votering (mer komplekse)

equinor ’

TOVRheinland *
safetec SOFUS

®NTNU SINTEF

AML: Automation Markup Language



PILOT 2 — UTVEKSLING MED ASSET
ADMINISTRATION SHELL (AAS)




AAS - en mer kraftfull plattform enn AML

T

« Utviklet av Platform Industry 4.0 Utveksling i den digitale verden

L

« Publiserti IEC 63278

» Digital representasjon av enhver Asset

e Data organisert som Asset Administration Shell

« Submodels (SM)

Digital tvilling av
 Submodelcollections (SMC) Asset
* Properties

-
* Filreferanser

. Maskinlesbare koder (IECCDD,...) @&
Utveksling med den

 Kan brukes i hele livslgpet: fysiske verden
 Engineering og drift
« Digitale tvillinger kan samvirke
« Kan oppdateres med data fra drift

Asset

. @NTNU SINTEF

AAS — Asset Administration Shell. IEC CDD: IEC Common Data Dictionary



SIS relaterte digitale tvillinger

* | APOS 2.0 er det utviklet fire AAS maler (via IDTA arbeidgruppe)
* Publisering via IDTA sikrer standardisert industripraksis

+|:| Logic solver

g

Kan knyttes sammen og

AAS: SIS device

SM: SIS device

-
4 \
v PT,
~ -

-
1

eventuelt utveksle

PSD system

=3

IDTA — International Digital Twin Association. AAS — Asset Administration Shell. EUC: Equipment under control. SM: (AAS) Submodel

ONTNU @ SINTEF



IE::DTA Home  About IDTA

Submodel Template

Safety instrumented functions (SIF) for the process
industries

Submodel Template

SIS component for the process industries

Submodel Template

Safety instrumented system for the process
industries

Submodel Template

Equipment under control for the process industries

Use Cases

IDTA Number @

02064

IDTA Number @

02079

IDTA Number @

02097

IDTA Number @

02096

Technology

Solutions Hub

Version

1.0

Version

1.0

Version

1.0

Version

1.0

Content Hub News & Dates

Status

In Developrment

Status

In Development

Status

In Development

Status

In Development

Downloads & Links

Coming soon

Downloads & Links

Coming soon

Downloads & Links

Coming soon

Downloads & Links

Coming soon

@NTNU SINTEF



Eksempel pa AAS for en SIS komponent et fra AAS

SMC: Tag Information
SMC: SRS Requirements

SMC: Device Model Specification
SMC: Reliability Data Design

SMC: Reliability Influencing Properties

SMC: Reliability Data Operational

SMC: Device Instance Specification
SMC: Proof Test Data
SMC: Failure Data

SIS device

AAS for SIS komponent

4 "FailureEvent' (13 elements) @{Multiplicity=ZeroToMany}

M"Failurenescription' @{Multiplicity=0OneToMany}
"FailureCause” @{Multiplicity=ZeroToOne}

"TimeStampDateAndTime" @{Multiplicity=0ne}
"DetectionMethod” @{enumeration=TBD according to APOS
“"DetectedOrUndetected” @{enumeration=detected, undetec
“FailureMode™ @{enumeration=TBD according to APOS L2 gr
"FailureClass” @{enumeration=DU, DD, SU, SD, S, Spurious, N
"SpuriousTrip® @{Multiplicity=0ne}

“FailureMechanism™ @{Multiplicity=ZeroToMany}

"SystematicOrRandomHardwareFailure” @{enumeration=sy

m “IndependentOrCommonCauseFailure” @{Multiplicity=7ero

"NotificationNumber” @{Multiplicity=0ne}
M"Workﬂrderﬂumber" @{Multiplicity=ZeroToOne}

@NTNU SINTEF

SMC: Submodell collection (“bolking” av data som hgrer sammen)



Operator I SINTEF

PDS data sheet
line gas detector

Reliability Data
for Safety Equipment

i
I
I
e Line gas I Nye
detector l DS DATA HANDBOOK - 2021 EDITION versjoner
I N\
I
I

o -
5

@ SINTEF

Topside
ESV/XV

PDS data sheet
ESV/XV

. . @NTNU SINTEF

CMMS: Computerized Maintenance Management System. LCI: Life Cycle Information.



Detaljert om im

ementering

SINTEF

OPERATOR

SINTEF

“FailureData" (1 elements) @{Multiplicity=ZeroToOne}

4 “FailureEvent” (13 elements) @{Multiplicity=ZeroToMany}

“TimeStampDateAndTime" @{Multiplicity=0ne}
“DetectionMethod” @{enumeration=TBD according to APOS
"DetectedOrUndetected” @{enumeration=detected, undetec
“FailureMode” @{enumeration=TBD according to APOS L2 gr
“FailureClass” @{enumeration=DU, DD, SU, SD, S, Spurious, N
“SpuriousTrip"  @{Multiplicity=One}

“FailureMechanism™ @{Multiplicity=ZeroToMany}

A

tematicOrRandomHardwareFailure” @{enumeration=sy
“FailureDescription” @{Multiplicity=OneToMany}

"FailureCause” @{Multiplicity=ZeroToOne}

o dentOrC C

Failure” @{Multiplicity=Zero

“NotificationNumber" @{Multiplicity=One}

“WorkOrderNumber" @{Multiplicity=7eroToOne}

.aasx template for
feildata delt av
SINTEF

MName

| Submeodel_pilot3_instansiert_ventil hav 1
| Submodel_pilot3_instansiert_ventil hav 2
| Submodel_pilot3_instansiert_ventil hav 3
| Submeodel_pilot3_instansiert_ventil hav 4
| Submodel_pilot3_instansiert_ventil hav 5
| Submodel_pilot3_instansiert_ventil land 1
| Submeodel_pilot3_instansiert_ventil land 2
| Submodel_pilot3_instansiert_ventil land 3
| Submodel_pilot3_instansiert_ventil land 4

| Submeodel_pilot3_instansiert_ventil land 5

.aasx-template fo
feildata instansiert
av operatgr og delt
via APOS 2.0
sharepoint

,process fluid”

tring”, "medium"

Script for & lese
.aasx-filer
(verifiserer innhold
ved .csv-eksport)

Script for &
analysere data
(summering av DU-
feil som eksempel)

[ Assetinformation htps:/example.com/ids/asset/4223 11211152

4+ [V -PoSDataSheet" V1.1 [nttps://example.com/ids/sm/1333_7021_11%

m “DeviceDescription" (5 elements)
BT “sintefsBestEstimates® (5 clement

ty=0One}

4 mncemintykndPopulationDetaiIs" (12 eleme D{SMT/Ca

m “lambdaDUAverage” @{SMT/Cardina
[ lambdaDU70" @{SMT/Cardinality=

[ “imbdabus" @{sMT/Cardinality=One}
“lambdaDU95" @{SMT/Cardinality=One}

[ “Duobserved" =
"DUCalculated”
"Operating'l'ime" (

SMT/Cardinality=One}

[ “FirstDateOfObservation” @{s\ |
[ “LastDateOfObservation” @(SMT/Cardinality=ZeroToOne]
-PNP “PopulationSize® @{SMT/Cardinality=One}

"NumberOffacilities” @{SMT/Cardinality
m‘NumberOfOpevators' @

Script for a skrive

analyserte data til

.aasx template for
PDS data sheet

@NTNU SINTEF
26



Operators

Other

Mapping to SIS device AAS
submodel

CMMS: Computerized Maintenance
Management System

LCI: Life Cycle Information

SRS: Safety Requirement Specification
AAS: Asset Administration Shell

AML: Automation Markup Language
SIF: Safety Instrumented Function

Transfer of inventory data and failure data for selected line gas detector and emergency
shutdown tags from different facilities and operators

ff‘gw

l Aggregate & analyse

data into equpment
group data sheet

‘ Oppsummert importto
— Satt | handb?)t:k \\ f.,):f: anee

vendors

sammenheng

eliability Data
Safety Equipment

CMMS:

. Fremtidige

LCI:

.AML
Inventory data &
Transfer data for

selected properties for Engineering
selected SIFs

Basert pa figur av Jon Olav Li, Equinor



Oppsummering

« Utvekslingsformat som AML og AAS kan erstatte utveksling av data
som pdf’er, word-dokument osv

« Ma virke sammen med eksisterende systemer (Safety Insight, SOFUS,
SAP, LCI, COMOQOS,...) — AAS og AML er ikke et godt interface for
mennesker

* Fremover: Arbeid som gjores med a strukturere data i
informasjonsmodeller kan muliggjore mer (effektiv) bruk av kunstig
intelligens

@NTNU SINTEF




Takk for oppmerksomheten

‘st News Handbooksand Tools v  Publications +  |APOS 2.0 Project v  APOSProject v AboutPDS v  Login  Contact

PDS forum Next PDS forum meetings:

Reliability of Safety Instrumented Systems 14.-15. April 2026, Physical meeting in
PDS forum has 28 member organisations representing energy companies, Trondheim

engineering companies, consultants, vendors and researchers, with a special

interest in Safety Instrumented Systems (SIS). The participants are meeting 21.-22. October 2026

twice a year for workshops, presentations and technical discussion.

Most members of the PDS forum are also members of CDS forum, an industry
forum for cybersecurity of Industrial automation and control systems.

APOS 2.0 publikasjoner via PDS forum
https://pds-forum.com/



https://pds-forum.com/
https://pds-forum.com/
https://pds-forum.com/
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