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PDS method - brief history

* Initial development by NTNU/SINTEF

* Further improvements and alignment with standards
through research projects funded by the Norwegian
Research Council and the PDS forum. Headed by
SINTEF.

 http://www.sintef.no/pds
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. PDS Reliability of
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PDS Method

You are here: Home / PDS Forum

Whatis PDS forum
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PDS forum meetings
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PDS working committee

070 Guidelines for the Application
of IEC 61508 and IEC 61511 in the
petroleum activities on the
continental shelf

PDS Handbooks

PDS Projects & Reports NTNU Course

Contact

PDS Forum

“PDS Forum" is a co-operation oil i ineering , drilling contractors,
consultants, vendors and researchers, with a special interest in safety instrumented systems.

There are more than 20 participating companies in the forum, meeting twice a year for workshops,
presentations and technical discussions.

The main objective of the PDS Forum is to maintain a professional meeting place for exchange of
experience between vendors and users of control and safety systems. The primary focus is on safety and
reliability aspects of such systems. Topics of the forum are:

+ Exchange of experience and ideas related to design and operation of instrumented safety systems
« Exchange ofinformation on new field developments and SIS application areas

« Use of new standards for control and safety systems

« Development of guidelines for the use of these standards

+ Exchange and use of reliability field data

The official language of the forum is Norwegian.
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PDS method - MAIN objectives

Main objectives:
« Quantify the safety unavailability @ , AND
* Quantify loss of production @

Safety unavailability: The safety function not being able to function
on demand

Production stopped due to
spurious (false) activations

Production stopped while
SIS down for repair

www.nthu.no




PDS method - other objectives

Other objective: Provide " realistic” estimates for safety
unavailability by:
« Overcoming some weaknesses in the IEC 61508
standard related to:
« Common cause failures
« Failure classification
« Presenting data that corresponds to the “best
knowledge” in the oil and gas industry
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Measure of safety unavailability - CSU

Safety unavailability is called “critical safety unavailability” (CSU)
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Spurious Loss of
trips production

DTU: Downtime unavailablity, P_TIF: Probability of test independent failure
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PDS method versus IEC 61508

PDS and IEC 61508 differs (slightly) in their

approach to:

» Failure classification and what failures to
include in quantification of PFD/CSU

* Modeling of CCFs

* Approach to incorporation of downtime due

to repair
= « Treatment of imperfect testing
e « Alternative proposals for how to treat special
cases (e.g. dependencies between multiple
m—_—— SISs)
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Failure classification - application
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Failure classification - application

IEC 61508

)\ — Dangerous

Aorit — —
mm_ﬂr:i ng

-y )\det h

No part/no

*New failure category in IEC 61508, 2010 edition
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Failure classification

Failure
Random Systematic
hardware failure
failure
Aging failure Software faults - - Operational failure
Installation failure "
) . = Walve left in wron,

- Random failures due to - Programming error _ Gas detectar cover left on pos‘;ion In wrong
natural {and foreseen) - Compilation error after commisioning - Sensor calibration
stressors - Error during software - Valve installed in wrong failure

update direction - Detector in override mode
- Incorrect sensor location

Design related failure Excessive stress
failure
- Inadequate or erroneous
specificaton
- Inadequate cr erroneous
implementation

- Excessive vibration
- Unforeseen sand prod.
- Too high temperature

Ref: PDS method (2010)
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Failure classification in PDS/ IEC 61508

Failure
Random Systematic
hardware failure
failure
\ : Aging failure Software faults - - Operational failure
i ilu
I Installation failure )
: - Random failures due to - Programming error _ Gas detector cover laft on : ::s";'t‘i"'o':ﬂ in wrong
ntal N foreses) - Complation srror after commisioning - Sensor calibration
| Sessors - Error during software - Valve installed in wrong failure
i update direction - Detector in override mode
- Incorrect sensor location

e .
Excessive stress.
failure

- Excessive vibration
- Unfareseen sand prod.
= Too high temperature:

k.

Ref: PDS method (2010)

\
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Design related failure { Excessive stress I
failure
- Inadequate or erroneous | |
specificaton - Excessive vibration
l| - Unforeseen sand prod. I
|

implementation

Wl Too high temperature




Contributions to safety unavailability

Unknown downtime

A

Known downtime
\

Down due to
Systematic
IENVGES

Down due to
random
hardware failures

Down due
Down due to to test
failures not
revealed by
functional test

Down
due to repair

P DTU
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CSU versus PFD in IEC 61508 (simplified formulas)

Unknown downtime Known downtime

\ |

\

Down due to
random
hardware failures

due to repair
& restoration

PFD (IEC 61508)

Estimates of PFD using the PDS approach may therefore be
different from estimates based on PFD in IEC 61508

\
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Failure classification in PDS/ IEC 61508

PFD calculation in l Failure CSU/PFD
IEC 61508 calculation in IEC

61508

Systematic
failure

Random
hardware

‘,)0% failure
?,C’ O — — -1
\ : Aging failure Software faults - - Operational failure
I Installation failure )
: - Random failures due to - Programming error _ Gas detector cover laft on : ::s";'t‘i"'o':ﬂ in wrong
natural {and foreseen) - Compnlat!on errar after commisioning - Sensor calibration
I stressors - Error during software - Valve installed in wrong failure
‘ update direction - Detector in override mode
E i - Incorrect sensor location
Excessive stress
failure ey e —
- Excessive vibration Design related failure { EJ_ccesswe stress [
T failure
- Too high temperature: - Inadequate or erroneous | |
. specificaton I - I
- Inadequate or erronecus - Unforeseen sand prod.
implementation | ]

(if occurring at
unpredictable time) ===

Ref: PDS method (2013)
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est alternative? ISO TR 12489

ISO/TR 12489:2013(E)

A
Failure
s P
Deterministic

Natural d dati Ty ( under given
atural degradation conditions i
mechanisms under Random Systematic
| designstresses | h | 7 S E—
M —_
“ | r | 'd ™\
(Non aging Hardware Aging| Human Hardware} Software Human
items _J L | L items ) A \ kS A "
N /e
~ ~ # - =
Constant Non constant : . : ,
i failure rate « Operation under siress | |+ Specification !| + Specification If'+ Lack of training !
failure rate i ! I
h < 1 = Non routine operation ! + Design } + Code i « Cognition problem
: | § * Delayed operation } + installation i: » implementation ! = Ergonomics I
i « Electronic components| | * Youth + Oral communication i[1 « Unforeseen I + installation i1+ HMI i
i « useful life ; = Wearout = Omission/ Error in I stresses ii + Updating ! = Emorin the !
i+ Mix of numerous 1| * Mechanical routine operation * Wrong fluid !i * Inadequate tests || procedure writing I
! failure modes j i components * ete. et i - etc. i1+ ete. i
i i i j

Hardware ra on-hardware or non-random failures

Figure B.5 — Random versus systematic failures

Failures being quantified
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Quantification of safety unavailability

Unknown downtime due to
DU failures PFD
Unknown downtime due to — CSU| CSU,;
failures that cannot be
detected by a functional test, —
only a real demand
{ DTU

Known downtime, due to
testing and repair of detected
and undetected failures

CSU =PFD+ P,
CSU,, = PFD+ P, + DIU

www.nthu.no




Quantification of safety unavailability

www.nthu.no

— CSU

CSU,;



P, — failures not revealed during a test

There are many “good” reasons for
— why a functional test is different from
a real demand situation.

Pre: The Probability that the component/system will fail to carry out its
intended function due to a (latent) failure not detectable by functional testing
(therefore the name “test independent failure”)

Often a systematic type of failure.

\
www.nthu.no \‘




Downtime unavailability (DTU)

Unknown downtime Known downtime

own due 1o ° 2::

allures nol

ales

"z DTU =DTU, + DTU

due to repair

' — —Jr R T
PFD Pre DTU

\ J

DTUg: (Unplanned) Downtime unavailability due to repair of dangerous
failures of rate Ap, resulting in a period when it is known that the function is
unavailable (i.e. category 3a above). The average duration of this period is
the mean restoration time (MTTR); i.e. the time from the failure is detected
until the safety function is restored;

DTU+: Planned downtime (or inhibition time) resulting from activities such as
testing and planned maintenance (i.e. category 3b above).

www.nthu.no




Downtime unavailability (DTU)

Unknown downtime Known downtime

own due 1o ° 2(::

allures nol

ales

"z DTU =DTU, + DTU

due to repair

' — —Jr R T
PFD Pre DTU

\ J

DTUg: (Unplanned) Downtime unavailability due to repair of dangerous
failures of rate Ap, resulting in a period when it is known that the function is
unavailable (i.e. category 3a above). The average duration of this period is
the mean restoration time (MTTR); i.e. the time from the failure is detected
until the safety function is restored;

DTU+: Planned downtime (or inhibition time) resulting from activities such as
testing and planned maintenance (i.e. category 3b above).
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CSU/PFD as decision support

We want to meet the PFD requirement.
Risk analysis =  Why should we — on purpose —
exclude certain contributions when
we estimate the PFD?

Required

PFD
SIL

requirement

Design &
installation

PFD /CSU estimate 5 > I
(design) W T

Operation & PFD /CSU experienced 5 ) f
maintenance (operation) :

www.nthu.no
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Formulas for PFD (wrt DU failures)

Table 3 Summary of simplified formulas for PFD /

PFD calculation formulas
— : Note: The (1-f-
Voting Common cause Contribution from inde ent h b
contribution failures par t) as been
2 omitted.
lool - Apu-t/2
loo2 B-Apu-T/2 - [hou - ©]°/3
2002 - 2. dpu-t/2
loo3 Clooz - [3 “ADU T /2 LN [}uDU‘T ]5;"4
2003 Ca003 - B ~Apu-T/2 T [?\JDU . T]l
3003 - 3.0pu-1/2
_ B} . 1 N
looN:N=2.3. .. Croox B - Apu - /2 + Naop Gou®
MooN, M<N: N =2, . . N! VoA +
: ’ " 7 + (A
3. Cotoon | B+ Apy - ©/2 N_arrrar-1 P )
NooN:N=1.2.3, ... '\ - N:-lpu-t/2

New parameter. Correction factor for other voting than 1002. Will be explained later!

www.nthu.no Y .



Formula for DTU,

Starting point:

www.nthu.no

Dangerous failures come as random
events

When a dangerous failure occur, it
needs repair.

While dangerous detected (DD) failures
are repaired “immediately”, DU failures
are repaired when revealed.

The critical situation if the SIS is unable
to function while the repair is ongoing.

Strategy 1: The plant is always
shutdown while repairing a failed
component.

Result: No contribution to DTUg.

Strategy 2: It is possible to operate
the plant while the SIS isin a
““degraded mode”.

Result: Contributes to DTUg
Strategy 3: The plant is always

operated while the repair is ongoing,
even if the SIS is unable to function.

Result: Contributes to DTUg




Downtime unavailability for repair (DTUy)

Table 6 Formulas for DTUjy, for some voting logics and operational philosophies
H H Contribution to DTUg, for different operational/repair
Contrl bUtlon to DTU Initial | Failure philosophies b
When the S I S haS d DU 1'011?12 Type Degraded operation Operation with no protection
— | logic

failure at the same time Toot—| Single failure A pp—
a repa"' |S Carrled Out Degraded operation with 1ool:

Single failure — 2 Ao MTTR - Aot/ N/A

looZ | Both components

= N/A B-ApMTTR

Degraded operation with 2002

Single failurc 3ApMTTR - 2 hpy 1/2 N/A
Degraded operation with lool:
2003 ;I:{'Tlo components (Caonr—Cioss)- B Ao MTTR - hip /2 A
All three
N/A Cio03 -B-Ap -MTTR

components fail
Y Note that the formulas provided here do not distinguish between the MTTR for one or two (three) components

) Degradation to a 1002 voting gives no contribution to the DTU. since a 1oo2 voting actually gives increased safety
as compared to a 2003 voting

www.nthu.no




Downtime unavailability for repair (DTUy)

Table 6 Formulas for DTUjy, for some voting logics and operational philosophies
Contribution to DTUg, for different operational/repair
Initial | Failure philosophies D
‘::;;Lg Type Degraded operation Operation with no protection
lool | Single failure N/A A MTTR

Sinle fail Degraded operation with 1ool: .-
« Give attention to note e T 2o MTTR - Apor 772 A

loo2
2 ) g?fh components N/A B-Ay MTTR

° C on trl b Utl on to DT U Single failure Degraded operation with 2002 T

o > 33pMTTR - 2hpy1/2 N/A

When are pall’ IS / Degraded operation with 1ool:
. . . ~ Wo CGL‘[IpOllEﬂTS o T i

ongoing while there is > (Ca3~Coes)-p-A0MTTR - hoy-7/2 N/A

a DU failure in either of ‘ T

the other two components fail NA Cice3 Ao MTTR
Y Note that the formulas provided here do not distinguish between the MTTR for one or two (three) components
3| - e - . - - e
m Degradation to a loo2 voting gives ne contribution to the DTU. since a 1oo2 voting actually gives increased safety
CO po ne ntS . as compared to a 2003 voting

www.nthu.no




Downtime unavailability for repair (DTUy)

. . Table 6 Formulas for DTUjy, for some voting logics and operational philosophies
* Contn bUtlon to DTU Contribution to DTUg, for different operational/repair
e N ] T
when exactly two DD [nitial | Failure philosophies
. o 1?1" P Degraded operation Operation with no protection
failures are under logic
: Single failur N/A A MTTR
repair (due to a CCF) fool | >ingle fatture o
. ) . Degraded operation with 1ool: )
and the third L Single failure 245 MTTR - oo 2 A
2

component has a DU | 2o components N/A B MTTR

fa | I ure. ) ) Degraded operation with 2002
Singlefailure 330 MTTR - 2-Apu-1/2 N/A

Degraded operation with lool:

2003 "fl::lo components \( ConeCiant) Ao MTTR - Ao 112 A
All three
‘ components fail \\ﬂ{ Cioo3-B-Ap -MTTR

Y Note that the formulas provided here do not distinguish bekyeen the MTTR for one or two (three) components

5 - - - . - . - - -

? Degradation to a 1oo2 voting gives no contribution to the D'NU, since a 1002 voting actually gives increased safety
as compared to a 2003 voting

C,,03: Correction factor when CCF involve the failure of two or three

components (since two and three failures lead to system failure) _

C1003: Correction factor when CCF involve the failure of three component: C2003~ C1003: The CCF involve
(since three failures lead to system failure) exactly two failures

www.nthu.no




Downtime unavailability for repair (DTUy)

Table 6 Formulas for DTUjy, for some voting logics and operational philosophies

) Contn bUtlon to DTU Contribution to DTUg, for different operational/repair
Wh en a” com po ne nts Initial | Failure philosophies D
have failed due toa  Lesic | Degraded operation Operation with no protection
DD fa”u re ﬁi\ Single failure N/A JpMTTR

Degraded operation with 1ool:

Singlefailure 2 4o MTTR - hpu1/2 NA
looZ | Both compo&n{ N/A B-Ap-MTTR
fail _ il

. ) Dapsaded operation with 2002
Single failure 3ASMTTR - 2 Ap0-/2 N/A

Two co HlpOllEﬂTS

2003

fail N/A
All three \
components fail N/A Ciee3 -B-Ap -MTTR

Y Note that the formulas provided here do not distinguish between the MTTR for one or two (three) components

5 - - - . - . - - -

? Degradation to a 1oo2 voting gives no contribution to the DTU, since a 1002 voting actually gives increased safety
as compared to a 2003 voting

C1003: The CCF involve the failure of three components
(since three failures lead to system failure)

www.nthu.no




Downtime unavailability for test (DTU)

Starting point:

www.nthu.no

The downtime due to test is
deterministic! (Testing is not random
events)

In a test interval, the downtime is %

The critical situation occurs if a test is
performed with plant operating and the
SIS becomes unable to function.

Strategy 1: The plant is always
stopped while testing.

Result: No contribution to DTU+.

Strategy 2: It is possible to operate
the plant while a component is
being tested (if the system can still
operate in degraded mode).

Result: Contributes to DTU
Strategy 3: The plant is always

operated during a test, even if the
SIS is unable to function.

Result: Contributes to DTU




Downtime unavailability for test (DTU)

e Contribution to DTU

only when all

CompOnentS are OUt fOI’ MIM}%FDTU{{M some voting logics and operational philosophies

Contribution to DTUTt for different operational/testing

testing.

www.nthu.no

N
components tes

Initial philosophies
roti . c c c
1;:] gig simultaneousty \[@‘ded oper Operation with no protection b

lool | One at a time

One at a time

N/A

loo2 | Both tested
simultaneously

N/A

t'T

Degradation to 2002

\Tr
T~
~

One at a time £ 2080 N/A
2003 ==

All three tested

simultaneously N/A t/t

" Note that the fornmlas provided here do not distinguish between the testing time t for one component and
simultaneous testing of two (or three) components. The total testing time without protection should therefore be used
p) - - - . . . - - -

2 Degradation to a 1oo2 voting gives no contribution to the DTU, since a 1oo2 voting actually gives increased safety

as compared to a 2003 voting




Downtime unavailability for test (DTU)

Table 7 Formulas for DTUT for some voting logics and operational philosophies
Contrl bUtIOn to DTU When — Number of Contribution to DTUT]?-)IT diff]f'rent operational/testing
. th f th Tmt, aﬂ components tested pOsopies
elither one O e —_ ‘l(:]glﬁ‘a simultaneously Degraded operation Operation with no protection b
components has a DU ool Teneatatime A U
failure at the same time U SN o A
as the other component is loo2 |Both tested o n
simultancously '
teSted . One at a time Degradation to 2002 N'A
° . o t- E-PL-D’L; o
DTU+: When the 2003 [ ”
y; T

simultancously

failure (of the still
untested component)
occurs while testing

* DTU+,: When a failure
of the already tested
component occurs
while testing the other

t= test time

Y Note that the formulas provided here do not distinguish between the testing time t for one component and
simultaneous testing of two (or three) components. The total testing time without protection should therefore be used
2 Degradation to a 1oo2 voting gives no contribution to the DTU., since a loo2 voting actually gives mereased safety

as compared to a 2003 voting

DTU :—t(1—e_
T2
T

DTU,, :%(1—6%"“”))%% U -(T+t)z£ ou T =Apy -t

7/1DU
27)=0 (t/2isvery small also)

www.nthu.no




Downtime unavailability for test (DTU)

Table 7 Formulas for DTUT for some voting logics and operational philosophies
F|rSt g Ive atte ntIOn to note " Number of Contribution to DTUTt f?l‘ dlffe'rent operational/testing
Initial philosophies
2 voting components tested X
) = | simultaneously Degraded operation Operation with no protection )

\ logic
lool | One at a time N/A t/T
Contribution to DTU a S o —

component is being 1002 Bmh@\ oA
tested at the same time a2

One at a time

as the other (still 2003 t 22y

All three tested

u nte Sted ) com po ne ntS simultancously N/A vt
. Y Note that the formulas provided here do not distinguish between the testing time t for one component and
h ave a D U fa | I ure. §i.mu1taneous testing of two (or three) components. The total testing time without protection should therefore be used
2 Degradation to a 1oo2 voting gives no contribution to the DTU., since a loo2 voting actually gives mereased safety
as compared to a 2003 voting

1 DT1U; =£-2/1DU(T+Z‘)%£-ZZDUT =24t

AY
AY
\
A}

(Simplified compared to previous slide)

v
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P_TIF: Alternative 1. Fixed value

CSU(t)

CSU

avg ]

Prie

\
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Test independent failures (P,)

Definition - interpretation:

» Probability that a component just being functionally tested, fails to perform on
demand (irrespective of the interval of functional testing).

» Probability that the component/system will fail to carry out its intended function due to
a (latent) failure not detectable by functional testing.

* Pragmatic, rather than theoretically funded measure

« The parameter P for a single component is usually set equal to 5 - 107%.

* The P4 of a subsystem is:

—P>"° =f(P.., 5,voting)

Table 5 Formulas for Prir, various voting logics

Voting TIF mutrihui'iuu Tu CsU
for MooN voting
lool P1r
— loo2 p-Prr
MooN, M<N Coool - P - P1IF
NooN. (N=1.2....) N - Prip

www.nthu.no




P_TIF: Alternative 2. As imperfect test

When imncorporating the PTC the rate of dangerous undetected failures can be regarded as having two
constituent parts:

1. Failures detected during proof testing: with rate PTC - Apy and proof test interval 7, and
2. Failures not detected during proof testing: with rate (1 — PTC) - Apy and “test interval™ T

Here 7 15 the proof test interval and T is the assumed interval of complete testing. T may for example be Rema I"k,'
the interval of a complete component overhaul when 1t 1s the assumed that the residual failure modes wall .
be detected. If some failure modes are never tested for, then T should be taken as the lifetime of the Note that PFD1001 glves

equipment. For a lool voting the PFD is then given as: average va Iue for a

PED, 001 = PTC- 3y 3) + (1 PTC)- (30 g) given combination of
and T, and not the

We see that the above expression becomes 1dentical to the simplified formula given for PFD, ;,; 1n section

5.2.1 when the proof test coverage, PTC =1 (= 100 %), ie., when the functional test is perfect. This was curves indicated in
also illustrated in Figure 5 where the average PFD (or CSU) is the same in all test intervals. However, if . /
PTC < 1, the average PFD for a test interval will increase in subsequent test infervals, as illustrated in ﬁg ure 7!
Figure 7.
PFDIt)

|
T T
T 2T 3t N-1)t T=Nt

Figure 7: Time dependent PFD with PTC < 100 %
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Inclusion of CCFs

IEC 61508: All redundant
components as the result of a

CCF <&\<

ke  Control room
=

Logic solver
(PLC)

Pressure transmitters

PDS method: From two to n components
may fail as the result of a CCF. What failure
combinations that contribute to the safety
unavailability depends on how the
components are voted

\
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' | =
Inclusion of CCFs [? . ?]
I f

1003 2003
IEC 61508 PFDecp = IBASUT PFDccp = %
PDS PED.. . ~ Cloo3 Py T PED. ~ Cpo3 Py T
CCF 2 CCF 2
Como — According to IEC 61508, there
20 Is no benefit (in reducing the PFD)
: from using 1003 compared to

2003.




Dangerous
system failure

Starting point

Dangerous
system failure

jo 00
1ess®
Dangerous
system failure
€
Q.
Voted 1002 vé 8‘40’7

Voted 2003

www.nthu.no




Multiplicity of failures

Probability that j specific channels fail due to a CCF (in a system of n components):

gin=Pr(AiNAzn...NnA4;NA 1 N...NA},)

Probability that exactly j out of n components fail (all combinations, assuming symmetry):

Tl
fj,n = (j)gj,n-

Probability that the system fail due to a CCF is when n-k+1 or more components
are involved in CCF:

Qroon =Pr(At least n. — k + 1 channels failed in CCF)

(4)

||
]
=
=

Ref: Hokstad et al (2006)

\

www.nthu.no \‘




Inclusion of CCFs - rationale

Probability that j specific channels fail due to a CCF (in a system of n components):

gin=Pr(AiNAzn...NnA4;NA 1 N...NA},)

Probability that exactly j out of n components fail (all combinations, symmetry):

Tl
fj,n = (j)gj,n-

Probability that the system fail due to a CCF is when n-k+1 or more components are
involved in CCF:

Qroon =Pr(At least n. — k + 1 channels failed in CCF)

n
= Y fin 0, = 3-0
koon Ck(_)(m

j=n—k-+1

Ref: Hokstad et al (2006)

\
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Need for new parameters

e [3: Probability that a specific second channel fails, given
that a channel has failed.

e [3,: Probability that a third channel fails, given that two
specific channels have failed

e [3,: Probability that a (k+1)th channel fails, given that k
specific channels have failed

e Symmetry is assumed, so that all combinations of
multiplicities of channel failures have same probability

NTNU
Norwegian University of
Science and Technology
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Two and three channel example . E]

B: Probability two specific
channels fail (channel 1 fails,
when also channel 2 is failed,
and visa verse)

channels are involved in
a CCF (Channel 1 and 2,
but NOT channel 3)

9 -
¢ B(1-B,): Probability
that two specific LA

BB,: Probability that
three specific channels
are failed.

Q Representing total probability that a channel fails
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Three channel example: Details

Probability that three specific channels fail (g5 5):

Pr(Cl N C2 NC3)=Pr(Cl" |C2" N C3")-Pr(C2" N C3")
=Pr(C1"| C2" " C3")-Pr(C2" | C3")-Pr(C3")

= 5,0 D

Probability that two specific components fail (g, 5): :

Pr(C1nC2" " C3")=Pr(Cl1 |C2"NC3")-Pr(C2" N C3")
=(1-Pr(C1" |C2"nC3")-Pr(C2" | C3")-Pr(C3")

=(1—ﬁ2)ﬁQ&

Ref: Hokstad et al (2006), Hokstad and Rausand (2008)
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Inclusion of CCFs - rationale

Probability that one specific component has failed (g, 3): :
Pr(C1NC2NC3)=Pr(C1~C2 |C3")-Pr(C3") \
=[1-Pr(CI" L C2" | C3") |- Pr(C3) &) \
=[1-[Pr(C1" | C3") +Pr(C2" | C3") = Pr(C1" " C2" n C3")] |- Pr(C3") @ |
:[1—(/8(1—ﬂ2)+ﬂ(l—ﬂz)_ﬂﬂz)]'Q @
=[1-@-pp.]o D %/

Probability that exactly 1,2, and 3 components fail out of n:

Jis=31-2—-3,)8]0
fry =3(-05,)60
fi5 = 0,00

\
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Inclusion of CCFs - rationale

Note that system has a CCF when (n-k+1) or more components fail:

Q003 = Doz = fz,s T f3,3 =(3-24,))p0=C,,;p0 D +3&
Qipos = f3,3 =5,60=C, B0 D

A
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Cvoon - €Xplanation

Q2003 — f2,3 + f3,3 =(3- 2,82 VPO = C2003IBQ

Qioos = f3,3 = ﬂzﬂQ = Cloo3:BQ

With S, = 0.5, we get:
C,,,; =20
C,.; =0.5

Table B.2: Updated C;,,y factors for different voting logics

M\ N N=2 N=3 N=4 N=5 N=6
M=1 ] Coos =10 Crops =05 | Cioos =03 | Cioo5 =02 | Cipo6 = 0.15
M=2 Cro03 = 2.0 | Cuo0a = 1.1 | Cupos = 0.8 | Cypoe = 0.6
M=3 Cao0s = 2.8 | Cipo5 = 1.6 | Cypoe = 1.2
M=4 Cio05 = 3.6 | Capos = 1.9
M=5 Csoos = 4.5

Ref: Hokstad et al (2006), Hokstad and Rausand (2008)
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Generalized

Let C,,,0n* be the C,, ., factor calculated using generalized formula for C,,,,y. Then the new C,, .,y becomes:
C 1-¢)C,
Moon = 9 + ( o Q) MooN

The fraction q of the CCF can be described as “lethal shocks” (causing all N components to fail), and the fraction 1-q follow
the logic of the previous CCF model of PDS.

The old Cy,,,\* factor was rather complex. In the most recent version, due to some unfortunate effects of the old formula, the new

proposal is:
N

N\ . .
C?{/IOON:ﬁZ Z (j)9}_3(1—9)N_J; M=12,..,N—2
j=N—M+1

This formula relies on some new important assumption: the s (for k23) are constant, i.e., §,=6; k=3. Provided 82f,, it can
be proved that we then get acceptable (non-negative) C,,,,5* values.

&2/, means that the probability of having a forth failure, if three have already failed is greater than having a third failure in a n channel
system, that the probability of having a fifth failure, if the four have already failed than having a forth failure in case three components
have failed in a n channel system etc — which is reasonable.

Current values of C,,,, table assumes q=0.05, 3, = 0.5 and 6=0.6

\
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Verity?

www.nthu.no

Table B.2: Updated C,,,y factors for different voting logics

Choon = B2 Z (]

j=N—-M+1

N

M\ N N =2 N=3 N=4 N=5 N=6

M=1 | Ciyp2 =10 | Cipo3 =05 | Cio0a =03 | Ci505 =0.2 | Cyp06 = 0.15

M =2 - Coooz3 = 2.0 | Couoa=11 | Cy,,5 =0.8 Copo6 = 0.6

M =3 ) ) C300a = 2.8 | C3005 = 1.6 C3006 = 1.2

M =4 B B B Cs005 = 3.6 Ci006 = 1.9

M=5 - - - - Csoos = 4.5
N

)91'—3(1 —-N I, M=12,..,N -2

Current values of C,,,, table assumes q=0.05, B, = 0.5 and 6=0.6




Some remarks

Table 3 Summary of simplified formulas for PFD
PFD calculation formulas
Vot Common cause Contribution from inde ent
oting e .
contribution failures
z
lool - Apu-t/2
loo2 B-Apu-T/2 - [hou - ©]°/3
2002 - 2. dpu-t/2
loo3 Cloo3 * [3 “ADU T /2 LN [}uDU‘T ]5;"4
2003 Ca003 - B ~Apu-T/2 T [?\JDU . T]l
3003 - 3.0pu-1/2
_ B} . 1 N
looN:N=2.3. .. Cloox - B - Apu-T/2 + Naop Gou®
MooN, M<N; N=2, . . N! VoMl
’ " B . + A Ay,
3. Cotoon * P+ dpy - ©/2 N_arrrar-1 P )
NooN:N=1.2.3, ... - N-lpu-t/2

www.nthu.no
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If independent failures were detailed

Voting | Formula for PFD
lool dou - T /2 O, = (I1-(2- :Bz ) BO
With B, =0.5, we get:

O, =(1-156)0

+ [(1-[3 )'?LDI_T.T ]2j3 /

2002 (2 -B) . }'“DU -1 /2

1003 | Cioo3 B - Apu T/ﬁ/

+H[(1-1.5-B Y rput /4

loo2 B'?"DU'T’Q

2003 Cooo3 - B-2pu-1/2
+[(1-1.5-B)-hpy - T

3003 | (3-2.5B) Apu-1/2

\
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Formulas for CCFs

www.nthu.no

Voting | Formula for PFD
lool }LDU -1/2
loo2 B'?"DU'T’Q
+[(1-B )-kpu-t /3
2002 | 2-B)} rpu-1/2
A
1003 | Cioo3 B Apu-
+[(1-1.5-B )-hput /4
2003 | Capo3* P Apu-T/2
+[(1-1.5-B)-Apy - TF°
———
3003 (3-25B)  hpy-1/2

Total failure rate:
2(1—-p8)+B] 2
=[2-p] 2

Remark: Somewhat odd
> to extract CCFs here
since NooN. More

reasonable to use
2Apt/2




Formulas for CCFs

Voting | Formula for PFD &
lool ADU - T /2 w

«6
loo2 B-?LDU-sz W
+[(1-B ) 2ot /3

2002 (2 -B) . }'“DU -1 /2

Total failure rate:

1003 | Cuoor B Ao -7 3([1 = 2= BIB1*+3(1 = B2)P
+[(1-1.5-B )-Apu-t I /4 + ,5)A

2003 Cooo3 - B-2pu-1/2 =[3_(3_ﬁ2)'8]/1
+[(1-1.5-B)Apy - T — =(3-2.56) 4

3003 |[(3-2.5-B) m (Still odd to extract CCFs

here for NooN)
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Formulas for CCFs - important to note!

Note that B in the PDS method is Q
only related to the probability of
having a second failure of a
structure of redundant
components, given that a failure
has occurred.

In the standard beta-factor model, [3 .
is the probability that all B is not only [3

redundant components fail, given
that a failure has occurred.

\
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PDS METHOD WITH MARKOV

NTNU
Norwegian University of
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Standard beta factor model: 1003 system

Functioning states B )\DU Failed states

@ 516k
_ e

2(1-B)Apy BAou

NTNU
Norwegian University of
Science and Technology
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Standard beta factor model: 2003 system

Functioning states B )‘DU Failed states

@ 516k
_ e

2(1-B)Apy BAou

NTNU
Norwegian University of
Science and Technology




PDS method: x003 system

C1003BAyy

Remark:
PDS method often skips “(1-8)»

www.nthu.no




PDS method: x004 system

(C3004-C2004)BApy

www.nthu.no




Standard beta factor: x003 system DU & DD

B)Aou
3M\op
3(1-B)Aou
0 2(1-B)Aou * ZAop

1

2(1-B)Apy * 2A\pp

2

tipp=1/MTTR

10K
__________ 3

1DU+?,
Moo MR e
4

3 DU&DD (any
combin)

NTNU
Norwegian University of
Science and Technology
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PDS method: x003 system DU & DD

(02003'01003)BADU

3Aop
BAoy

3(1-B)Aoy
30K

O 2(1-B)Apu + 2Aop

1

C10038)‘DU

2(1-B)Apy * 2A\pp

2

Hrr=2/7

tipp=1/MTTR

3 DU&DD

Upry =2/7 NTNU
Norwegian University of

Science and Technology

www.nthu.no RAMS




DIAGNOSTIC COVERAGE AND
SAFE FAILURE FRACTION




(Diagnostic) coverage (C;)

In the PDS method, “diagnostic coverage” ¢, denotes the diagnostic
coverage, while DC is used in IEC 61508.

Fraction of dangerous failures detected by
automatic self tests.

Probability that a dangerous failure is detected by
self test, given that a failure has occurred.

www.nthu.no




Safe failure fraction (SFF)

-

&
YRR

PDS used to have a different definition of SFF
than IEC 61508. Non-critical failures were

excluded.

SpF = 2o A5\ Aou
A

crit

crit ¢

The new 2010 edition of IEC 61508 is now
more in line with the PDS definition, as they
now also recommend to exclude no-part /no-

effect failures.

\
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SUMMING UP -
QUANTIFICATION OF SAFETY
UNAVAILABILITY




Table 3 Summary of simplified formulas for PFD
PFD calculation formulas
Voting Common cause Contribution from independent
= contribution failures
lool - Apu-1/2
loo2 B-Apy-t/2 + [Apu - T3
2002 - 2-hpu-t/2
1o CoieB.doee o2 + Divet Prd
20 Table 6 Formulas for DTUg, for some voting logics and operational philosophies
30 Contribution to DTUg for different operational/repair
Initial Failure philosophies b
-t "['
looN:; N ‘;:;::g ype Degraded operation Operation with no protection
MooN, M4 lool | Single failure N/A ApyMTTR
3.
- ole fail Degraded operation with 1oo1: )
NooN: N = Single failure 23 MTTR - A 72 A
[ —
loo2
DT U R € Both components NA B.An MTTR
> < Table 7 Formulas for DTUT for some voting logics and operational philosophies
» Number of Contribution to DTUt f?r d]ffe-rent operational/testing
< Initial philosophies
T 2003 votin components tested
logicg simultaneously Degraded operation Operation with no protection D
lool | One at a time N/A t't
One at a time t-Apu N/A
Table 5 Formulas for Prir, various voting logics 'y
Voting TIF contribution to CSU N/A
for MooN voting
T
lool P
loo2

p-Prr

MooN. M=N Crool - B - P1IE

NooN. (_\_21.2. ) N'PT]]:

NTNU
Norwegian University of
Science and Technology
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QUANTIFICATION OF SPURIOUS
TRIP RATE




Spurious trip rate

Table 8 Formulas for STR Y
Voting STR A spurious trip occurs if any of
— : 7 the components send a
o0 ASU . .
spurious signal
loo2 2- sy e
2o02 - g ] \ .
Prhsu 1// A spurious trip occurs only if
1oo3 3+ Asu (N-M+1)=2 components send a
2003 Cao03 - B - Asu 9< spurious signal
3003 Cloos - B - Asu . . .
> o3 "B -Asv @ A spurious trip occurs only if all
looN:N=1.2.3. ... N - sy components send a spurious
MooN:2<M<N:N=2.3,.. CovM+iyoaN * B+ Asu signal

) These formulas account for CCF only, (except for looN configurations). Note that shutdowns can also be initiated
as a result of dangerous failures, ref. discussion in section 5.3 4.
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SPESIAL TOPICS: INCLUSION OF
CCFS IN «SPECIAL CASES»

Not updated per 13.7.16. Revise according to appendix D in 2013 version.

NTNU
Norwegian University of
Science and Technology
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Special case 1: CCFs if non-identical components

_______________

B

PFD due to independent failures:

PFD:nd = I[ e ﬂlDUAt )(1- " ﬂMDUAt)dtN;_[('I_,BMDU,A 't'(1_ﬂ)/1DU,B't]dt
0

(1- ,B) puA " Apus 7 (1 ﬂ) puA " Apus -7
3 3

1
.

But what is 3, and what failure rate and test interval should
we use for the CCFs?:

\
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Special case 1: CCFs if non-identical components

= — CCF 0
Regarding failure rate: Geometric mean is Regarding functional test interval: If
suggested: different, use arithmetic mean:
— _ T, *T1g
/IDU,AB = \/ /IDU,A '/IDU,B t= 2

Regarding 8, it must be judged from case to case, but:

Bas <MIN(B,, By )



Special case 2: Multiple SISs

e What do we mean by multiple SISs?

Demands 4 I**

SIS, SIS,

What is the PFD?

NTNU
Norwegian University of
Science and Technology

www.nthu.no NTNU, September 2007




Special case 2: Multiple SISs

e PDS proposes 6 different approaches to how

Table D.1: Possible approaches to determining the appropriate CF for a multiple SIS

SIS Element . . Calcu- | Dominant
Conservative | Approximate . ;
Approach element PFD 3t lation single
. or realistic or accurate
structure | contribution effort elements
1| “Global” Unknown/ Unknown/ Realistic Approximate Low Yes
disregarded | disregarded
——
2 Maxmjal Known Unknown/ Conservative | Approximate Low No
order disregarded
3 M1n1n’17al Known Unknown/ Realistic Approximate Low Yes
order disregarded
4 Domlna’r,l ! Known Known Realistic Approximate Low No
element
5 Stl'llCl'Llrjll Known Known Consery a.t e Accurate Medium No
average Realistic
6 | “Cutset” Known Known Consery a.t e Accurate High No
Realistic

NTNU
Norwegian University of
Science and Technology

www.nthu.no
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Maximal order

0=2 0=2
0,=2
Steps:
1. Identify the order “0” of each subsystem
(n-m +1) SIS] \
2. Select simplest structure with highest
order for each SIS: O,,where k is SIS, ] 1002 |
3. Calculate correction factor (CF) by: Tooz
HN (O, +1) I Representative
CF =2t t 7 2A 2B structure ]
1+> 0, 2C
k=1
CCF CCF
Note: N is here number of SISs. SISZ 1003

Somewhat unfortunate notation - - -

. : 0-1 0=1 0=1 B
but I use same as in the PDS method 1002 - - - 0,=3
book. loo3 1003

0=2

0=3
4. Multiply the total PFD as:
PFD, =CF-[| PFD,
o k=1

Example above:
QDG4 12

1+(2)+(3) 6
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Minimal order

Steps: 0.-1
1. Identify the order “0” of each subsystem I

(n-m+1) SIS, N
2. Select simplest structure with lowest _._

order for each SIS: O,,where k is SIS,
3. Calculate correction factor (CF) by:

HN O, +1) Representative
CF ==~ — structure
1+> 0, 0,=1

B
CCF CCF
Note: N is here number of SISs. SISZ
Somewhat unfortunate notation -
i 4 0=1 0=1 0=1
but I use same as in the PDS method 1002
o 2

4. Multiply the total PFD as:
PFD,, =CF ]|, PFD,
Example above:

_(1+D-(1+D) 4
C1+)+(1) 3

www.nthu.no




Structural average

1A
Steps: 1C - "
1. Do the following per subsystem (for each
SIS): SIS;

a) Calculate the PFD
b) Determine the relative weight

1.06001.15 1.06001.15

_@_\

c) Determine the representative 1002
structure L Representative
24 2B structure 1001.04
2. Determine the representative structure
for each SIS 2C
3. Calculate the CF (using formula already -CCF -CCF _§_
introduced) SISZ = = 1001.04

4, Calcul | PFD with CF Iread
S:Oisncjlte tota wit (as already -

1003

Table D.4: Calculation for finding the representative m-oo-n structure for SIS,

Structure Weighted structure
Example: Element |——— PFD [%] 0,=1.15-1.06+1=1.09
[SISl) 1A Zo03 | 2 [ 3 6 0.12 0.18 01 =1.0-1.04+1=0.96
1B Tool | 1 |1 10 0.1 0.1 1+1.09)-(1+0.9)
1C looz | 1 |2 3 0.03 0.06 .
CCFIA | 1ool | 1 |1 54 0.54 0.54 CF = (1+1.09)-( — - =134
CCFIC | 1ool | 1 | 1 27 0.27 0.27 1+(1.09)+(1.96)
Total 100 1.06 1.15

www.nthu.no




Discussion

e Maximal order: Assumes that the sub-structure with
the highest redundancy is the most important
contributor. Not so realistic, unless very reliable single
elements...

e Minimal order: Assumes that the sub-structure with the
lowest redundancy is the most important contributor.
Perhaps more realistic.

e Structural average: Not so intuitive. Advantage is that
the sub-structure with the highest weight will influence
the most on the representative structure

NTNU
Norwegian University of
Science and Technology
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