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4. Cybersikkerhet og sikkerhet

TTK2

E NTNU ‘ Kunnskap for en bedre verden Mary Ann Lundteigen -- TTK2 Design og analyse funksjonell sikkerhet



Motivasjon

Sikkerhet handler om & beskytte seg dSecurlt)t(.
mot risiko for skade pa personer, miljg og s as
anlegg. A ivareta sikkerhet har betydd & Sikkerhets- Risiko for skade pa
dimensjonert systemer for a handtere domenet: IKT relaterte
tilfeldige feil som kan skyldes fysiske systemer og nettverk
svikt, hendelser i omgivelser og %ﬂiﬁ:&:baﬂﬁjgé r\ o
. . : , ; ilsiktede og
menneskelige feilhandlinger. ciendeler/ infrastruktur ~N P
en de .
handlinger
. . S henger
Cybersikkerhet handler om mulig tap av T'Ifeld'ﬁzn%ge:ﬂflktede sammen dentifiserer o
. ITl
IKT systemer som et resultat av villede \J implementere?
handlinger der man i prinsippet kan Identifiserer og cybersikkerhets-
«designe» hendelser som det ikke er _implementerer barrierer
beskyttelse mot sikkerhetsbarrierer (CountermeasureS,
security level
measures)
TTK2
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Litteratur

Pensum:
o Slides

* Den teori fra standarder som ma slas opp iffinne tak i for a lgse
gruppeoppgavene

Nyttig tilleggslitteratur
« Referanser qitt til litteratur i slides
* https://www.exida.com/blog/iec-62443-levels-levels-and-more-levels
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Begrepsavklaringer
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Begrepsavklaring

Skjerpet innsats for IKT-sikkerhet

* Pa norsk mangler vi begrep som skiller

petroleumssektoren og behovet for & styrke sikkerheten. Beskyttelse av IKT-

Safety og security slik det gjgres pa engelsk

Publisert: 23. mars 2023

— Begge engelske begrep oversettes til sikkerhet
pa Norsk — men konteksten og betydningen blir
forskjellig |

Ptil har understreket behovet for arvakenhet og at selskapene har kontroll med egen evne
1il respons. Vi har egsé veert padriver for og bidratt til okt kunnskap om risiko knyttet til
IKT-sikkerhet.

https://www.ptil.no/fagstoff/utforsk-
° Derfor har man | ﬂere norSke m|IJ ger Se video: Skjerpet innsats for IKT-sikkerhet fgqstoff/faqartikIer/2023/stvrket-ikt-
introdusert folgende oversettelse av sikkerhel
security:
— Cybersikkerhet
— IKT sikkerhet
— IT sikkerhet

'a og sammenkobling av systemer gir
ogsa til okt sarbarhet.

STORE Sgk i Store norske leksikon [e}

« Cybersikkerhet/IKT Sikkerhet: Fokus pa )
internetbaserte trusler og pavirkning ovenfor cybersikkerhet
systemer og nettverk. A oppna cybersikkerhet S
er avhengig av bade tjenester, systemer,
mennesker og infrastrutkru

https://snl.no/cybersikkerhet
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https://www.ptil.no/fagstoff/utforsk-fagstoff/fagartikler/2023/styrket-ikt-sikkerhet/
https://snl.no/cybersikkerhet

Mulige sammenhenger mellom sikkerhet og cybersikkerhet

Initiating event
[} Barricr | Safety: Freedom from unacceptable
Countermeasure/ Hazard — — Hazardous event Accident  Loss of Safety risk
Security level measure A
(SLM)

Cybersecurity: Actions required to

Loss of Availability . preclude unauthorized use of, denial of
Weakness_l. Vulnerablhty_ .._I.. Cyberattack_l.. én;gffggl;ﬁamy Cyberssecurity  S€rvice to, modifications to, disclosure of,
loss of revenue of, or destruction of
critical systems or information assets”

Attacker/adversary 1
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Eksempel pa sammenheng sikkerhet og cybersikkerhet
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Eksempel: BP texas city raffineriulykken

Operasjonelle

feilhandlinger ...forte til lekkasje av brennbar
og sensorfeil... vaeske ut gjennom fakkeltarnet,

B-inch

LEGEIND A \ Chained noe som fagrteantennelse og
(Lt} = Level Alarm High By-P:
- Voo  Salety Relet brann med 15 mennesker drept
{11y = Level Transmitter Rsam;:ie ity ana /‘w WTS og 150 skadet

ty Reli alves
{FT ) = Pressure Transmitter

1.5-inch Raflux
By-Pass Valve

o 3-pound Purges
and Vent System

oosanad

Water Inr—
Walter Oul = -

Slop Tank

= Ta Light Raff
Storage Tank
Coal Water Inr—
Raffinale = WMEEJUI: ', 0 - - 10 Heavy Raff
from ARL - < Siorage Tank

Feed Pump

Figure 1. Raffinate section of the ISOM

Basert pa BP ulykken (2005) https://www.csb.gov/bp-america-texas-city-refinery-explosion/
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BP texas ulykken oppsummert

Also, a series of organizational failures. Events
caused by failed instrumentation hide to
operators what was going on.

& Practice
@ Updated BP Texas City Animation.on the 15th An

Pressure

(s Procedure X relief
‘YY)

valves

Furnace started
according to
procedure to heat
liquid

Not
measurable Lack of
— monitoring

of flow in
and out of
tower

Heat from parked

truck ignited the
vapor, leading to
explosion.

| .

Single sensor.
Maximum
measurable level.
High high alarm if
above 8’ did not

work
Night shift started to fill Maximum (measurable) liquid level exceeded Day shift continued to fill and circulate Dangerous high level not Pressure relief valves all Liquid started to Vapor cloud
the Raffinate splitter measurement range without any reporting liquid. Burner started to heat up the feed. discovered. Overfilling led to  opened and liquids sent to liquid pour out of the spread to nearby
tower. Common to do (common deviating from prescribed procedure) Relied on level control using level control liquid into gas outlet with drum in flare system. High level flare tower, areas with truck
some overfilling, valve. Valve was left closed as the liquid pressure relief valves. alarm failed to alarm. creating also a storage unit
still measured 9”. large flammable
cloud

Basert pa BP ulykken (2005) https://www.csb.gov/bp-america-texas-city-refinery-explosion/
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Sporsmalet er ...

 Kunne denne ulykken skjedd i dag som et resultat av et digitalt angrep
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Et digitalt angrep kunne ha...

...Apning av

ventil som kan
styres fra

.. Manipulert 5 Brinch kontrollsystem
: LEGEND Chained
operatgrskjermene (G = Level Alarm High i By-Pass
o o - W Safety Reliaf
slik at alt sa normalt (L) = Level Alarm Low Raffinate Valves
{17 » =Level Transmitter Splitter :
{FT ) = Pressure Transmitter Tower oy Foun Vel

1.5-inch Raflux
By-Pass Valve

Manipulert
sensoravlesning,
endret pa
alarmsettpunkt

...Ikke visning
av hgytniva i
fakkeltank

...Manipulert for
hayere
temperatur i olje
til varmeveksler

Water Inr—
Walter Out = -

. ToLight
Slop Tank

= Ta Light Raff
Storage Tank

- 10 Heavy Raff

...Manipulert Vilater Out =} < Siorage Tank

stopp av pumpe
utlgp bunnen

Figure 1. Raffinate section of the ISOM

Basert pa BP ulykken (2005) https://www.csb.gov/bp-america-texas-city-refinery-explosion/
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Angripere kan bevisst ...

* Trigge unormale
hendelser

« Koble ut eller gjare
sikkerhetsbarrierer
mindre effektive

« Skape kombinasjoner
av hendelser som er

Plant and

Emergency - EMERGENCY RESPONSE LAYER
Response

- PASSIVE PROTECTION LAYER

Relief Valve,

Rupture Disk - ACTIVE PROTECTION LAYER

Safety

Dike

=PREVENT—~ ——MITIGATE —

. Instrumented 'EMERGENCY SHUTDOW 8 SAFETY LAYER
«usan nsyn I |g e» il e _ﬁ' TRIP LEVEL ALARM
: Operator PROCESS SHUTDOWN PROCESS CONTROL LAYER
* Fjerne eller redusere Intervention
. R ;' PROCESS ALARM
mMu I |g h et fOr Manu el I ciﬁﬂg,'g;’:f,: PROCESS VALUE PROCESS CONTROL LAYER
INNgripen
[ )
Kilde: https://www.dragos.com/wp-content/uploads/Past-and-Future-of-Inteqgrity-Based-ICS-Attacks.pdf
TTK2
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Angrep og angrepsstrategi mot industrielle anlegg
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Angriperen mot industrielle anlegg

Summary of Dragos-designated threat

. Ofte ressurssterke grupper med statlig finansiering og/eller B o attackon,
involvering @@ Lumimzr | e e

betydning.

« Ofte gitt navn av organisasjoner (som Dragos) som fglger med

active threat groups:

pa virksomheten e

ELECTRUM, ERYTHRITE,
KAMACITE, KOSTOVITE,  /Zdy

« Angrep planlegges og gjennomfgres ofte av to typer WASSONIE
angrepsgrupper — hver med sin spesialkompetanse:

— «Stage 1»: De som er spesialister pa @8 komme seg inn pa

KOSTOVITE, KAMACITE,
XENOTIME and ELECTRUM
exhibit all aspects of the ICS Kill
f¢A8 Chain Stage 1, and several of Stage
&> 2 (Develop, and Install/Modify).

kontornettet.
— «Stage 2»: De som er spesialister pa digitalt utstyr og nettverk pa Gty S s

industrielle anlegg

* Angrep kan ogsa planlegges indirekte — ved a infisere utstyr
hos underleverandgrer Ll
— Virus kan overfgres med infisert programvare i utstyr og verktay

— Virus kan implementeres i hardware «fysiske trojaner» (krever fysisk
tilgang til design og fabrikasjon)

ERYTHRITE demonstrates only Stage 2
aspects of the ICS Cyber Kill Chain.

Kilde: https://www.dragos.com/year-in-review/#section-report . Se ogsa: https://www.dragos.com/threat-groups/
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Hvilke nettverk moater angriperne?

 Purdue referansearkitektur viser en
typisk layout:
— Lagvis — organisert etter
hovedfunksjoner

— Tydelig skille mellom IT-delen
(Kontornettet) og OT-delen
(fabrikken, anlegget)

— Forbindelse mellom de to via en
sikret sone (DMZ)
« | praksis finnes varianter av denne:
— Tilpasset ulike anlegg

— Utvikling av nettverk over tid (25 ar)
kan ogsa medfare ukjente
forbindelser...

Om Purdue modellen:
https://www.youtube.com/watch?v=c81YnS-Syik

OT: Operational Technology, DMZ: Demilitarized zone

E |\_| I |\_|| I ’ Kunnskap for en bedre verden

Level 6:

1]

1

' External

: networks and -
! cloud services

External &

Other servers Historian

il S

Office PC
-

Level 4/5:
Office - [T

Level 3.5: DMZ control E ment E ment i
K

Level 3: Process -
information E E—I Historian
/technical C

networks
>
=
| -
1

Level 2:
Monitoring and
human interface

=)
=}
Q

=
17
el
177}

B

(

[ =
Remote access Patch manage- [nventory manag- Historian \

Level 1: Controller
network

Level 0: Sensors s~ s ,‘
and actuated & F ﬂ !b E
M

devices
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M, el — i
- L —] Server for real-time data,
E E |J U- -l events, and alarms
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https://www.youtube.com/watch?v=c81YnS-Syik

OT sikkerhet vs IT sikkerhet

IT siden OT-siden

« Eksponert mot internet «hele tiden» « lkke direkte eksponert

« Stort sett oppdatert IT teknologi  Tilganger er styrt og kontrollert

« Kan patche (oppgradering som (remote access)
flerner sarbarheter) uten stgrre « QT utstyr over flere generasjoner —
konsekvenser bade nytt og gammelt (20 ar +)

« Patching krevende — kan medfare
produksjonsstans og midlertidig
utkobling sikkerhetssystemer

e TTK 2
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Men jeg lager jo bare en liten komponent...

Leveransekjedeangrep
(supply chain attack) er en
stor bekymring

Klarer en angriper a plassere
en sarbarhet i et produkt som
senere installeres inngar i en
eller flere leveranser kan gi
starre muligheter for a utfare
skade i anleggene utstyret
star (access vector/attack
vector)

At alle underleverandarer og
deres underleverandgrer osv
har kontroll pa cybersikkerhet
er avgjgrende

E |\_| I |\_|l I ‘ Kunnskap for en bedre verden

EnglshEditon » | PrintEdition | Video | Audio | LatestHeadines | More
i US. Polics Economy  Tech RealEstate ~ PersonalFinance  Health  Scienc

e v Har underleverandaren
ompliance ° . .
Creates Value kontroll pa softwareutvikling
og softwarevedlikehold?

Har underleverandgren kontroll
pa hele utviklingen av

Mary Ann Lundteigen -- TTK2 Design og analyse

https://www.wsj.com/articles/solarwinds- hardware/chips?
hack-forces-reckoning-with-supply-chain- v
security-11610620200

A et e ettt

«©

| | IP | I Tools | IStd. Cells| | Modelsl

|5peciﬁcati0n5|—)| Design |—>| Fab Interface
QO Trusted Wafer

O Untrusted Deploy and | Package |_ Dice and Wafer
@ Either Monitor | Test | Package Probe

https://www.techdesignforums.com/practice/quides/hardware-trojan-security-countermeasures/

TTK2
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Malet med angrepet

e Loss of: Kritikalitetsskala (7)

— View (operator screen, alarms)
— Control (control logic, readings, actions, remove power supply...)

— Safety (inhibit inputs, inhibit outputs, remove power supply
(loosing readings)...)

Sikkerhetssystemer vil ofte
bidra til sikker tilstand i
anlegget ved Loss
of/bortfall og DOS, men
mer uklart om sikker
tilstand kan oppnas dersom
Systemene er manipulert

* Denial of («Denial of service» - DOS):
— View (intervene in what is available for view)
— Control (intervene in communication/denial of service)
— Safety (intervene in communication,...)

* Manipulation of:
— View
— Control

— Sensors and instruments (change calibration parameters,
settings,..)

— Safety (e.g., change voting)

e TTK 2
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To kjente mater a beskrive angrepsstrategier

GIAC

CERTIFICATIONS

SANS

WHITE PAPER

* |ICS Cyber Kill Chain
Mitre Attack matrix

The Industrial Control
System Cyber Kill Chain

Michael J. Assante and Robert M. Lee

https://www.sans.org/white-papers/36297/

|ICS Matrix

Below are the tactics and techniques representing the MITRE ATTRCK® Matrix for ICS.

View on the ATT&CK® Navigator &

Version Permalink

Supply Chain

Compromise

Transient Cyber
Asset

Wireless
Compromise

https://attack.mitre.org/matrices/ics/

Initial Access  Execution  Persistence _Privilege Evasion Discovery Lateral Collection ~ Command Inhibit Response Impair Impact
Escalation Movement and Control Function Process
Control
12techniques  Otechniques  Gtechniques  2techniques  6lechniques  Stechniques  7techniques  11techniques 3techniques 14 techniques Stechniques 12 techniques
Drive-by hange Hardcoded Exploitation | Change Default Adversaryin-  Commonly | Activate Firmware Damage to
Copyright SANS Institute 2021. Author Retains Full Rights. Compromise ating Credentials for Privilege | Operating Mode Credentials  the-Middle UsedPort  Update Mode Property
5 o = fode Escalation dify
This paper was published by SANS Insitute. Reposting is not permitied without express plic Modify Exploitation for Exploitation  Automated  Connection | Alarm Suppression  Parameter Denial of
Command- | | Program Hooking Evasion of Remote | Collection Control
Line Interface Services ckCommand  Module
Module Indicator Data from Message Firmware Denial of View
Exploitationof | Execution Firmware Removal on ardcoded mation
Remote through API jost Credentials  Repositories ock Rep: spoof Los:
Project File Message Reporting Availabilty
Graphical Infection Masquerading Lateral Tool | Data from Message
User Transfer Local System Block Serial COM Loss
Interface System Rootkit Control
Firmware Program Detect Change Cre
Hooking Spoof Reporting Download | Operating Message
Valid Accounts Message Mode Data Destruction Productivity
Modify Wireless Remote and Revenue
Controller sniffing Services 1/0 image Denial of Service
Tasking Loss of
valid Monitor Device Protection
Native API Accounts Process State Restart/Shutdown
Loss of Safety
Scripting Point& T Manipulate /0
Identification Image Loss of View
User
Execution Program Modify Alarm Manipulation
Upload Settings of Control
Rogue Master
screen Rootkit Manipulation
Spearphishing Capture of Viey
Attachment Senvice Stop
Wireless Theft of
Sniffing System Firmware Operational

Information

e TTK 2
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https://www.sans.org/white-papers/36297/
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Cyber killchain

Stage 1 — Intrusion (IT) Stage 2 — OT/ICS attack

: Develo
Reconnaissance p

Weaponization Targeting

Delivery

Test

< Preparing the ground for OT/ICS cyberattack

Install/Modify

Execute OT/ICS attack

Exploit

Install/Modify Impact

<Impact < Rolling out the OT/ICS attack

Command & control (C2)

>
<

TTK2
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https://attack.mitre.org/tactics/TA0043/

IT system

=
=
o)
=
S
N
&
-/

Cyber kill chain for ICS

Level 6: External
External & networks and @—
cloud services

Office PC Other servers Historian

'6‘1’-}253’?'; |;|E1 CIC] = 1

Remote access Patch manage- Inventory manag- His

torian

Level 3.5: DMZ control E‘ ment i ment i i
. i

Level 3: Process -—
information i E—I Historian
/technical C

networks

vents, and alarms

Level 1: Controller
network EI | PLC

Level 0: Sensors : 1
and actuated

devices
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scapA
Level 2:
Monitoring and = - :
g E Server for real-time data,
human interface = E L ~I-I '| ccwm e ——

---------- Cyber kill chain forICS  [--------=-------_

Stage 1 — Intrusion (IT)

Reconnainssance
‘Weaponization Targeting

Delivery

Install/Modify

Stage 2 — OT/ICS attack

Develop
Test
Install/Modify

Execute OT/ICS attack

e -
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£
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O
=
=
@]
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£
=
=]
=
o
&
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3
on
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5]
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=1
(=T
3
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=
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k!
=
=
(=]
o0
g
3
~
Impact v
k]
<
(=3
2
v

7
\

Kilde: https://www.sans.org/white-papers/36297/
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Cyber kill chain

Stage 1 — Intrusion (IT)

: Intruder gathers information about potential target, researches it using open
Reconnaissance tools like google and Shodan, and attempts to identify vulnerabilities in the target

Intruder creates a suitable weapon by integrating a network

virus or worm that can steal credentials that give o — . :
T -
access fo a network into e.q., files that can be Weaponization argeting Intruder prioritize targets and decides on appropriate tools

delivered to or downloaded by targets

Deliver Intruder transmits weapon to target (via email attachments,
Y websites, USB,..). “Phishing”.
The malware/virus exploits the vulnerability, meaning

that e.g., by exploiting the acquired credentials Exploit

Install/Modify The malware/virus installs itself, alternatively uses/modifies an existing
capability in the system that can be used for unauthorized purposes

The malware/exploited capability is used to establish
a bi- or one way directional communication path.

Command & control (C2)

Use the bi- or one directional communication path to act: e.g., collect
information, discover new systems to connect to/access, installation and

Act execution of additional capabilities, collection of additional credentials, ...
installing anti-forensic techniques (to “on demand” hide/clean traces of their
activities)

TTK2
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Cyber killchain

Stage 2 — OT/ICS attack

Intruder develops new capabilities tailored to ICS (OT). The capabilities are developed to achieve the ultimate goal of the attacks that can
be: Loss of view and/or control, denial of view, control and/or safety, and manipulation of view, control, sensors/instruments and/or safety
Develop Not always ready when stage 1 attack is executed but developed using information acquired in stage 1. Could be to develop a capability to
modify logic software using a program installed at the engineering station and to connect to the PLC that allows transfer of new programs. It
may also involve capabilities for modifying parameters for e.q., configuration of sensors or actuated devices, and manipulating the
readings/updates of real-time information at the operator stations.

Intruder tests new capabilities as a validation of the planned attack, often using similar ICS equipment at own
Test premises first, before testing inside the actual OT system. Includes also to test that the capabilities are not
detected.

Intruder installs or the malware/virus installs the final capabilities onto the target ICS equipment. This can involve
Install/Modify

The capabilities are executed. For example, the new (unauthorized) version of the program logic is being run on the target

et QUGS alizls PLC or the sensor is operating with new (unauthorized calibration data)

gt The impact of the capabilities are manifested and can range from minor disruptions to severe damages to the ICS or plant.

TTK2
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Eksempel: Trisis angrepet (2017)

Designet for a skape en eksplosjon. Farste angrep malrettet mot SIS.

T— " Target Organization
Network @ o
5
SECURITY  March 17, 2018 Potential Initial @ % ]
Cyber attack on Saudi plant designed to cause explosion Point =
' Infecred Target
Details emerge of Triton attack against plant safety system which caused shutdown in August "
— DO ®E Middle East 2017 - TRISIS ;
DMZ LAN 1
Ll L) Ll H H -
* TRISIS was delivered into a
Historian/ RDP Jump Box/ Patch Management pEtrOChemlcaI faCIIIty In the g
Data Replication Remote Station . - .
Middle East by a well funded Use of Misconfigured
L3 Process LAN irewal
T T T T attack team I
- o By &
R = — * Targeted Safety Instrumented
T 1 T Historian OPC Server g?:é‘::‘spuaéﬂ::" Domain Controller . . Control
=T System (SIS) and failed causin Network Compromise of
l---l @ EW with
- . L [ wi oM
q ﬁ q (=] a StOp n OperatIOI‘IS % Malware T
3
- — ~ . v pe Ew Infected SIS EW
e 15t
Oper Dfnsr rmm Engmcis. gSha lon Rer?\DESRa(IDh Applmfmni 1 malwa re to SpECIflca”\/
target human life
L2 Process LAN
A cyberartack against a petrochemical company in Saudi Arabia could have caused serious physical 'I-
damage, according to news reports. DCS Controlier sns;au\ou.r Eim -ll | @ Infection of SIS %
g
“The attack, which was detected in August, appears to have been designed to cause safety . PLC _ "
controllers to stop working, which could have caused an explosion at the plant. b * D RAG C,iE entreter
Actuators & Sensors Actuators & Sensor Polentially
‘The artack apparently only failed due to a flaw in the coding of the malware, causing equipment unsafe plijvsiral
to shut down instead. ] o ) ) condition
Kilde: https://www.dragos.com/resource/combating-threats-in-oil-and-gas-environments-with-the-dragos-platform/ °
¥
3
Kilde: https://www.edgemiddleeast.com/security/616795- [@ﬂ] [ﬁl%
cyber-attack-on-saudi-plant-designed-to-cause-explosion Valve Valve

Kilde: https://ieeexplore.ieee.org/document/9638617
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Teknikker brukt ifbm Trisis/Triton

XENOTIME Attack Scenario D R/\G O

Attacker gains foothold into
company network via credential
capture and reuse on VPN

Business

,

STEP1

LEVEL 4

Supervisory

STEP2

Remote access between VPN
concentrator and jump host
using Mimikatz

LEVEL 3

DRAGOS CASE STUDY

) m Y
Demilitarized o o -
w I
Zone Y o Koot Sali et s COMBATING THREATS IN OIL
network AND GAS ENVIRONMENTS WITH
o , THE DRAGOS PLATFORM
-
a
g u TRISIS uses legitimate protocol
w 0 = e | to install on EWS
- INSTALL/ |
MODIFY §
= TRISIS rootkit on Triconex
Actuators w HEE . \ controller to remove safety
0 functionality
Figure 2: XENOTIME Attack Scenario
In 2018, a large North American oil refinery' suspected that its industrial control systems (ICS)
environment had XENOTIME-related activity (the behind the 2017
attack on a Middle Eastern oil and gas facility) and engaged Dragos to investigate. This case study
will examine the organization's challenges in securing its ICS environment prior to engaging
E Dragos, reveal the vulnerabilities facing this organization through a TRISIS threat scenario, and
; XENOTIME gains Mimikatz used to Access to ICS XENOTIME uses TRISIS removes demonstrate how the Dragos Platform can help oil and gas organizations rapidly identify malicious
E foothold into company | remotely access VPN network is gained legitimate protocol to | safety functionality behavior on their networks and respond before a significant compromise.
w _ - . . -
B network via credential install file on on Triconex controller
2 capture engineering
E workstation

Kilde: https://www.dragos.com/resource/combating-threats-in-oil-and-
gas-environments-with-the-dragos-platform/
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Teknikker brukt ifbm Trisis/Triton

No evidence found!

TRITON specifically targeted

Potential phishing attack ! . :
this version of Triconex.

as infection vector.

Customer Network

| SIS Engineering Physical Process
Workstation igya0n Protocol @ - D e '

| UDP 1502 : ~
Python fi main executable | @ m@]’ m&i

Masqu g tion |

Trilog.exe

i Trilog.exe SIS Controllers Launch Cyberattack?
! Triconex MP3008

- DCS/ICS Firmware v10.0-10.4

Python scripts MPCB60 PowerPC

Contains attack framework Processor

inject.bin ne . s “imain.bin” in the memory controller

imain.bin * ?ﬁa * Backdoor implant

B

Missing payload

https://www.trellix.com/pt-br/about/newsroom/stories/research/triton-malware-spearheads-
latest-generation-of-attacks-on-industrial-systems1.html
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Det nyeste og mest avanserte virus for OT: PIPEDREAM

. Events — en kjent konferanse innenfor ICS cybersikkerhet

Se presentasjonen av Pipedream pa
https://www.youtube.com/watch?v=H
82sblwFxt4

Robert Lee er en av de
mest kjente og anerkjente
i verden som jobber med

cybersikkerhet for ICS

systemer

| presentasjonen omtales:

» Hackergrupper som retter seg mot ICS

« ICS Kkill chain for ICS

» Purdue referansearkitektur

* Pipedream virus og funksjonalitet i
denne

« Den litt latterlige skjorta som hentyder
pa hva Rob synes om de som driver
med hacking

S4x22 Main Stage

Lo 0b Lee

——CEO of Dragos

ICS: Industrial control systems
I T T K 2

E NTNU ‘ Kunnskap for en bedre verden Mary Ann Lundteigen -- TTK2 Design og analyse funksjonell sikkerhet


https://www.youtube.com/watch?v=H82sbIwFxt4
https://www.youtube.com/watch?v=H82sbIwFxt4

MITRE Att@ck matrix for ICS: Kilde til kunnskap om angre

MlTRE \ ATT&CK Matrices ~  Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Campaigns Resources ~ Blog &

Contribute { Search Q, '

MATRICES

Home > Matrices > ICS

Enterprise v
Mobile v | C S M atrlx View on the ATT&CK® Navigator &z
ICS

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for ICS. Version Permalink

12 techniques

9 techniques

6 techniques

2 techniques

6 techniques

5 technigues

7 techniques

11 techniques

3 techniques

14 techniques

5 techniques

Initial Access  Execution  Persistence  Privilege Evasion Discovery Lateral Collection Command Inhibit Response Impair Impact
Escalafion Movement and Control Function Fc’:roctesls
ontrol

12 techniques

Drive-by
Compromise

Exploit Public-
Facing
Application

Exploitation of
Remote
Services

External
Remote
Services

Internet
Accessible
Device
Remote
Services

Replication
Through
Removable
Media

Rogue Master

Spearphishing
Attachment

Supply Chain
Compromise

Transient Cyber
Asset

Wireless
Compromise

Dekker primaert «Stage 2»: For a fa tilgang til og operere innenfor OT nettverket/systemene

Kilde: https://attack.mitre.org/matrices/ics/
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Change
Operating
Mode

Command-
Line Interface

Execution
through API

Graphical
User
Interface
Hooking
Modify
Controller
Tasking
Native API
Scripting

User
Execution

Hardcoded
Credentials

Modify
Program

Module
Firmware

Project File
Infection

System
Firmware

Valid Accounts
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Exploitation
for Privilege
Escalation

Hooking

Change
Operating Mode

Exploitation for
Evasion
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Removal on
Host
Masquerading
Rootkit

Spoof Reporting
Message
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Network
Connection
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Remote
System
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Internet accessible device

// CATEGORIES

MITRE | ATT&CK"

ATT&CKcon 4.0 will be held on Oct 24-25 in McLean, VA, Click here for more details and to register.

Network Infrastructure.

TECHNIQUES Home > Techniques > ICS > Intemet Accessible Device
// BROWSE SEARCH DIRECTORY
Enterprise v
. . Q Search shared queres. | Job Board
Shodan 2000 ‘
Moblle « Internet Accessible Device - Vet s o TP e
Explore the Interet in style using an 80’ retro-
ICS ~ Adversaries may gain access into industrial environments through systems exposed directly to the internet for remote access rather than o futuristic interface to synthwave music. © Popular Tags =
Initial Access ~ through External Remote Services. Interet Accessible Devices are exposed to the internet unintentionally or intentionally without adequate Tosss . ™

protections. This may allow for adversaries to move direetly into the control system network. Access onto these devices is accomplished Sub-technigues: No sub-techniques

Drive-by Compromise

HODAN ~ Explore CEER Siemenss7 n

without the use of exploits, these would be represented within the Exploit Public-Facing Application technique. @ Tactic: Initial Access
Exploit Public-Facing Application X X . X @ Platforms: Control Server, Data Historian, Field
Exploitation of Remote Services Adversaries may leverage built in functions for remote access which may not be protected or utilize minimal legacy protections that may be Controller/RTU/PLG/IED, Human-Machine Interface,
targeted. [l These services may be discoverable through the use of online scanning tools Input/Output Server, Safety Instrumented SILRESITE &% View Report 00 Vi Map —
External Remote Services
System/Protection Relay 18 Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to

In the case of the Bowman dam incident, adversaries leveraged access to the dam control network through a cellular modem. Access to the

Internet Accessible Device B Version: 1.0 - 68.221.195.189
device was protected by password authentication, although the application was vulnerable to brute forcing. ' [21 12 ! e s e -
Remote Services Created: 21 May 2020 e Sescription: sichens, SUTIC 57, CAU-28B SHART, GES7 255-150-440, ML 7, FUS V.2.4.8, 3 V-LSNELSD
B i, oo versions
Replication Through Removable Media '™ Trend Micros manufacturing deception operations adversaries were detected leveraging direct internet access to an ICS environment Last Modified: 09 March 2023 g * A
5 Vast through the exposure of operational protocols such as Siemens S7, Omron FINS, and EtherNet/IF; in addition to misconfigured VNC access.
ogue Master
9 Version Permalink 94.110.89.12
Spearphishing Attachment - -
Supply Chain Compromise Mltlga“ons Rosemount n u
Transient Cyber Asset [ Mitigation Description
Wireless Compromise
M0930 | Network Deny direct remote access to internal systems through the use of netwark proxies, gateways, and firewalls. Steps should be taken to periodically inventory internet accessible [rrvm———r—
Execution -~ Segmentation devices to determine if it differs from the expected - .
Access Granted: Want {0 get more out of your existing Shodan account? Check out everything you have access to,
v
Persistence TOP COUNTRIES 24.66.123.150
) Sotueoaser agaazrcgsh & ssLcertfeate [
Privilege Escalation ¥ Detection =3 s 1, et
Evasion v 1l cansan. aary ——
] Data Source Data Component Detects P src ‘self’ ; worker-src ‘self' blob:
Discovery Y o S S
DS0028  Logon Session | Logon Session Monitor logon activity for unexpected or unusual access to devices from the Intemet seaTo
Lateral Movement v Canada 3 Gomnen Nee
Metadata anas nas
Collection v United States ! o
DS0029  Network Traffic | Network Traffic Monitor for unusual logins to Internet connected devices or unexpected protocols to/from the Internet. Network traffic content will provide valuable context and orronre GHAT Systems e,
Command and Control v Content details about the content of network flows e 5 ioiatiats
Inhibit Response Function v 3 1
Network Traffic Flow  Monitor for unexpected protocols to/from the Intemet. While network traffic content and logon session metadata may directly identify a login event, new 18414946481 .
Impair Process Control v Internet-based network flows may also be a reliable indicator of this technique e ! ey costonce 0t 1000
or omon onsect vanes 1 Rosero0nT oRTVE
Impact v O ORGA! s 1o Canac, Toanto dor nase: Relizole Contrals Corporation
Bell Canada 2 sscation softure: 2.15.0
-] mare: 7.88101,10]01,30] -, Jeeaeelomsenlon
References Charter Communications Inc: 1 Vodel Nane: NACh-HroEDSyS
Shaw Communications Inc. 1
1. NGCIC 2014, January 1 Internet Accessible Control Systems At Risk Retrieved. 2019/11/07 3. Mark Thompson 2016, March 24 Iranian Cyber Attack on New York Dam Shows Future of War
2. Danny Yadron 2015, December 20 Iranian Hackers Infiltrated New York Dam in 2013 Retrieved. Retrieved. 2019/11 TOP PRODUCTS 76.66.196.30 zr oo
2019/11/07 4. Stephen Hilt, Federico Maggi, Charles Perine, Lord Remorin, Martin Rsler, and Rainer Vosseler Mark MACH-ProWebCom 1 1l Canat, Toonto e
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Retrieved. 2021/04/12 QNAPTS.253A 1 ades e WA prosercon
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Shodan er en nettside der en kan finne utstyr
direkte eksponert pa nett
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Supply chain compromise

MITRE | ATT&CK

TECHNIQUES
Enterprise
Mobile
ICS
Initial Access

Drive-by Compromise

Exploit Public-Facing Application

Exploitation of Remote Services

External Remote Services

Internet Accessible Device

Remote Services

Replication Through Removable Media

Rogue Master

Spearphishing Attachment
Supply Chain Compromise

Transient Cyber Asset
Wireless Compromise
Execution
Persistence
Privilege Escalation
Evasion
Discovery
Lateral Movement
Collection
Command and Control
Inhibit Response Function
Impair Pracess Control

Impact

ATT&CKcon 4.0 will be held on Oct 24-25 in McLean, VA. Click here for more details and to register.

Home > Techniques > ICS > Supply Chain Compromise

Supply Chain Compromise

Adversaries may perform supply chain compromise to gain control systems environment access by means of infected products, software,
and workflows. Supply chain compromise is the manipulation of products, such as devices or software, or their delivery mechanisms before
receipt by the end consumer. Adversary compromise of these products and mechanisms is done for the goal of data or system compromise,
once infected products are introduced to the target environment.

Supply chain compromise can occur at all stages of the supply chain, from manipulation of development tools and environments to
manipulation of developed products and tools distribution mechanisms. This may invelve the compromise and replacement of legitimate
software and patches, such as on third party or vendor websites. Targeting of supply chain compromise can be done in attempts to infiltrate
the environments of a specific audience. In control systems environments with assets in both the IT and OT networks, it is possible a supply

chain compromise affecting the IT environment could enable further access to the OT environment.

Counterfeit devices may be introduced to the global supply chain posing safety and cyber risks to asset owners and operators. These devices
may not meet the safety, engineering and manufacturing requirements of regulatory bodies but may feature tagging indicating conformance
with industry standards. Due to the lack of adherence to standards and overall lesser quality, the counterfeit products may pose a serious

safety and operational risk. !

Yokogawa identified instances in which their customers received counterfeit differential pressure transmitters using the Yokogawa logo. The

counterfeit transmitters were nearly indistinguishable with a semblance of functionality and interface that mimics the genuine product. nl

F-Secure Labs analyzed the approach the adversary used to compromise victim systems with Havex. [2 The adversary planted trojanized
software installers available on legitimate ICS/SCADA vendor websites. After being downloaded, this software infected the host computer

with a Remote Access Trojan (RAT).

Procedure Examples

ID: To862
Sub-techniques: No sub-techniques
Tactic: Initial Access

Platforms: Control Server, Data Historian, Field
Controller/RTU/PLC/IED, Human-Machine Interface,
Input/Output Server, Safety Instrumented
System/Protection Relay

Version: 1.1
Created: 21 May 2020
Last Modified: 09 March 2023

Version Permalink

D Name Description

S0093 Backdoor.Oldrea The Backdoor.Oldrea RAT is distributed through trojanized installers planted on compromised vendor sites. I2

G0035 Dragonfly Dragonfly trojanized legitimate ICS equipment providers software packages available for download on their websites [
G0088 TEMPVeles TEMP.Veles targeted several ICS vendors and manufacturers. |

Mitigations
D Mitigation Description

M0DOAT Audit Perform audits or scans of svstems_permissions. insecure software insecure

etc to identifv notential

I Perform neriodic intearitv checks of the device

Endpoint Protection

& View Only

Community Home | Threads | Library | Events = Member

< BACK TO LIBRARY

n Energy C ies Under Sab 2| Recommend

D
Threat

Jun30,2014 08558 AM  Statistics
0 Favorited
9 Views
OFiles
0 Shares

AL Johnson 0 Downloads

An ongoing cyberespionage campaign against a range of targets, mainly in the energy sector, gave
attackers the ability to mount sabotage operations against their victims. The attackers, known to

Symantec as Dragonfly, managed a number of important for

Tools employed
Dragonfly uses two main pieces of malware in its attacks. Both are remote access tool (RAT) type
malware which provide the attackers with access and control of compromised computers. DragonTly’s

@ |\_| I |\_|l I l Kunnskap for en bedre verden

favored malware tool is Backdoor.Qldrea, which is also known as Havex or the Energetic Bear RAT.
Oldrea acts as a back door for the attackers on to the victim's computer, allowing them to extract data
and install further malware

QOldrea appears to be custom malware, either written by the group itself or created for it. This provides
some indication of the capabilities and resources behind the Dragonfly group.

Once installed on a victim’s computer, Oldrea gathers system information, along with lists of files,
programs installed, and root of available drives. It will also extract data from the computer’s Qutlook
address book and VPN configuration files. This data is then written to a temporary file in an encrypted
format before being sent to a remote command-and-control (C&C) server controlled by the attackers.

The majority of C&C servers appear to be hosted on compromised servers running content
management systems, indicating that the attackers may have used the same exploit to gain control of
each server. Oldrea has a basic control panel which allows an authenticated user to download a
compressed version of the stolen data for each particular victim.

The second main tool used by Dragonfly is Trojan.Karagany. Unlike Oldrea, Karagany was available on
the underground market. The source code for version 10of Karagany was leaked in 2010. Symantec
believes that Dragonfly may have taken this source code and modified it for its own use. This version is
detected by Symantec as Trojan.Karagany!genl

Karagany is capable of uploading stolen data, downloading new files, and running executable files on
an infected computer. It is also capable of running additional plugins, such as tools for collecting
passwords, taking screenshots, and cataloging documents on infected computers.

Symantec found that the majority of computers compromised by the attackers were infected with
Oldrea. Karagany was only used in around 5 percent of infections. The two pieces of malware are
similar in functionality and what prompts the attackers to choose one tool over another remains
unknown.

TTK2
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MITRE Att@ck matrix for enterprise: Stage 1

Enterprise Matrix

Below are the tactics and techniques representing the MITRE ATTACK Matrix for Emterprise. The Matrix contains information for the following platforms: Windows, mac0S, Linus, PRE, Azure AD, Office 365, Google
Workspace, Saas, laas, Network, Containers.

Kilde: https://attack.mitre.org/matrices/ics/
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Standarder bruk i industrien
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Kjente standarder brukt i industrien

NIST guide to Industrial Control Systems (ICS) Security
(https://csrc.nist.gov/pubs/sp/800/82/r2/final)

ISATR 84.00.09 Cybersecurity for SIS:
https://www.isa.org/products/isa-tr84-00-09-2017-cybersecurity-

related-to-the-f

Standarder mest brukt Andre standarder
. IEC 62443 '

(tilgjengelig via https://i.ntnu.no/wiki/-/wiki/Norsk/Standarder) .
* NIST cybersecurity framework .

https://www.nist.gov/cyberframework

DNV GL RP G108 — Guideline on the application of IEC 62443
https://www.dnv.com/cybersecurity/recommended-practices/dnv-

rp-q108-cyber-security-in-the-oil-and-gas-industry-based-on-1EC-

62443.html

Other guidelines from DNV

Offshore Norway retningslinje 104
https://offshorenorge.no/retningslinjer/arkiv/helse-arbeidsmiljo-og-

sikkerhet/104-anbefalte-retningslinjer-krav-til-

informasjonssikkerhetsniva-i-ikt-baserte-prosesskontroll--

sikkerhets--og-stottesystemer-ny-revisjon-pr-05.12.2016/

Flere standarder og retningslinjer enten publisert eller under
utvikling av IEC for a dekke ulike bransjer:

— |IEC TS 62351 — Security aspects for power systems

— |IEC TR 63074 — Security aspects of machinery control
systems

— |IEC TR 63069 — Framework for functional safety and
security

— ISO/IEC 27036
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IEC 62443

c\ - g Norsk
- Elekirotekaisk O, e .
LI P=—1 K Komite Q Sek T Nettbutikk  [] Meny

& Tilbake NEK IEC 62443 - en baerebjelke for cybersikkerhet
f\

Cybersikkerhet blir ofte sett pd som en ren IT-utfordring. Dette kan delvis vaere sant i visse
tjenestesektorer som gkonomi eller forsikring; industrielle systemer er imidlertid avhengig av
operativ teknologi (OT), som utvilsomt ogsé ma tas i betraktning nar det gjelder cyberrisiko.

Det primaere formalet med IEC 62443-serien av standarder er & inkludere OT-systemene i
arbeidet med cybersikkerhet. Standardserien er utarbeidet av /EC Technical Committee (TC)

65: Maling, kontroll og automatisering av industrielle prosesser, i samarbeid med medlemmer
av Committee 99 of the International Society of Automation (ISA99). | Norge er det NEK NK 65
som behandler, kommenterer og voterer pé standardserien |[EC 62443

https://www.nek.no/2020/09/28/nek-iec-62443-en-baerebjelke-for-cybersikkerhet/

IEC 62443 er en standard som bestar av flere deler
(standarder):

Generelle krav (NEK IEC 62443-1. * — en del av fire

publisert)
Policy og prosedyrer (NEK IEC 62443-2. * — tre deler

av fire er publisert)
Systemkrav (NEK IEC 62443-3. * — alle tre delene

publisert)
Komponentkrav (NEK IEC 62443-4. * — begge deler

er publisert)
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IEC 62443 — cybersikkerhet livssyklus

OT systemet: Hele eller deler . .
Forsta worst case risiko

avhengig av formalet med Ve | forbundet med
1A : analysen ifi
« Krav til a gjennomfgre ’ | dentifisere system (SUC) \ cybersikkerhet-hendelser i
. . | det industrielle anlegget
Cyberrlslkoanalyser Vurdere hvor eksponert en > «H(Dynivé»/forel(bpig
sone er i forhold til cyberrisikoanalyse o . .
trusselaktarer, mulige v Gruppering i forhold til lokasjon,
sarbarheter og konsekvenser Allokere utstyr til soner og : funksjon, behov for tilgang,
. . o av at sarbarhetene utnyttes. conduits | kritikalitet, om utstyr er
e Risikoana |yser basert pa Velge et SL-T krav for L] : midlertidig tilkoblet,.... Krav til &
o i sonen/conduiten som | Bestemme SL-T per sone/conduit: skille tydelig pa OT og IT. Skille
etablerte prl NSi pper | ISO reduserer risikoen ‘ Detaljert cyberr|5|koanalyse (for s e s e e Tl
tilstrekkelig hver 50"925 conduit) / sikkerhetskritiske systemer.
27005, den generelle L
I Lage cybersikkerhets- ! _"I_Z)_e.'sTg.n_ aénui
standarden for IT security o e | king ey |
- ; dre tiltak for |
risikoanalyser y | andret :
y Design og implementering av L _cybersikkerhet
cybersikkerhetsbarrierer
I
« Denne resultereri:
Installasjon, commissioning, validering av
— SO N el nn de I | ng Og Cond u Its cybersikkerhetsbarrierer
(Forbindelser mellom soner) '
. . Cybersikkerhet vedlikehold,
—_ T| I h Q rende Secu nty Ievel overvakning, «management of change»

(SL) kraV (1-4) Cybersikkerhet hendelse | _

Kilde med flere detaljer: IEC 62443-3-2
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Cyber risiko

Ideen bak Consequence-driven Cyber-
Informed Engineering (CCE)

Risiko (generelt) forboundet med en bestemt farlig hendelse (HE - .
Hazardous event) uttrykkes ofte som: Kan delvis pavirkes ved a

re-designe anlegget
Risk=PxC

P: Probability/likelihood/frequency of HE

C: Consequence, often worst case, if HE not handled
Hvilke konsekvenser er det for
mennesker, miljg og andre

Likelihood / sannsynlighet kritiske verdier

Cyber risk =[Trusse| X Sérbarhet] X Konsekvens

//v\

Hvor eksponert er man?  Hvilke sarbarheter har man?

— ~—

lkke sa enkelt & pavirke. Delvis Kan pavirkes (kontrollerbart og
observerbart observerbart)
Cyber risk: Threat x vulernability x consegeunce (Kilde: CCE book https://www.amazon.com/Countering-Cyber-Sabotage-Consequence-Driven-Cyber-Informed/dp/036749115X )
TTK2
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IEC 62443 — soner og conduits

Soner

I 1 Figld |
1 Field 10 devices | . Field 10 devices
I evices

Eksempel fra DNV RP G108

TTK2
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Security level (SL)

» Security level:

— Deles inn i fire niva — SL 1 til SL 4 SLT Description

Kan tolkes som: 1 Capability of the security level measure (SLM) to protect against causal or
' coincidental violation

— Systemniva: Uttrykk for hvor effektivt/palitelig — - —
cybersikkerhetstiltak (security level measure/ " | olations using simple maans of low resourcas, eneria sis and low motivation
countermeasure) — hver for seg eller samlet for g simp 9

en sone/conduit 3 Capability of the security level measure (SLM) to protect against intentional
violations using sophisticated measures with moderate resources, IACS (OT)
specific skills and moderate motivations

— Utstyrsniva: Uttrykk for beskyttelsen som gis
for implementerte egenskaper for et utstyr
plassert i en sone/conduit.

4 Capability of the security level measure (SLM) to protect against intentional
violations using sophisticated measures with extended resources, IACS (OT)
specific skills and moderate motivations

 Selv ved en avansert trusselakter vil ikke

alle soner fa krav om SL-4. Man ma se pa e N /7 N\ N\
hvordan sonen er beskyttet av tiltak i SL-T: Target for SL-A: SL level SL-C: The highest SL
andre soner. a zone or achieved for the capability of individual
conduit zone or conduit devices (i.e, configurable)
* Det skilles mellom tre typer SL, der av SL- - 7\ 7\ /
T som bestemmes i cyberrisikoanalysen. IEC 62443-3-2 (annex A)
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IEC 62443 — eksempler pa vurdering av cyberrisiko

Table B.1 = Example of a 3 x 5 risk matrix

Severity

1

B

Likelihood

5 Med-high
4 Med-high Medium

3 Med-high Medium Med-low
2 Medium Med-low Low

1 Med-low Low Low

Table B.2 - Example of likelihood scale

Likelihood | Guideword Likelihood description Frequency-based guidance
scale

1 Certain Almost certain =10"" per year (High demand)

2 Likely Likely to occur 107" to 10°% per year (Low demand)

3 Possible Quite possible or not unusual to oceur 10°? to 10" per year

4 Unlikely Conceivably possible, but very unlikely to occur 10 to 10°5 per year

5 Remote So unlikely that it can be assumed it will nat occur [<10°% per year

—

Table B.3 = Example of consequence or severity scale

Operational Financial HSE
Category | Outage | Outage Natienal Cost Legal Publie Peaople Paople Environment
at one at infrastructure| (Million confidence | onsite offsite
site | multiple | and services | USD)
sites

A& (High) [=7 days |=1 day Impacts =500 Felony Loss of brand |Fatality |Fatality or  |Citation by
multiple criminal image major regional
sectors or offense community |agency of
disrupts incident long-term
community significant
services in a ldamage over
major way large area

B <2 days |>1 hour |Potential to >5 Misdemeanor |Loss of Loss of |Complaints |Citation by

{Medium) impact sector criminal customer 'work day |or local local agency
at a level offense confidence lor major  |community
beyond the injury impact
company

C (Low) |=1day (<1 hour [Little to no <5 MNone MNone First aid |No Small,
impact to or complaints  (contained
sectors recorda- release below
beyond the ble injury reportable
individual limits
company.
Little to no
impact on
community.

E |\_| I |\_|l I ‘ Kunnskap for en bedre verden

Mary Ann Lundteigen -- TTK2 Design og analyse funksjonell sikkerhet

TTK2




IEC 62443 — A komme fra risikomatrisen til et SL-T krav

« Ofte deler ikke selskaper sine

detaljerte risikomatriser
* Fa eksempler pa matriser der SL-

T krav er qitt

« Som et eksempel kan vi anta at
utstyr i sonen/conduit far:

— High: SL-T 4

— Med-high: SL-T 3
— Medium: SL-T2
— Med-low: SL T1

Table B.1 = Example of a 3 x 5 risk matrix

Likelihood

Severity
A B c
B Med-high
4 Med-high Medium
3 Med-high Medium Med-low
2 Medium Med-low Low
1 Med-low Low Low

— Low: Ikke krav til SL niva. Risikoen er
tilstrekkelig lav | utgangspunktet

e TTK 2
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Eksempel pa SL-T krav

Ikke en ferdig etablert praksis i industrien, men her er noen eksempler:
« DMZ/Remote Access sone: SL-T 4

* Prosesskontroll- Remote Read-only HMI SL-T 3

* Prosesskontroll - EWS* SL-T 2 + disconnected / sterkere conduit

* Prosesskontroll - HMI SL-T 2

* Prosesskontroll - Logic solvers SL-T 1 + sterkere conduits

« SIS -EWS SL-T 3 + disconnected / sterkere conduits

SIS - HMI SL-T 3 + disconnected / sterkere conduits

» SIS — Logic solvers SL-T 1 + sterkere conduits

Kilde: Kenneth Titlestad, Sopra Steria
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Betydningen av et SL-T krav til sonen/conduit

* For utstyr i sonen og
conduit ma en
vurdere
implementering av
krav knyttet til FR1-
til FR-7

Identifisering og autentisering: Forhindre uautorisert tilgang mennesker,
software, utstyr nar de forespgr a koble seg til. Kan gis som individ, rolle,
eller annet.

Iverksette og overvake de rettigheter en bruker har fatt: Forhindre uautorisert
adgang til & utfgre aksjoner

Dataintegritet: Forhindre mulighet til & endre pa data og kode/manipulering av data
som deles mellom systemer og kode.

Datakonfidensialitet: Forhindre mulighet for & se/tappe/stjele innhold i data, knyttet
spesielt til

* lkke alt utstyr vil
implementere alle
krav, men utstyr |
sonen skal samlet
sett oppna kravene

Begrenset ungdvendig dataflyt: Forhindre at data ikke flyter til autoriserte
aktgrer, ved bruk av hensiktsmessig segregering.

Rask nok respons ved oppdagede hendelser/brudd security tiltak: Sikre at
cybersikkerhetsbrudd varsles og tas aksjon pa i rett tid.

Ressurstilgang: Sikre nettverksressurser mot denial of service (DoS) og sikre
kontrollere og utstyr dersom hendelser inntreffer (recovery, automatisk
reinstallering,...)

TTK2
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IEC 62443 — eksempler pa SL krav per FR (sone/conduit)

SR 3.2:

The control system should use protection mechanisms
to prevent, detect, mitigate and report instances of
detected malicious code (for example, viruses, worms,
Trojan horses and spyware) transported by electronic
mail, electronic mail attachments, Internet access,
removable media (for example, universal serial bus (USB)
devices, diskettes or compact disks), PDF documents,
web services, network connections and infected laptops
or other common means.

Detection mechanisms should be able to detect integrity
violations of application binaries and data files.
Techniques may include, but are not limited to, binary
integrity and attributes monitoring, hashing and signature
techniques. Mitigation techniques may include, but are not
limited to, file cleaning, quarantining, file deletion, host
communication restriction and IPSs.

Prevention techniques may include, but are not limited
to, application blacklisting and whitelisting techniques,
removable media control, sandbox techniques and
specific computing platforms mechanisms such as
restricted firmware update capabilities, No Execute (NX)
bit, data execution prevention (DEP), address space
layout randomization (ASLR), stack corruption detection
and mandatory access controls. See 10.4, SR 6.2 —
Continuous monitoring for an associated requirement
involving control system monitoring tools and techniques.

Table B.1 (3 of 4)

SRs and REs SL1 sL2 SL3 SL4
FR 3 = System integrity (Sl)
SR 3.1 - Communication integrity 73 v v v v
SR 3.1 RE 1 - Cryptographic integrity protection 7.3.3.1 v v
SR 3.2 - Malicious code protection 7.4 o v
SR 3.2 RE 2 - Gentral management and reporting 7432 v
for malicious code protection
SR 3.3 - Security functionality verification 75 L ¥ v v
SR 3.3 RE 1 - Automated mechanisms for security 7.53.1 v v
functionality verification
SR 3.3 RE 2 - Security functionality verification 7532 v
during normal operation
SR 3.4 - Software and information integrity 76 ¥ v v
SR 3.4 RE 1 - Automated notification about 7.6.3.1 v v
integrity violations
SR 3.5 - Input validation 7.7 L ¥ v v
SR 3.8 - Deterministic output 7.8 v v v v
SR 3.7 - Error handling 7.9 ¥ v v
SR 3.8 - Session integrity 7.10 ¥ v v
SR 3.8 RE 1_— In_\.-alldalion of session |Ds after 7.10.31 v v
sesgion termination
SR 3.8 RE 2 - Unigue session ID generation 7.1032 v v
SR 3.8 RE 3 - Randomness of session 1Ds 7.10.3.3 v
SR 3.9 - Protection of audit information 7.11 v v v
SR 3.9 RE 1 - Audit records on write-once media 71131 v
FR 4 - Data confidentiality (DC)
SR 4.1 - Information confidentiality 8.3 v v v v
SR 4.1 RE 1 - Protection of confidentiality at rest or 8.3.3.1 - v v
in transit via untrusted networks
SR 4.1 RE 2 - Protection of confidentiality across 8.3.3.2 v
zone boundaries
SR 4.2 - Information persistence 84 ¥ v v
SR 4.2 RE 1 - Purging of shared memory resources 8.4.3.1 v v
SR 4.3 - Use of cryptography 8.5 L v v v
FR 5 - Restricted data flow (RDF)
SR 5.1 - Metwork segmentation 8.3 L v v v
SR 5.1 RE 1 - Physical network segmentation 9.3.3.1 v v v
SR51REZ- fram non-control 9.3.3.2 v v
system networks
SR 5.1 RE 3 - Logical and physical isolation of 9.3.3.3 v

critical networks

Kilde: IEC 62443-3-3

SR3.2-RE 1:

The control system shall provide the capability to employ malicious

code protection mechanisms at all entry and exit points.

SR 3.2-RE 2:

The control system shall provide the capability to manage malicious

code protection mechanisms.

Note: Such mechanisms are commonly provided by endpoint
infrastructure centralized management or SIEM

solutions.

~ |BM forklarer SIEM

Security information and event management, or SIEM, is a
security solution that helps organizations recognize and
address potential security threats and vulnerahilities
before they have a chance to disrupt business operations.
SIEM systems help enterprise security teams detect user
behavior anomalies and use artificial intelligence (AI) to
automate many of the manual processes associated with
threat detection and incident response.

The original SIEM platforms were log management tools, combining security information
management (SIM) and security event management (SEM) to enable real-time
monitoring and analysis of security-related events, as well as tracking and logging of
security data for compliance or auditing purposes. (Gartner coined the term SIEM for the
combination of SIM and SEM technologies in 2005.)

Over the years, SIEM software has evolved to incorporate user and entity behavior
analytics (UEBA), as well as other advanced security analytics, AT and machine learning
capabilities for identifying anomalous behaviors and indicators of advanced threats.
Today SIEM has become a staple in modern-day security operation centers (SOCs) for
security monitoring and compliance management use cases.

I TTK2
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IEC 62443 — eksempler pa SL krav per FR (komponent)

Fire typer komponenter:

« Software applikasjoner (SA)
 Embedded devices (ED)

* Host device (HD)

* Network device (ND)

Krav som gjelder de
enkelte er angitt som:
« SAR

« EDR

« HDR

« NDR

R star for
«Requirements»

NEK IEC 62443-4-2:2019

HDR 3.2:

Host devices need to support the use of
malicious code protection (against, for
example, viruses, worms, Trojan horses
and spyware). The product supplier
should qualify and document the
configuration of protection from
malicious code mechanisms so that
the primary mission of the control
system is maintained.

RE (1): The host device shall
automatically report the software and file
versions of protection from malicious
code in use (as part of overall logging
function).

-90- |IEC 62443-4-2:2019 © |EC 2019

SRs and REs sSL 1 SL2 SL3 SL4
EDR 2.13 - Use of physical diagnostic and test interfaces ‘/ ‘/ ‘/
RE (1) Active monitoring \/ ‘/
HDR 2.13 - Use of physical diagnostic and test interfaces ‘/ ‘/ ‘/
RE (1) Active manitering ‘/ ‘/
NDR 2.13 - Use of physical diagnostic and test interfaces ‘/ \/ ‘/
RE (1) Active monitoring \/ ‘/

FR 3 = System Integrity (Sl)
CR 3.1 - Communication integrity ‘/ ‘/ \/ ‘/
RE (1) Communication authentication ‘/ \/ ‘/
SAR 3.2 - Protection from malicious code ‘/ $/ ‘/ ‘/
EDR 3.2 - Protection from malicious code v v o o
HDR 3.2 - Protection from malicious code ‘/ $/ ‘/ ‘/
RE (1) Report version of code protection "/ ‘/ ‘/
FHOR G2 - oo Chon oM mancions coue 7 e 7 =
CR 3.3 - Security functionality verification ‘/ ‘/ \/ ‘/
RE (1 JSecuri?y functionality verification during normal \/

operation

CR 3.4 = Software and information integrity ( ‘/ ‘/ ‘/
RE (1) Authenticity of software and information \/ ‘/ ‘/

e TTK 2
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IEC 62443 — Handler ikke bare om tekniske egenskaper

. Som selskap
M atu r|ty Ievel gnsker du ikke ML Description
veere pa ML1 eller L . . .
- ML 2 1 Organizational security measures (OSMs) are practiced in an ad-hoc manner and
(m Od e N h etS N |Va ) . often undocumented (or not fully documented) manner.
. 2 Documentation exists that describes the OSMs and how to manage the delivery and
¢ GJ eld er fOf' performance of the practice. There may be a significant delay between the definition
. . and practice of the OSM.
O rg a n |SaSJ O n e r Og 3 OSMs are repeatably practiced over time according to written documentation
prosesser

4 Using suitable process key performance indicators, the effectiveness/and or
performance improvements of the practice of the OSMs can be demonstrated

« Deles inn i fire niva ML
1- ML 4

« Sammenstilt med SL — A ML/SL 1 2 3 4
sa vil man fa et uttrykk 4 |SPR1 |SPR2 |SPR3 |SPR4
for samlet 2 |SPR1 |[SPR2 |SPR3 |SPR4
beskyttelsesniva 2 |SPR1 |SPR1 |SPR2 |SPR3
(security program rating g 1 |SPROMISPRON sPrR1 | sPR2
— SPR)
TTK2
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NIST cybersecurity framework

Function Category ID
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
:Jsk Manag_emn:ent Strategy ID.RM Framework for Improving
upply Chain Risk Management ID.SC .. )
Identity Management and Access Control PR.AC Cnitical Infrastructure Cybersecurity
Awareness and Training PR.AT
Data Security PR.DS
Information Protection Processes & Procedures | PR.IP Version 1.1

Maintenance PR.MA
Protective Technology PR.PT

National Institute of Standards and Technology

Anomalies and Events DE.AE CYBERSECURITY
Detect |Security Continuous Monitoring DE.CM FRAMEWORK April 16, 2018
Detection Processes DE.DP VERSION 1.1 NIST

Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI

|I"|'IPI'D'H'EI"I'IE nts RS.IM The NIST Cybersecurity Framework 2.0
Recovery Planning RC.RP i

Date Published: August 8, 2023
Improvements RC.IM Commncs buss Noembr 4022

- - Email Comments to: cyberframework@nist.gov
Communications RC.CO Author(s)

National Institute of Standards and Technology

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

)

o

°
K

NIST CSWP 29 (Initial Public Draft)

Announcement

This s the public draft of the NIST Cybersecurity Framework (CSF or Framework) 2.0.

https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework
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Seminar 4 - gruppeoppgaver

Anta at PSD systemet er implementert i en egen SIS sone pa niva 0/1 i Purdue
referansearkitekturen.

1. Forklar hvilke faktorer som inngar i cyberrisikobegrepet og hvilke av disse cybersikkerhetstiltak
og krav i IEC 62443 generelt retter seg mot.

2. Forklar forskjellen mellom SL-T, SL-A og SL-C og eksemplifisert forskjellen ifom PSD
logikksystemet (PLCen). Se IEC 62443-3-2, annex A.

3. Anta SL-T 3 krav til engineering work station (EWS) som brukes for & oppdatere programvaren
som Kjgrer pa PSD-systemet

a) Forklar kort ett krav per FR-kategori, gjerne med eksempler pa teknikker om dette er gitt (IEC 62443-3-3, for mer
utdypning av tematikken kravene tar opp, sa kan man sgke i MITRE attack matrisen, NIST clossary, eller generell

googling))
b) Giet eksempel pa hvordan brudd/ikke implementert krav kan bidra til tap eller endret funksjonsevne til PSD SIF

c) Velg ut 2-3 av kravene du har dekket og pek pa hvilke teknikker de beskytter mot i MITRE attack-matrisens oversikt
over angrepsteknikker

4. Forsgk a matche kravene fra forrige oppgave med angrepsteknikker de skal beskytte mot |
MITRE attack matrisen.

Uavhengig av PSD SlFen:

5. Reflekter over egen rolle som ingenigr for a ivareta cybersikkerhet i en fremtidig jobbsituasjon
(selvvalgt)

e TTK 2
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